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010E25E7 68 ABGICBEB ETF_BBB?B1BE1CRB
010E25EC 6A 01
B18E25EE FFD7 call edi ntdll.RtlAddVectoredExceptionHandler

B18E25F 8 68 861BBEB CTF_300.010E1B89
010E25F5 6A 01
B18E25F7 FFD7 call edi ntdll .RtLaddVec toredExceptionHandLey
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33 =({_DWORD =)ProcHame = BxPBAYATEC;

34 will = B8=AZBYAEAS;

35 wl2 = 0=88A%A8BF;

36| wul13 = O=BDASAEBS;

37 wulh = B=AL4BYu;

38| wlS = B=A2u;

39| wvilé = BxA3ACESAZ;

L@l ui17 = BxBFASA1IAT;

1 vi8 = B=CDu;

421 *({_DWORD =)ModuleHame = BXASCOASCE;

43| w28 = B@<XASCBASDY;

44l w21 = B@<ASCPASCH;

45| w22 = BXAS9FAS96;

ha| w23 = BXASASu;

Ll uh = B;

48| do

4ol £

58 ProcHame[u4] = BxCDu;

g1 ++ul g

52| %

c3| while { vh < 28 );

54l ws = B;

55 do

56 *((_BYTE *)HoduleMame + uS++) "= BxASu; / BEER RS
57| while ( vS < 18 );

L8| wvé = GetHoduleHandleW({ModuleHame);

59| u7 = GetProcAddress{ué, ProcHame}); /# FFHVAPI (ntdll._RtladdUectoredExceptionHandler) [t
68 vd = (uoid {_  stdcall =)(signed int, int {_  stdcall =){int)))u7;
61| if ( v7 )

62| ¢

63 ((uoid ( stdcall =)(signed int, int {=)()}))v7){1, sub_u@1CAB);// $ﬁjﬂﬁﬁﬁ\UEH
64 u8{1, sub_u@1B80);

65 3

66| return v2;

67|}
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1[int _ stdcall sub_ 481B88{int a1}

2K

3| sub_L4B1978();

4| if { (unsigned _ int&)(byte S71458[3] + byte S71458[2] + byte 571458[1] + byte 571458[8]) == 71
5 #& (unsigned _ int&)(byte 571458[7] + byte 571458[6] + byte S71458[5]) ==

6 && (unsigned _ int8)byte_571458[0] == (unsigned _ int8)byte S571458[1] + 68

7 && (unsigned  int8)byte 571458[1] == (unsigned  int8)byte S71458[2] + 2

8 && (unsigned  int8)byte S571458[2] == (unsigned  int8)byte S571458[3] - 59

9 && (unsigned  int8)byte 571458[6] == (unsigned  int8)byte S71458[4] + 18
18 && (unsigned  int&)byte S71458[6] == {(unsigned  int8)byte S714S8[7] + 9

11 && (unsigned _ int8&)byte_S571458[4] == (unsigned _ int8)byte S571458[5] + 52 )}
12| §

13 JUHPODUT{__CS__, ©8=1947 + OxLDOO6O);

14 3

15| return 8;

16}
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26| vH = 64;

27 do

28| {

29 vl = sbox[{unsigned _ int8)value[3]];

3a u2 = shox[(unsigned  int8)sbox[{unsigned  int&)sbox[{unsigned  int&)value[1]]1]11;
By v2 = shox[{unsigned  int8)sbox[{unsigned  int8)sbox[{unsigned  int8)sbox[{unsigned  int8)value[B8]]1]11];
32 value[2] = sbox[{unsigned _ int8)sbox[{unsigned _ int&)walue[2]]];
33 value[1] = v2;

34 vl = shox[{unsigned  int8)value[2]];

35 value[B] = v3;

36 u5 = shox[(unsigned  int&)value[1]];

37 value[3] = vi;

38 uh = sbox[{unsigned _ int8)ui];

39 u? = shox[(unsigned  int&)value[4]];

4a value[3] = vib;

L3 value[2] = wvh;

42 u8 = shox[(unsigned _ int8&)ué];

43 value[1] = u5;

4y u9 = shox[{unsigned _ int8)value[2]];

L5 value[4] = v7;

46 v18 = shox[{unsigned  int8)u7];

a7 vi1 = sbox[{unsigned _ int8)value[5]];

L value[4] = viBd;

Lo value[3] = vE;

ca uv12 = sbox[{unsigned __ int8)ui8];

51 value[2] = u%;

52 v12 = shox[{unsigned  int8)value[3]];

53 value[5] = wii;

54 vl = shox[(unsigned  int&)uvii];

5o vi15 = shox[{unsigned  int8)value[6]];

Gh vi16 = {unsigned _ int8)sbox[{unsigned _ int8)sbox[{unsigned _ int8)value[7]]];
5¥ value[5] = vil;
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