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Enjoy yourself!

CTFTime: https://ctftime.org/event/1242
Time: 16 Jan, 01:00 UTC — 18 Jan, 01:00 UTC
Platform: https://starctf2021.xctf.org.cn/
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*CTF is a Jeopardy-style Online Capture The Flag
Competition presented by ****** The game is
opened to all participa...
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Error *

Could not find version 9.9 of the MATLAB Runtime.

L Attempting to load mclmerrt9 9.dll.
Please install the correct version of the MATLAB Runtime.
Contact your vendor if you do not have an installer for the
MATLAB Runtime.
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MineGame:

erify that version 9.9 (R2020b) of the MATLAB Runtime is installed.
If not, you can run the MATLAB Runtime installer.

To find its location, enter

mcrinstaller

at the MATLAB prompt.
NOTE: You will need administrator rights to run the MATLAB Runtime installer.

Alternatively, download and install the Windows version of the MATLAB Runtime for R2020b

from the following link on the MathWorks website:

https://www.mathworks.com/products/compiler/mcr/index.html

If you can't use those ways above, you can download Runtime installer that the author has prepared for your Mine

Game from those site

https://drive.google.com/file/d/1HBXALAQETpEfT1tZSxbgMFVqveOv5pY30/view?usp=sharing
https://pan.baidu.com/s/13000YBiWBwWGX_HUfjuspXA password:flag
HINT :

1. The first time you run MineGame, it may be slow. You can try more times.
2. Using computer with good performance may help you.
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Found: 0
Address Value Previous First Scan Next Scan Undo ¢
Value:
Hex []
[ | PR
Code list/Pause =a= X
Code list:
: Name
Memory View ]
Active Description Address
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Found: 1
Address Value Previous l MNew Scan ] l MNext Scan ] Undo Scan
21235c20 22 00 43 00 54 00 ... -
Value: Settings
Hex 2A 00 42 00 54 00 46 00
Scan TypelSearch for this array 'l
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Enable Speedhack
Start | 0000000000000000|
Stop | 00007 £EEEELEEEEE]
[V] writable O Executable
[] CopyOnWrite
@ Alignment
Fast Scan -1 -
- () Last Digits
[]Pause the game while scanning
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2ddress Value Previous MNew Scan l [ Mext Scan
21235020 27 NN A2 NN 54 N0
+ Add selected addresses to the addresslist |
=] Change value of selected addresses Ctrl+E
"} Change value of selected addresses back to previous/saved value Ctrl+Alt+E
M  Browse this memory region Ctrl+B
"7 Disassemble this memory region Ctrl+D
X Remove selected address Ctrl+Del
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Protect:Read/Write AllocationBase=21410000 Base=21R35000 Size=9LE000

address 20 21 22 23 24 25 26 27 28 29 22 2B 2C 2D 2E 2F 30 31 32 33 34 35 3o p—orEo T aoPeREreTES e
21a35c20 2a 00 43 00 54 00 46 00 7B 00 55 00 30 00 75 00 S5F 00 34 00 31 00 &5 O *.C.T.F.{.¥.0.u. .4.1l.e
21A35C38 2D 00 &7 00 4C 00 65 00 €1 00 74 00 SF 00 36 00 4F 00 79 00 33 00 21 O -.g.L.e.a.t. .6.0.y.3.!
21a235cs50 7D 00 OCc &3 00 00 OO 0O 00 29 C3 14 00 00 00 OO0 DB F6 OC &3 00 00 00 O }..Cueunn  .a... o@ooo
21235Ce8 00 &% Cc3 14 00 00 00 0O 0O 00 00 0O OO OO 00 OO0 D1 48 4D 56 52 00 00 & SoSoo0EESo00o0 TV E . .
21235Cc80 40 C4 02 ED FE 07 00 00 00 00 00 00 OO OO0 00 OO0 CO 2B AE 21 00 00 00 00 @ . ........... = Yoooo
21a35c%s 00 00 00 OO 0O 0O OO 0O 24 00 00 0O OO OO 0O OO 2F 00 00 OO OO OO0 00 00 ........ Booooooo /R,
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gaps --image=puzzlel.png --generations=30 --population=120 --size=43 --verbose
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$bitlocker$0$16$212afelafbb733f18b043338d85c4744$1048576$12$80ad0e8486ad60103000000$60$01c1f4b616a85eecbd9do90b
a2f0cbf5642f6591ff2abdf1df84e3fc33240b714e5+d2801f03b7b4fbb8fe6+58dcea57211258671c7d42748c76097ed
$bitlocker$1$16$212afelafbb733f18b043338d85c4744$1048576%$12$80ad0e8486ad60103000000$60$01c1f4b616a85eecbd9de90b
22f0cbf5642f6591ff2abdfldf84e3fc33240b714e5+d280f03b7b4fbb8fe6f58dcea57211258671c7d42748c76097ed

$bitlocker$2$16$b044ad4adafc868f736dObaf7ef47a9ea$1048576$12$80ad0e8486ead60106000000$60$58Fe021061ac9673d8925324
£7a353043381445679ab17420c05c408a728775c3fde5011333b720a876dab4cc850e29078aa257dabo9f4f690bedfb81
$bitlocker$3$16$b044ad4adafc868f736dObaf7ef47a9ea$1048576%$12$80ad0e8486ead60106000000$60$58Fe021061ac9673d8925324
17a353043381445679ab17420c05c408a728775c3fde5011333b720a876dab4cc850e29078aa257dab9f4f690bedfb81
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BEMAEHEMNLE --show

hashcat -m 22100 hash pwd.txt --show
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*CTF 2021 Feedback

Thank you for participating our game. Hope you enjoy it! This is last flag:
*CTF{Thanks_for_your_FeedBack}

*CTF{Thanks_for_your_FeedBack
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