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听说你们喜欢手工爆破听说你们喜欢手工爆破

把txt的文件名做成一个字典

import os
list_a = os.listdir('./')

for i in list_a:
    if 'txt' in i:
        with open('pass.dic', 'a') as f:
            f.write((i.split('.')[0]+'\n'))
            f.close()
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然后使用这个字典对压缩包进行爆破

然后利用对doc进行爆破,得到一串加密,上百度搜好像有种加密叫曼切斯特

曼切斯特解密脚本



a = 0x123654AAA678876303555111AAA77611A321
flag = ''
bs = '0' + bin(a)[2:]
r = ''
def conv(s):
    return hex(int(s,2))[2:]
for i in range(0, len(bs), 2):
    if bs[i:i+2] == "01":
        r += '0'
    else:
        r += '1'
for j in range(0, len(r), 8):
    t = r[j:j+8][::-1]
    flag += conv(t[:4])
    flag += conv(t[4:])
print(flag.upper())

flag里面的是大写的

KeyBoard

直接用UsbKeyboardDataHacker提取就行

dead_z3r0



删除多余的混淆数据,修改后缀为pyc

然后是stegosaurus隐写

第四扩展第四扩展FS

foremost分离出一个有密码压缩包解压密码在图片的详细备注上,得到txt做统计字符串

alphabet = "abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ1234567890!@#$%^&*()_+- =\\{\\}[]"
file_path = input('please input path:')
strings = open(file_path).read()

result = {}
for i in alphabet:
 counts = strings.count(i)
 i = '{0}'.format(i)
 result[i] = counts

res = sorted(result.items(),key=lambda item:item[1],reverse=True)
for data in res:
 print(data)

for i in res:
 flag = str(i[0])
 print(flag[0],end="")

C-Knife



binwalk这个pacp然后会出来一个文件文件里藏了flag格式是key{}
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