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 HackerGame 专栏收录该内容
8 篇文章 0 订阅
订阅专栏

0x0 shenyue 
理清代码流程，按照给的注册流程跑一遍

==== administration console ====
1. sign up
2. log in
3. private key generation
-1. command execution
> 1
id: 123
pw: 123
successfully registered
> 2
id: 123
pw: 123
logged in as 123
> 3
which command do you want to execute: 123
generating your key associated with 123
you can use the key to execute a command
your id+cmd combination results in b48499a53ed7f0849c2426390d8650d58d6cfad3f51a48f358242bf0d1c49d25
Kindly reminder: please don't give your key to anyone
> -1
what command? 123
who signed this command? 123
give me the signed document: b48499a53ed7f0849c2426390d8650d58d6cfad3f51a48f358242bf0d1c49d25
ok, let me check if this sign is issued by this system
ok, good good
flag is: flag{5a5885ff-6870-47d0-8056-1cbef8fc38b1}
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0x1 number 
根据多次给的随机数找p，通过素数分解： 
X1 * p + z = A1 
X2 * p + z = A2 
相减得（x1-x2）* p = a1 -a2，上http://factordb.com/index.php分解找到 
P=2064318450837549750990142530983018921925648425254625331321267240490951115215175196210556614289366
260795287880528032479296782115282617391056960610923215717832195402508854176376749699147174980775588
167205714361268349237314647887491203144942987754734320000731792156520193155858715098912769761674955
688607222610848864096964633313206676664091127808951037485659541781451928898276590791923637497923208
394918444752984396424047373735795772611917158117554558135178781463054223918469000687404428413839201
044610214302350499176942764463943758099268757942905010526669350762962532921276559259345250696596406
0515249687177513999999079

从X1 * p + flag % p = A1公式看出A1 / p == flag % p，flag == A1 / p + p*i 
得到i=0时，解出flag。

0x2 shanghai 
先做词频分析不对，测了其他的，在这个网站上跑出来了，维吉尼亚密码。 
https://www.guballa.de/vigenere-solver

z =2042787100276686429846637234675543410416522386446496047839112941337699570643213823181612976544982029568085328826905466064148775437405002852638721024757875154905707727890707133577831048863981941584982649039038277759149597083827049556432355157721610504217896023139847288152588737066965715094157050756892161456980042737130180124761194488614065368270213455098087299304197781030318222249753957816596675429301512684322552546487577596935360421844215114187735489180737428812631935385157258022142337857550801146497101281021143457944503557683001802272438674304056185129576816332347954036196437911426657153718260389160427482360081274454078736

p = 20643184508375497509901425309830189219256484252546253313212672404909511152151751962105566142893662607952878805280324792967821152826173910569606109232157178321954025088541763767496991471749807755881672057143612683492373146478874912031449429877547343200007317921565201931558587150989127697616749556886072226108488640969646333132066766640911278089510374856595417814519288982765907919236374979232083949184447529843964240473737357957726119171581175545581351787814630542239184690006874044284138392010446102143023504991769427644639437580992687579429050105266693507629625329212765592593452506965964060515249687177513999999079

for i in xrange(1000):
    s = hex(z % p + i * p)
    if "666c6167" in s:
        print s
        break
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0x3 APL 
先Base64解码，然后拖到sublime，在github上面找到高亮的语法 

到这步需要找到APL语言的语法学习分析了,看到一篇讲的挺详细： 
https://xz.aliyun.com/t/2666
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