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Text in Text Steganography Sample

Original Text: | Clear | (length: 47) Steganography Text: | Qear | (length: 199

we lcome to wang ren, hope wyou have a good time! welcome to wang ren, hope you have a good time!
Encode »

Hidden Text:| Gear (length: 19
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-f mspaint.raw --profile=Win7SP1x64 dumpfiles -Q ©x000000003e96e7d0 -D ./

file.None.0OxfffffaB003daa790.dat - id==
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volatility -f mspaint.raw --profile=Win7SP1x64 screenshot -D ./
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TEE IR BB E A —/Ndumpit.exe, dump— F X M2

volatility -f mspaint.raw --profile=Win7SP1x64 memdump -p 1064 -D ./

& 1.py 507 75 16:25
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tflag.exe Hiflag.pyc

:\Safe\bin\python-exe-unpacker-maste
A python D:\Safe\bin\python-exe-unpacker-master\pyinstxtractor.py C:\Users\User\Desktop\flag.exe
D:\Safe\bin\python-exe-unpacker-master\pyinstxtractor.py:95: DeprecationWarning: the imp module is deprecated in favou
r of importlib; see the module's documentation for alternative uses
import imp
[*] Processing C:\Users\User\Desktop\flag.exe
[*] Pyinstaller version: 2.1+
[*] Python version: 38
[*] Length of package: 7224898 bytes
[*] Found 69 files in CArchive
[*] Beginning extraction...please standby
[*] Found 206 files in PYZ archive
[*] Successfully extracted pyinstaller archive: C:\Users\User\Desktop\flag.exe

You can now use a python decompiler on the pyc files within the extracted directory CSDN @@Demo
SR BB

« python-exe-unp... > flag.exe extracted

fa)

e Blid==l
B 3D | flag
B s | flag.exe.manifest

Bk Apyc

D:\Safe\bin\python-exe-unpacker-master\flag.ex
A uncompyle6 flag.pyc > flag.py
Traceback (most recent call last):
File "e:\python\python3.8\lib\site-packages\xdis\load.py", line 293, in load _module_from file object
co = marshal.loads(bytecode)
ValueError: bad marshal data (unknown type code)
Traceback (most recent call last):
File "e:\python\python3.8\lib\site-packages\xdis\load.py"”, line 293, in load_module_from_file_object
co = marshal.loads(bytecode)
ValueError: bad marshal data (unknown type code)

During handling of the above exception, another exception occurred:

Traceback (most recent call last):
File "e:\python\python3.8\1lib\runpy.py", line 194, in _run_module_as_main
return _run_code(code, main_globals, None,
File "e:\python\python3.8\1lib\runpy.py", line 87, in _run_code
exec(code, run_globals)

File "E:\Python\Python3.8\Scripts\uncompyleb6.exe\ _main__.py", line 7
L it oyl 2 @\l i\ s : = i

, in <module> CSDN @@Demo

, ! = h\c3do o e

(o, (flag)):
( (flag[i]) (key[ (i 15)]))[2:].zfil1(2)

print(data.upper())
data

X B fkey154z 32 AR5K B H B fth1s_1s_th3_k3y
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(o, (data),2):
data_list.append( data[i:i+2])
print(data_list)

(o, (data_list)):
( (data_list[i],16) (key[ (i 15)]))
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BRI EERA RN, REEARESTIRES, BXBBUMERT . BEFMENWRIRES, XMIEESH

P % K)ffis7comm,

S LTS IR, R X AN Y

M fixed_S7.pcap - X
HHE) REE WAV BRGQ MR SR S \Ry BEwW TRO FEH)
Am 1@ RE Aes=FesEElaaanr
Xy
Tine Source Destinatien Protocel Length Info X
1%,0.000000 192.168.139.1 192.168.139.131 S7COMM 79 ROSCTR: [Job 1 Function:[Setup communication]
000000 192.168.139.131 192.168.139.1 S7COMM 81 ROSCTR: [Ack_Data] Function:[Setup communication]
17 90000 192.,168.139.1 192,168.139.131 S7COMM 87 ROSCTR: [Userdata] Function:[Request] -> [CPU functions] -> [Read SZL] ID=0x0011 Index=@x0000
18 9.%90000 192,168.139,131 192,168.139.1 S7COMM 207 ROSCTR: [Userdata] Function:[Response] -> [CPU functions] -> [Read SZL] ID=0x0011 Index=0x@00Q |
19 9.099000 192,168.139.1 192,168.139,131 S7COMM 87 ROSCTR: [Userdata] Function:[Request] -> [CPU functions] -> [Read SZL] ID=0x001lc Index=0x0000
200. 192,168.139,131 192,168.139.1 S7COMM 435 ROSCTR: [Userdata] Function:[Response] -> [CPU functions] -> [Read SZL] ID=ex@e@lc Index=0xe00@
210 192,168.139.1 192,168.139,131 S7COMM 87 ROSCTR: [Userdata] Function:[Request] -> [CPU functions] -> [Read SZL] ID=0x9131 Index=0x0001
22 9.00000 192,168.139,131 192,168.139.1 S7COMM 135 ROSCTR: [Userdata] Function:[Response] -> [CPU functions] -> [Read SZL] ID=0x0131 Index=0x@00l
31 0.000000 192.168.139.1 192.168.139.131 S7COMM 87 ROSCTR: [Userdata] Function:[Request] -> [cPU functions] -> [Read SZL] ID=0x9424 Index=0x0000
32 0.000000 192.168.139.131 192.168.139.1 S7COMM 115 ROSCTR: [Userdata] Function:[Response] -> [CPU functions] -> [Read SZL] ID=0x0424 Index=0x@00@
34 0.000000 192.168.139.1 192.168.139.131 S7COMM 87 ROSCTR: [Userdata] Function:[Request] -> [cPU functions] -> [Read SZL] ID=0x9424 Index=0x0000
35 0.000000 192.168.139.131 192.168.139.1 S7COMM 115 ROSCTR: [Userdata] Function:[Response] -> [CPU functions] -> [Read SZL] ID=0x0424 Index=0x@00@
38 0.000000 92.168.139.1 192.168.139.131 S7COMM 87 ROSCTR: [Userdata] Function:[Request] -> [CPU functions] -> [Read SZL] ID=8x0424 Index=0x0000 v

Frame 219: 87 bytes om\wire (696 bits), 87 bytes captured (696 bits)
Ethernet II, Src: VMware_c0:00:08 (00:50:56:c0:00:08), Dst: VMware_Sb
Internet Protocol Version 4, Src: 192.168.139.1, Dst: 192.168.139.131

TPKT, Version: 3, Length: 33
ISO 8073/X.224 COTP Connection-Oriented Transport Protocol
S7 Communication

1a9:78 (@0:0c:29:9b:a9:78)

Transmission Control Protocol, Src Port: 62203, Dst Port: 102, Seq: 1590, Ack: 5323, Len: 33

9b

78
00 80 @6 ba
66 1le 44 ab
00 03 @8 e
00 08 00 01
60 00

ce
63
16
21
12

80
co
e7
82

08 08
ag sb
56 a9
fo 8o
11 44

80 45
el co
64 50
32 @7
01 ee

80
ag
18
80
i

87 Communication: Protocol

EHERXMRRRR K ER AT,
HISCfER

EH—-MKES41HIH,

|| #4: 1078 - ER%: 59 (55.3%)

CODI g RDe e

KIAFFEPNg ISk, B Ja — MK 3291 A7 fEpng

- - e I M N T T ZE W T | el [= Y W N I

m |s?comm

No. Time Source Destination Frotocel Length Info
463 9.000000 192.168.139.1 192.168.139.131 S57C0o0MM 87 ROSCTR: [Userdata] Function:[Request]
464 ©.000000 192.168.139.131 192.168.139.1 S7CoMM 115 ROSCTR: [Userdata] Function:[Response
482 9.000000 192.168.139.1 192.168.139.131 S7C0o0MM 91 ROSCTR: [Userdata] Function:[Request]
483 ©.000000 192.168.139.131 192.168.139.1 S7COMM 165 ROSCTR: [Userdata] Function:[Response
484 @.000000 192.168.139.1 192.168.139.131 S57C0l 41 ROSCTR: [Job ] Function:[wWrite Ve
485 0.000000 192.168.139.131 192.168.}%?6 ROSCTR:[Ack Data] Function:[Write Ve
486 ©.000000 192.168.139.1 192.168.139.131 S7CoMM 541 ROSCTR:[Job ] Function:[wWrite ve
487 ©.000000 192.168.139.131 192.168.139.1 5 76 ROSCTR: [Ack Data] Function:[write ve
488 ©.000000 192.168.139.1 192.168.139.131 S7COMM 541 ROSCTR: [Job ] Function:[wWrite ve
489 @.000000 192.168.139.131 192.168.139.1 57C 76 ROSCTR: [Ack Data] Function:[Write Ve




490 9.000000 192.168.139.1
4191 ©.000000 192.168.139.131
492 9.000000 192.168.139.1

192.168.139.131

192.168.139.1

192.168.139.131

S?COMM/SZLI ROSCTR:[Job ] Function:[Write Ve

S7COMM 76 ROSCTR: [Ack Data] Function:[Write vz
S7COMM 29 ROSCTR: [ Job ] Funr(r:_‘rc_i__olg :j\grr'ite Vi

[ > Frame 219: 87 bvtes on wire (696 bits). 87 bvtes cabtured (696 bits)

ZSHE 25
Ehdata->E R HFET

W AL W

M fixed S7pcap - X
SHE) REE MRV BRGQ B0 SR fHHe BEY W TRO wFEH)

Am @ BE Re2EF I Q Q&

N [s7conn [X] -]+
To. Tine Source Destination Protocol Length Info 2

463 0.000000 192.168.139.1 192.168.139.131 S7COMM 87 ROSCTR: [Userdata] Function:[Request] -> [CPU functions] -> [Read SZL] ID=0x0424 Index=0x0000

464 0.000000 192.168.139.131 192.168.139.1 S7COMM 115 ROSCTR: [Userdata] Function:[Response] -»> [CPU functions] -> [Read SZL] ID=0x0424 Index=0x0000

482 0.000000 192.168.139.1 192.168.139.131 S7COMM 91 ROSCTR: [Userdata] Function:[Request] -> [Block functions] -> [Get block info] -» Block:[DB 1]

483 0.000000 192.168.139.131 192 Expand Subtrees TR: [Userdata] Function:[Response] -> [Block functions] -> [Get block info] -> Block:[DB 1]

484 0.000000 192.168.139.1 192 SRR TR:[Job ] Function:[Write var] ||

485 0.000000 192.168.139.131 192 SEEFF TR:[Ack_Data] Function:[Write Vvar]

486 0.000000 192.168.139.1 192 SFRE TR:[Job 1 Function:[Write var]

487 9.000000 192.168.139.131 192 . . TR:[Ack_Data] Function:[Write var]

488 0.000000 192.168.139.1 192 HAWI Ctrl+Shift+l  Lrp. [30b 1 Function:[write var]

489 0.000000 192.168.139.131 192 FERIT IS * CTR:[Ack_Data] Function:[Write var]

490 0.000000 192.168.139.1 192 Prepare as Filter » CTR:[Job 1 Function:[Write var]

491 9.000000 192.168.139.131 192 XIS IEEE * CTR:[Ack_Data] Function:[Write var]

492 0.000000 192.168.139.1 192 FRER » ETR:[Job 1 Function:[Write var] v
> Transmission Control Protocol, Src Port: 6220  BEA ¥ 481, Len: 487 ~
> TPKT, Version: 3, Length: 487 =5 >
> IS0 8073/X.224 COTP Connection-Oriented Trans _ .

- . BrRaEBFs.. Ctrl+shift+O
v §7 Communication ST SEE Ctrleshiftas
> Header: (Job) : TRE) - e Shift
> Parameter: (Write var) Wiki HHYTIE
v Data TiRETREE
v Item [1]: (Reserved) IR L
Return code: Reserved (08x08) BEBHA)...
Transport size: BYTE/WORD/DWQRD (@x04 Go to Linked Packet
Length: 452 EFEOERER A
Data: 89504e470d0al Qo d. 452 7T o v
0050 84 00 00 e n
0060 =[]
0070 06 00
0080 00 ce
0e9e 8f fc
0020 ca 00
oebe a1 78
eece e3
eedo 63 8a
00ed 77 af
oofe f9 21
v
O 7 Data (s7comn.resp.data), 452 byte(s) || $48: 1078 - E&7: 596 (55.3%) CODI R pa e
3
B T A SO R IR HUE
M Wireshark - Data (s7comm.resp.data) - fixed S7.pcap — | x
.PNG
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M Wireshark - Data (s7comm.resp.data) - fixed S7.pcap - | ped

29504e470dealavagepeeeed49484452 7f 160806 99bc91boREERRR1735247120Raecelce9QPRRRRRAGTA14d410000b18febTce105
PEEREPRITRAB597300000eC400000ec401952boe1beRERBT73049444154785eed5deb72a33a1094df712c8e13ece3pac759d8e38vate3d7a30fa8e263308a
93ad99ae522506T46dcd68865d772e4T480958e23T1753c01042326388T98¢c2124338690cT18423e630879802124338690cT184232631c267T680a75b95¢
8e975be75adadf46d1ecaecesb74375fefas3a35a8a6b828d3esdeasgc25c5b8ebo37f565da2a81adacesodeddsclfasosfeedf8c66b69c93e86651c265F57
bda27fees82a7dadf144a9das857bctbeb4aed7894edfc99a0d8b636dadda2e56bba11t578b116875bdbae7d4972a4b22a050f15ec2b5a256aab6fsfaeadsyf
a7e@deadaf3132ef8daee3399b92acd3baa95dcob83132batdae3sfseede69f1772021212desdadaaabe79d27d15416b55b5ba99cef33ds8bgelalle2pan
fcfaded2cf62c@186bd58f9ba3c7a75a1599364@3612bb1b5c2be8d92422c459cbdt81c7635a22e3bl1fasab23cdccbs541dfe7dab8c198e97385051e6853
9c471ef261c5e67cedbae5b37509a72c3f3e

& 484 Data (sfcomm resp darsl <52 FH.
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flag{FSfeQefjg}

AR —RERINREZ B HIRE T HE RS 6, ZBRAE RS EH B OV E, SEONREERSEE T
5000/ # FECR AR, AT R B, BRAE RN B FE L 50000 & BB REIFEE. HZBREFEFES, MEBHRTH
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modbus.data>1338



=qaaf

.@0@ 0110 = Function C

Ho. Time Source Destination Protocel Length Info
1198 0.000 192.168.3.130 192.168.3.164 Modbus... 66 Query: Trans: 29952; Unit: 1, Func: 6: Write Single
1199 8.00000! 192.168.3.164 192.168.3.130@ Modbus... 66 Response: Trans: 29952; Unit: 1, Func: 6: Write Single

> Frame 1199: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

> Ethernet II, Src: VMware 6d:al:06 (0©:0c:29:6d:al:@6), Dst: VMware cb:84:ae (@@:0c:29:cb:84:ae)

> Internet Protocol Version 4, Src: 192.168.3.164, Dst: 192.168.3.130

> Transmission Control Protocol, Src Port: 562, Dst Port: 12414, Seq: 2042, Ack: 1333, Len: 12

> Modbus/TCP

v Modbus

Referenc
Data: 22bs
0000 @@ @c 29 ch 84 ad @@ @c 29 6d al ©6 @3 @@ 45 @@ - -)----- Jm----E-
0010 @@ 34 28 ef 40 00 80 @6 49 Se c@ a8 ©3 a4 co as 4(@ IAe oo
o020 @3 82 @1 f6 308 7e b 7d be 27 92 @7 69 6b 50 18 - --@~-} ' --ikP-
o0 fb 77 fe 00 00 75 @0 ©0 0P GO @6 ©1 06 00 @0 o R T
22 bg

Pt LASE — &84 fflag 4922b8 .

N BN T, £ TEESread /LM, HKEI—A450008 R+ #1194, 15 € REAE I FE

CSDN @@L

CSDN @@Dermo

M realoldhacker.pcap - X
SHE) REE MRV BRGQ B0 SR fHHe BEY W TRO wFEH)
Am @ RE Qe=E38 = aqaf
WARTITESE ~ Cirl-/> -]+
Ho. Tine Source Destination Protocol Length Info A
1284 0.000000 2a:6c:07:@9:ad:cC Broadcast ARP 60 Who has 192.168.3.47? Tell 192.168.3.33
1285 0.000000 i@9:ad:cc Broadcast ARP 60 Who has 192.168.3.48? Tell 192.168.3.33
1286 0.000000 tadicc Broadcast ARP 60 Who has 192.168.3.49? Tell 192.168.3.33
1287 0.000000 tadicc Broadcast ARP 60 Who has 192.168.3.50? Tell 192.168.3.33
1288 0.000000 192.168.3.164 192.168.3.255 NBNS 92 Name query NB 1<@e>
1289 0.000000 192.168.3.130 192.168.3.164 Modbus... 66 Query: Trans: 31744; Unit: 1, Func: 3: Read Holding Registers
1290 ©.000000 192.168.3.164 192.168.3.13@ 'Mndhus...' 73 Response: Trans: 31744; Unit: 1, Func: 3: Read Holding Registers
1291 ©.000000 VMware_cb:84:a0 Broadcast ARP 42 Who has 192.168.3.120? Tell 192.168.3.130@
1292 0.000000 fese::cl5:c5e9:e6a2.. ffo2:1:1:3 LLMNR 82 Standard query 0x7dbl A 66
1293 9.000000 192.168.3.164 224.9.9.252 LLMNR 62 Standard query ex7dbl A 66
1294 0.000000 fege::c15:c5e9:e6a2.. ffe2::1:3 LLMNR 82 standard query ox7dbl A 66
1295 9.000000 192.168.3.164 224.9.9.252 LLMNR 62 Standard query ex7dbl A 66 —
1296 9.000000 192.168.3.130 192.168.3.164 TCP 54 12414 » 502 [ACK] Seq=1417 Ack=2187 Win=391 Len=@ v

> Transmission Control Protocol, Src Port: 582, Dst Port: 12414, Seq: 2168, Ack: 1417, Len: 19
> Modbus/TCP
v Modbus

.000 9011 = Function Code: Read Holding Registers (3)

Request Frame: 1289

[Time from request: ©.8008008@0 seconds]
Byte Count: 18 /

Register @ (UINT16): 4500
Register 1 (UINT16): 151
Register 2 (UINT16): 101
Register 3 (UINT16): 219
Register 4 (UINT16): 232

00 0c 29 cb 84 a@ 00 Oc 29 6d al 06 08 00 45 00
o0 3b 28 f9 40 00 80 06 49 4d cO a8 03 a4 O a8
©3 82 @1 f6 3@ 7e b9 7d be a5 02 @7 69 bf 50 18
01 00 35 cO 00 00 7c PO 00 00 00 Od 01 03 @a
@ o0 97 o0 65 00 db @@ es

O 7 Text item (text), 2 bytels) || $48: 1410 - EET: 1410 (100,08

[SSIAF T IR




1194}

baby-usb

usbi BERBIFHIEE, KAR/NFHH, WELARAKE.

M key.pcapng - x
ZHE) HEE WEN BEQ MmO SR SiTe) BEY FEWw) TED BEE)
Am 2@ RE Q &= P8 = e
(N EZAE T T ER - Cul-/> ]+
No. Tine Source Destination Protocol Length Info 1~
22 0.000000 2.1.0 host usB 228 GET DESCRIPTOR Response CONFIGURATION
23 0.000000 host 2.1.0 usB 36 SET CONFIGURATION Request
24 0.000000 2.1.0 host usB 28 SET CONFIGURATION Response
25 3.703708 2.5.1 host usB 35 URB_INTERRUPT in
26 3.703745 host 2.5.1 usB 27 URB_INTERRUPT in
27 3.811347 2.5.1 host usB 35 URB_INTERRUPT in
28 3.811399 host / 2.5.1 usB 27 URB_INTERRUPT in
29 6.712362 2.5.1 host usB 35 URB_INTERRUPT in
30 6.712396 host 2.5.1 usB 27 URB_INTERRUPT in
31 6.794457 2.5.1 host usB 35 URB_INTERRUPT in
32 6.794493 host 2.5.1 usB 27 URB_INTERRUPT in
33 8.930377 2.5.1 host usB 35 URB_INTERRUPT in
34 8.930414 host ¥ | 2.5.1 usB 27 URB_INTERRUPT in v
Frame 25: 35 bytes on wire (2¥ bits), 35 bytes captured (280 bits) on interface wireshark extcap1208, id @
USB URB
Leftover Capture Data: ©060060000000000
1b @@ 6@ 74 3b 21 eof 8f ff ff 60 00 60 00 09 00 Tt
0016 01 02 00 05 00 81 01 08 00 00 00 [l RToRl Rz7 n
syl co d
© 7 Padding added by the USE capture systen (ush.capdata), 8 byts(s) SHA: 1448 - ERT: 1448 (100. 0K)

MR R ER AR —T .
A B ZREE SR, Frelsetsharki2 T —TF

rk -r key.pcapng fields -e usb.capdata > fileaaa.txt

WIEBET THARREL T

shiftKeys




[]
(
for line in keys:
line .join(line[i:i+2] for i in (0, (line)-1,2)).strip(
try:
if line[9] or (line[1] and line[1] ) or line[3] or line[4] or line[9] or 1i
ne[10] or line[12] or line[13] or line[15] or line[16] or line[18] or line[19]
or line[21] or line[22] or line[6:8]
continue
if 1line[6:8] in normalKeys.keys():
output [[normalKeys[line[6:8]]],[shiftKeys[line[6:8]]]][1line[1]
else:
output
except:
pass

(output)):

a=output.index(
del output[a]
del output[a-1]

except:

(output)):

if output[i]
flag+=1
output.pop(i)
if flag==2:
flag=0
if flag!=0:
output[i]=output[i].upper()

except:

.join(output))

output :congratulationsonfindingmebutiwillnottellyouwherethepasswordofworddocumentisgoandfinditagain

BIXHSERMBA 2B T, ZRTEMEN, FEERKIATAET .
i P ot 2 7 T 16 1 B A




for line in keys:
try:
if line[9] or (line[1] and line[1] ) or line[3] or line[4] or line[9] or 1i
ne[10] or line[12] or line[13] or line[15] or line[16] or line[18] or line[19]
or line[21] or line[22] or line[6:8]
continue
if line[6:8] in normalKeys.keys():
output [[normalKeys[line[6:8]]],[shiftKeys[line[6:8]]]][1line[1]
else:
output

except:

.join(output))
( (output)):

a=output.index(
del output[a]
del output[a-1]

except:

(output)):

if output[i]
flag+=1
output.pop(i)
if flag==2:




if flag!=0:
output[i]=output[i].upper()
except:
pass

print ( .join(output))

ct<DEL>onh<DEL>gratue<DEL>1latioke<DEL><DEL>nsonfiny<DEL>dingmebutiwii<DEL>11ns<DEL>ottellyouwheretqa<DEL><DEL>he|
pz<DEL>asswordws<DEL><DEL>0x<DEL>fwe<DEL>0d<DEL>rddoc<DEL>cumentisgoarfv<DEL><DEL><DEL>ndfinditagain
output :congratulationsonfindingmebutiwillnottellyouwherethepasswordofworddocumentisgoandfinditagain

A R :

flag{685b42b0-da3d-47f4-a76c-0f3d07ea%62a}
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