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#l/usesbinSeny python

+ coding=utf-8

1
2
3
4 from os import urandom
5
6 Edaf process{m, k)@

8

thp =R "k

ras = 0
] for i im bBin{tmp) [2:]:
10 IEs m res <X

if (dmt{i)):
12 res m Fes A pmp
13 4if {res >» 25§):
14 Tes = fas ~ F
15 raturn res
16
17 Edaf keygen(seed) :
18 key = str2numiucandom{32))
19 02 while True:
20 yiald ey
21 key & process(key, ses=d)
22
23 pdaf serlinun{s):
24 return int{s.encode("hex'), 16}
25
25 P = 0x100000000000000000000000000000000000000000000000000000000000004251,
27

28 true secret = opan(’'flag.txt').rcead({} [:32]
29 asgert len(trus_secret) == 13

an print 'Clagi%s}’ ¥ TEUE_secret

31 fake_secretl = "I_am_not_a_secret
32 fake secret2 & "fesddeadbe

a5 generator m keygen(secret)

36 ctxtl = hex{strinum(true_secrat) * gemerator.next{)) [2:=1]
a7 ctxtl = hex{sirnum(fake_secretl) * generator.mext())[2:=1]
ag ctxtd = hax{strinum(fake secretl) * generator.naxt{))[2:-1]
ag £ = opan(‘ciphectext®, "w')

40 fowrite (ctxtl
11 [.weite (cLEL2 n
42 r.write(ctxtds i’
43 f.close )y
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Oxaf3fcc28377e7e983355096fd41635856df82bbab61d2c50892d9ee5d913a07f
0x630eb4dce274d29a1618694012135253477665949170ed9e8c9e828794b5543¢
0xe913db07cbed4f433c7cdeaac549757d23651ebdccf69d7fbdfd5dc2829334d1b

c2 N str2num(fake_secretl)

k3 c3 N str2num(fake_secret2)

kt k3
for i in xrange(255):

kt process(kt, 0)

kt ~ k2
, seed

assert process(k2, seed) k3

kt k2
for i in xrange(255):

kt process(kt, 9)

k1 kt ~ seed
print , seed
assert process(kl, seed) k2

m ki ~ c1
print “hex(m)[2:-1].decode(

from Crypto.Util.number import bytes_to_long,long_to_bytes

K.<x>=GF (2L**256,modulus=x"256+x"10+Xx"5+x"2+1)

def polify(N):
bN=1ist(bin(N)[2:])
bN.reverse()
K(bN)

unpolify(Poly):
bN=Poly.polynomial().list()
bN.reverse()
long('"'.join([str(it) for it in bN]),2)

solve():
cipl=polify(@xaf3fcc28377e7e983355096fd4f635856df82bbab61d2c50892d9ee5d913a07f)
cip2=polify(0x630eb4dce274d29a16f86940f2135253477665949170ed9e8c9e828794b5543¢)
cip3=polify(0xe913db07cbedf433c7cdeaac549757d23651ebdccf69d7fbdfd5dc2829334d1b)
msg2=polify(bytes to_long( D)
msg3=polify(bytes to_ long( ))
secret=cip2+msg2+(cip3+msg3).sqrt()
keyl=(cip2+msg2).sqrt()+secret
msgl=cipl+keyl

long to_bytes(unpolify(msgl))

+solve()+
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from os import urandom

def process(m, k):
tmp m ~ k
res 0
for i in bin(tmp)[2:]:
res res alg
if (int(i)):
res res ~ tmp
if (res 256):
res res ~ P

IRES

keygen(seed):
key str2num(urandom(32))
while True:

yield key

key process(key, seed)

def str2num(s):
int(s.encode( ), 16)

Oxaf3fcc28377e7e983355096fd41f635856df82bbab61d2c50892d9ee5d913a07F
0x630eb4ddce274d29a16186940f2135253477665949170ed9e8c9e828794b5543¢
0xe913db07cbedf433c7cdeaac549757d23651ebdccf69d7fbdfd5dc2829334d1b

fake_secretl
fake_secret2

<2 src2 ~ str2num(fake_secretl)
<3 src3 ~ str2num(fake_secret2)

kt k3
for i in range(255):
kt process(kt, 9)

kt ~ k2
, seed
assert process(k2, seed)

kt k2

for i in range(255):
kt process(kt, 9)

assert process(kl, seed)

m ki »~ srcil
print hex(m)[2:-1].decode(
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