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Connection Settings

Configure Proxy Access tothe Internet
No proxy
Auto-detect proxy settings for this network

Use system proxy settings

® Manual proxy configuration

HTTP Proxy 127.0.0.1
Use this proxy server for all protocols
SSL Proxy
ETP Proxy
SOCKS Host
SOCKSv4 @ SOCKSv5

Mo Proxy for
localhost, 127.0.0.1

Example: .mozilla.org, .net.nz, 192.168.1.0/24

Automatic proxy configuration URL
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GET fcookie.php HTTP/1.1

Host: 111.198.29.45:47696

User-Agent: Mozilla/s5.0 {X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.08
Accept: text/html,applications/xhtml+xml, application/xml:g=0.9,%/#%;0=0.8
Accept-Language: en-US,en:qg=0.5

Accept-Encoding: gzip, deflate

Cookie: look-here=cookie.php

Connection: close

Upgrade-Insecure-Reguests: 1
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Burp Intruder Repeater window Help
Target | Pro Spider | Scanner | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | Useroptions | Alerts
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Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
GET /cookie.php HTTP/1.1 A HTTP/1.1 2808 0K &
Host: 111.198.29.45:47696 r Date: Thu, 27 Feb 2020 11:51:19 GMT r
User-Agent: Mozilla/5.8 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0 Server: Apache/2.4.7 (Ubuntu)
Accept: text/html,application/xhtml+xml, application/xml:q=0.9,*/%;g=0.8 X-Powered-By: PHP/5.5.9-1ubuntud. 26 /
Accept-Language: en-US,en;g=0.5 flag: cyberpeace{eT4545b44fdactBidafed20dcc3edlle}
Accept-Encoding: gzip, deflate Vary: Accept-Encoding
Cookie: look-here=cookie.php Content-Length: 411
Connection: close Connection: close
Upgrade-Insecure-Requests: 1 Content-Type: text/hitml
<html>
<head>
<meta charset="UTF-8"=
<title=Cookie</title>
<link href="http://1libs.baidu.com/bootstrap/3.0.3/css/bootstrap.min.css"
rel="stylesheet" />
=style=
body{
margin-left:auto;
margin-right:auto;
margin-TOP:200PX;
width:208em;
}
=fstyle>
</head=
<body>
<h3=See the http response</h3=
</body=
</html=
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