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前言前言

继续ctf的旅程
攻防世界Reverse高手进阶区的3分题
本篇是babymips的writeup

发现攻防世界的题目分数是动态的

就仅以做题时的分数为准了

解题过程解题过程

PE查壳

扔进ida无法反编译

查了查

因为用的是mips架构
需要插件

https://fishpond.blog.csdn.net
https://blog.csdn.net/weixin_44604541/category_9965853.html
https://so.csdn.net/so/search/s.do?q=ctf&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=reverse&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%2594%25BB%25E9%2598%25B2%25E4%25B8%2596%25E7%2595%258C&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_44604541/article/details/112907491
https://blog.csdn.net/weixin_44604541/category_9965853.html


然后用ghidra可以反编译



逻辑清晰

直接逆向



    flag = "qctf{"
    keys = [0x52, 0xFD, 0x16, 0xA4, 0x89, 0xBD, 0x92, 0x80, 0x13, 0x41, 0x54, 0xA0, 0x8D, 0x45, 0x18, 0x81,  0xD
E, 0xFC, 0x95, 0xF0, 0x16, 0x79, 0x1A, 0x15, 0x5B, 0x75, 0x1F]
    print len(keys)
    for i in xrange(5,0x20):
     for c in xrange(0,0x100):
      fst = (c ^ ((0x20-i)))
      if (i % 2) == 0:
       res = ((fst << 2) % 0x100) | (fst >> 6)
      else:
       res = (fst >> 2) | ((fst << 6) % 0x100)
      if (res == keys[i-5]):
       flag += chr(c)
    print flag

得到flag

结语结语

反编译
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