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int __cdecl _ noreturn main(int argc, const char **argv, const char **envp)

{
__pid_t v3; // eax

civza + uA- // rav
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Sace_u v, s/ 0 un
ssize_t v5; // rbx

bool v6; // al

char **argva; // [rsp+0h] [rbp-1Doh

bool bCheckPtrace; // [rsp+13h] [rbp-1BDh
ssize_t numRead; // [rsp+18h] [rbp-1B8h
ssize_t numReada; // [rsp+18h] [rbp-1B8h

char bufWrite[200]; // [rsp+20h] [rbp-1Boh
char bufParentRead[200]; // [rsp+F@h] [rbp-E6h
unsigned _ int64 v13; // [rsp+1B8h] [rbp-18h

argva = (char **)argv

vl3 = _ readfsqword(@x28u

bCheckPtrace = detectDebugging

if ( pipe(pParentWrite) == -1
exit(1

if ( pipe(pParentRead) == -1
exit(1

v3 = fork

if (v3 1= -1

if ( v3

close(pParentWrite[0
close(pParentRead|1
while 1

printf("Input key : ", argva
memset (bufWrite, 0, OxC8ulLL
gets(bufWrite, OLL
v4 = strlen(bufWrite
v5 = write(pParentWrite[1], bufWrite, v4
if ( v5 != strlen(bufWrite
printf("parent - partial/failed write", bufWrite
do

memset (bufParentRead, 0, OxC8ulLL

numReada = read(pParentRead|© bufParentRead, OxC8ulLL

v6 = bCheckPtrace || checkDebuggerProcessRunning

if ( vée
puts(“Wrong !!!\n"

else if IcheckStringIsNumber (bufParentRead
puts("Wrong !!!\n"

else

if atoi(bufParentRead

puts(“True"

if close(pParentWrite[1 -1

exit(1
exit(o

puts("Wrong !!!\n"

while numReada == -1



close(pParentWrite[1
close(pParentRead| 0
while ( 1

memset (bufParentRead, 9, OxC8ulLL

numRead = read(pParentWrite[0], bufParentRead, OxC8ulLL
if ( numRead == -1

break
if ( numRead

if ( childCheckDebugResult

responseFalse
else if bufParentRead[0] == 123
if strlen(bufParentRead) == 42

if Istrncmp (&bufParentRead| 1 "53fc275d81", OxAuLL
if ( bufParentRead|strlen(bufParentRead) - 1] == 125
if Istrncmp (&bufParentRead| 31 "4938aedefd", OxAuLL
if IconfuseKey (bufParentRead, 42

responseFalse

else if Istrncmp (bufParentRead, "{daf29f59034938aed4efd53fc275d81053ed5be8c}"

responseTrue

else

responseFalse

else

responseFalse

else

responseFalse

else

responseFalse

else

responseFalse
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responseFalse();

}

)
exit(1);
)
exit(1);
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boel _ cdecl confuseKey{char *szKey, int iKeyLength)

i
char szPartl[15]; // [rsp+leh] [rbp-58h]
char szPart2[15]; // [rsp+28h] [rbp-48h]
char szPart3[15]; // [rsp+3eh] [rbp-38h]
char szPart4[15]; // [rsp+48h] [rbp-28h]
unsigned _ int64 v7; // [rsp+58h] [rbp-8h]
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9| w7 = _ readfsqword(@x28u);
18| *(_QWORD *)szPartl = @LL;
11| *{ _DWORD *)&szParti[8] = @;
12| *(_WORD *)&szParti[12] = @;
13| szPartl[14] = @;

14| *(_QWORD *)szPart2 = @LL;
15| *{ DWORD *)&szPart2[8] = @;
16| *(_WORD *)&szPart2[12] = @;
17| szPart2[14] = @;

18| *(_QWORD *)szPart3 = @LL;
19| *{ DWORD *)&szPart3[8] = @;
26| *(_WORD *)&szPart3[12] = @;
21| szPart3[14] = @;

22| *(_QWORD *)szPartd = @LL;
23| *(_DWORD *)&szPart4[8] = @;
24| *{ WORD *)&szPart4[12] = @;
25 szPart4[14] = @;

26 if ( iKeyLength != 42 )

return @;
28| if ( !szKey )
29 return @;
3e| if ( strlen(szkey) != 42 )
31 return @;
32 if ( *szKey != 123 )
33 return @;

34| strncpy(szPartl, szkey + 1, @xAull);
35 strncpy(szPart2, szkey + 11, 8xAull);
36| strncpy(szPart3, szkey + 21, 8xAull);
37| strncpy(szPart4, szkey + 31, 8xAull);
38| memset(szkey, @, iKeylLength);

39 *szkey = 123;

48| strcat(szkey, szPart3);
41 strecat(szkey, szPartd);
42 strcat(szkey, szPartl);
43 strecat(szkey, szPart2);

44 szKey[41] = 125;
45 return 1;
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