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#!/usr/bin/env python
# visit http://tool.lu/pyc/ for more information
import base64

def encode(message
g = '
for i in message
x = ord(i) ~ 32
X = X + 16

s += chr(x

return base64.b64encode(s

correct = 'XINkVmtUI1MgXWBZXCFeKY+AaXNt'
flag = "'
print 'Input flag:'
flag = raw_input
if encode(flag) == correct
print 'correct’
else

print 'wrong'

SUESRETH PN
import base64

correct="XINkVmtUI1MgXWBZXCFeKY+AaXNt"
str=base64.b64decode(correct
flag=""
for i in str
i-=16
ir=32
flag+=chr(i
print(flag

import baseed

str=base6d.bsddecode(correct)
flag=""
for 1 in str

1

2

3 correct='XINkVmtUT1MgXWBZXCFekY+AaXNt '
a

3

i--16

8 in=32

9 Flagr=chr(i)
18 print(flag)
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Image is 32bit executable

[Microsoft Visual C++v.12 - 2013 (E8 )
TR - IR - REEE

3241 Visual c++4m %, #H N>

Pt DA
BENG

int _ cdecl main(int argc, const char **argv, const char **envp)

i
int v3; // eax
__int128 v5; // [esp+Bh] [ebp-44h]
__inte4 ve; // [esp+l@éh] [ebp-34h]
int v7; // [esp+18h] [ebp-2Ch]
__intle6 v8; // [esp+lCh] [ebp-28h]
char v3; // [esp+2@8h] [ebp-24h]

_mm_storeu_sil28((_ ml128i *)&S, mm_loadu_sil28((const _ ml1251 *)&xmmword_ 413E34));
v7 = 8;
vE = gword 413E44; |
vE = 8;
printf(&byte 413E4C);
printf(&byte 413E6@);
printf(&byte 413E8@);
scanf("%s", &v9);
v3 = stremp((const char *)&v5, &v3);
if ( w3 )
vi = -(v3i < @) | 1;
if ( w3 )
printf(aFlag);
else
printf({{const char *)&unk_413E9@);
system("pause”);
return @;

V3 E N flag 1 W IE #
V32 V5 FIVOR EL B
VORRHIA
Mflagrh2vs T

PRERIRZ

.rdata:@e413E33 align 4

Lrdata:@e413E34 wmmword_413E34 smmword "@tem@cleW{FTCTUD"

.rdata:@e413E34 ; DATA XREF: _maint+leftr
.rdata:@e413E44 gword_413E44 dq "}FTCTUD' ; DATA XREF: _maint+271r
.rdata:@e413e4C ; char byte_413E4C

.rdata:@e413E4C byte 413EAC db @eBh ; DATA XREF: _maint+lAto

8 %|flag: DUTCTF{Welc@met
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"If m of the Nth lamp is 1,it's on ,if not it's off\n"
"At first all the lights were closed\n™);
sub_4SA7BE("Mow you can input n to change its statel\n™);
sub_45A7BE(
"But you should pay attention to one thing,if you change the state of the Nth lamp,the state of (N-1)th and (N+1)th w"
"ill be changed too\n™);
sub_45A7BE("When all lamps are on,flag will appearin™);
sub_45A7BE("Now,input n \n");
while ( 1 )
1
while ( 1 )
1
sub 4BA7BE("input n,n(1-8)Wn"};
sub_459418();
sub_45A7BE("n=");
sub_4598D4("%d", &v1);
sub_45A7BE("\n");
if (vl »=8 &% v1 <=8 )
break;
sub_45A7BE("sorry,n error,try againin™);

if (vl )
sub_4576D6(v1 - 1);
b
else
for ( L =8; 1 <8; ++1 )
if ( (unsigned int)}i =9 )

j report_rangecheckfailure();
byte 532E28[1] = @;

et

1

j_ system("CLS");
sub_458854();

if ( byte 532E28[@] ==
byte 532E28[1] ==
byte 532E28[2] ==
byte 532E28[3] ==
byte 532E28[4] ==
byte 532E28[5] ==
byte 532E28[6] ==
byte 532E28[7] ==

=
=h

ERERRREE~

sub_4574B4();

o LRAWRMANZTRZ1-8
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187;
71;
92;
29;
81;
187;
S9a;
85;
B4;
12;
43;
76;
86;
13;
114;
1;
117;
126;
a;
i=8@; 1 <56; ++1)
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v2 4 1) m= F(RUSD + 1);
v2 4+ 1) "= @x13u;
}

return sub_45A7BE("%s\n"};

(1 32
a[i] =b[i]
a[i]
e=c+chr(a[i])
i=1

int (c)

hitps://blog.csdn.netfweixin_44604541

)

— U B

HXHAR3-7 Hjnzik Njz
.text:0021F5F5 mov eax, 1
.text:0021F5FA shl eax, 1
.text:8821F5FC movzx  ecx, byte_ 2F2E2B[eax]
.text:00821F603 cmp ecx, 1
.text:0821F606 jnz short loc_21F671
.text:0021F608 mov eax, 1
.text:0021F68D imul ecx, eax, 3
.text:0021F6108 movzx  edx, byte_2F2E2B[ecx]
.text:0821F617 cmp edx, 1
.text:0821F61A jz short loc_21F671
.text:08021F61C mov eax, 1
.text:0021F621 shl eax, 2
.text:0821F624 movzx  ecx, byte 2F2E2B[eax]
.text:0821F62B cmp ecx, 1
.text:0821F62E jz short loc_21F671
.text:8021F630 mov eax, 1
.text:8021F635 imul ecx, eax, 5
.text:0021F638 movzx edx, byte 2F2E28[ecx]
.text:8021F63F cmp edx, 1
.text:0821F642 jz snort loc_21F671

FERVIEREEZN
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5. Hello, CTF

flag 1 Wi

VtPE
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Pt IDA

O e T e e

if ( byte_2F2E28[0]
8& byte 2F2E28[1]
8& byte_2F2E28[2]
8&& byte 2F2E28[3]
8&& byte_2F2E28[4]
8&& byte_2F2E28[5]
8&& byte_2F2E28[6]
8& byte_2F2E28[7]

S

input vour serial:f

input vour serial:

¥ Exeinfo PE - ver.0.0.4.1 by AS.L - 902+35 sign 2015.12.01 - X
it |1BaElcb53650488f89c9Feee59868e35 exe J &:—f" =
BEAD: o057 foo] |« ADEB e | By 0 il
y cHHmE: [ooooiszc | )\D‘%-r: sseecceard| @ i
« EEEES s | TR 3, Win Console PE : -
A < | n pithndide: S}
Image is 32bit executable RES/OVL:0 /0% 32018 # ._* plifun
|M|crosoft Visual C++ ver 5.0/6.0 | s : ;

THEEE - BEHET - HRER
|Not|:|ad<ed try CllyDbg w2 - www, ollydl:c de o T4 u‘iuww hexeray | t.h

T i

ZQ;;#EHR'

==




1lint _ cdecl main(int argc, censt char **argv, const char **enwvp)
2l¢

3| signed int w3; // ebx

4| char wad; f/ al

5| int result; // eax

6| int we; /S [esp+bh] [ebp-7@h]

7| int v7; [/ [esptBh] [ebp-7@h]

8| char vB; ff [esp+12h] [ebp-5Eh]

9| char va[28]; // [esp+l4h] [ebp-5Ch]
18| char vl@; [/ [esp+28h] [ebp-48h]
11| _ intl6 v1l; // [esp+48h] [ebp-28h]
12| char v12; // [esp+4sh] [ebp-26h]
13| char v13; // [esp+4aCh] [ebp-24h]
14

15| strcpy(&v1l3, "437261636b4d654a757374466T7246756e™);
16| while ( 1 )

17

18 memset(&v16, @, @x28u);

19 Vil = 8;

28 viz = 8;

21 sub_48134B(aPleaseInputYou, vE);
22 scanf(as, vd);

23 if ( strlen(v9) > @x11 )

24 break;

25 V3 = 8;

26 do

27 {

28 vad = v3[v3];

29 if ( lva )

38 break;

31 sprintf(&va, asc_4@88844, vi);
32 strcat(&vie, &va);

33 +03;

34

35 while ( v3 < 17 );
36 if ( !stromp(&v18, &v13) )

37 sub_4@8134B(aSuccess, v7);
38 else

39 sub_48134B(aWrong, v7);

4@

41| sub_48134B(aWrong, v7);

42| result = stru_488898. cnt-- - 1;

43| if ( stru_488898. _cnt < @ )

-z return _filbuf(&stru_4@809a);

45| ++stru_408098. ptr; |
48| return result;

47}

bk
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CrackMeJustForFun
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437261636b4d654aTETIT4466E 7246706
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Hi

#inc
#inc

int

BT

lude
#include <

main( argc,
if (argc != 4) {

printf{
exit(3);

if (stromp(“h4
print
exit(4);

printf(“B

7 + (second % 17)

printf

printf(
return @;

argv[1l] = @xcafe

argv[2] % 5 != 3 && argv[2] % 17 == 8

argv[3] "h4ckyeou"

lude <stdio.h>
lude <string.h>

main(int argc, char* argv

int first = Oxcafe

int second = 25

argv[3] = "h4ckyou"

unsigned int hash = first * 31337 + (second % 17
printf("Get your key: "
printf("%x\n", hash
system("PAUSE"

return 0

5 Zlflag

I
L

* 11 + strlen(argv[3

Get your key: cOffee

* 11 + strlen{argv[3]) - 161

og.csdn.ne

- 1615810207



7. simple-unpack

TR HCMF

& 7 3 A

Pi#Ewinhex
HiER Fflag

T 301 it

PEZEF

B upxse

upx -d it

PiHEIDA

5 %flag
8. logmein

FiEwinhex

ELF .44

Q0323088
00323104
Q0323120
00323136
Q0323152

Iz

k-

66 2

TB
ac
7=

[55]

S
69
TD

DR
Ta
76
51

EExeinfo FE — wer.

Og
E4
aE
72
QD

03

T6 |

31
=IF)

1=}

63

le
01
=E)
30
4n

FF
6E
6D

OF ¢

0.0.5.6 by A.S. L —

E4
FF
T4
34
cl

E4
FF
=E)
6E

E4
66
6l
86
co

36
ac
=E)
DF

FO ¢

1044478 =ign

1
a7
33
DB
Fe

vt © LEEEEEFV
£108&vt §§yvElag
{Upx_1s nOt_a d3
liv3r cOmp4nts0
viC € J €i¥hsfo

2019.04. 10 M=l E3

File ||simp|82
Entry Paint ¢ [0044r05a [oo _<| EP Section : [zern sections

File Offset : [
Linker Info |?

File Size

foooseizon 2| 8| oOverlay:

Diagniose:

First Bytes : |.'-"F.45.4C.46.EIZ
SubSystem | |_:-
[z

|NOT ‘Win EXE - .0 - ELF executable [ 64hit obj. Exe file - CPU : AMD x&t
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Diagnose:

641
Pyt IDA
FRH NS
1jwoid _ fastcall _ noreturn main(__inte4 al, char **a2, char **a3)
el
3| size t w3; //f rsi
4| int i3 /f [rsp+3Ch] [rbp-54h]
5| char s[38]; // [rsp+48h] [rbp-58h]
6] int wve; // [rsp+64h] [rbp-2Ch]
7| __inte4 v7; // [rsp+68h] [rbp-28h]
& char w8[8]; // [rsp+78h] [rhp-2@h]
9| int v3; f/ [rsp+8Ch] [rbp-4h]
1a
® 11| v9 = @;
® 12| strepy(va, "iNAL_RTAL*.?46/46");
@ 13| w7 = 28537194573619568LL;
® 14| ve = T7;
® 15| printf("Welcome to the RC3 secure password guesser.\n", a2, a3);
® 16| printf("To continue, you must enter the correct password.\n");
® 17| printf("Enter your guess: ");
@ 18| __isoc99_scanf("%32s", =);
@ 19| w3 = strlen(s);
@ 28| if ( v3 < strlen(vd) )
® 21 sub_4Ba7Ca(va);
@221 for (1 =8; i< strlen(s); ++1 )
23| {
24 if ( i »= strlen(vE) )
® 25 ((void (*)(wveid))sub_4887C@)();
® 26 if ( s[i] != (char)(*((_BYTE *)&/7 + i % v6) ~ vB[1i]) )
® 27 ((void (*)(wveid))sub_4887C@)();
28|} I
@ 29| sub_4e87Fe();
® 3af}
Za

o VIIRME, FRAR v7 = 'ebmarah’; , FEEENRE, x86RFIKICPUASR LA/ 7 7 EIE I, BIRAL 755Nt
LA R, BT ARS8 7R 8 M RS SR v7=" harambe ' ;

o VBIK{E v8 = ':\"AL_RTAL*.?+6/46"
o \VBN7
o HINHIflaghiiZ /2 v7[i%ve]~v8[i]

TREMA



v7 = 'harambe'
v8 = ':\"AL_RTAL*.?+6/46'
flag = "'

for i in range(len(v8)):
c = ord(v7[i % 7]) ~ ord(v8[i])
flag += chr(c)

print(flag)

B %flag

7= ’haxambe’ RC3-2016-XORISGUD
wa = \ AL RT L*, 7+6 /46

flag =

f

-

or 1 in range(len(+B)):
c = ord{v7[1 % 71) 7 ordi(+E[1])
flag += chric)

1
2
8
4
3
£
T printiflag)

9. no-strings-attached

T FR-ALFHRIM
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Q0000048 | 1E 00 1B 00 O€ OO0 00 00 34 00 00 00 34 80 04 0B 4 4€
QQoO000e4 | 34 80 04 08 20 01 00 00O 20 01 QO QO OS5 Q0 OO0 QO | 4€
Qoooo080 |04 00 00 OO O3 OO 00 00 54 01 00 00 54 81 04 08 T T
Lalatatatatal el caA = naAa k=] 12 Aan an an T A0 an Aan oA La ot Tl b
RAELF3C#
PE#E
M Exsinfo PE - ver.0.04.1 by AS.L- 902+35 sign 20151201  — *
i T T S D TR b i
| =zt | 554e0986d6dh4c19hS6cfdh22f13ca34
#REA0: [pan4ass0
y SR
Al E—
Wit [oooniEodn n | B
Diagnose:
[NOT Win EXE - .o - ELF executable [ 32hit obj. Exe file - cPU: Lntemul' : )
SRS - HIET - FRER DR Gt
| -z Compiler : GCC: (Ubuntu/linaro 4.6.3-iubunti3) 45,5 Fat A phe | i el
P M S y T TR
324
P IDA
1|int _ cdecl main(int argc, const char **argv, const char **envp)
21
3| setlocale(6, &locale);
4| banner();
5| prompt_authentication();
6| authenticate();
7| return 8;
B}

FTERBEI authenticate()



o T decrypt BEUINFESR s2
o RIEFMMAT AT N ws 45T E
o HyNIEWE, %t 8048B44 Ahi{E IR WX/ MERNFRFH, BEI“Success! Welcome back!”

a] Ws25k =&flag
%& Fdecrypt

REMKEBRE T

1|woid authenticate()

el

3| wchar_t ws[8192]; // [esp+lCh] [ebp-888Ch]
41 wchar_t *s2; // [esp+881Ch] [ebp-Ch]

5

6| 52 = (wchar_t *)decrypt(&s, &dword_8S648A9@);
7| if ( fgetws(ws, @x2888, stdin) )

8

9 ws[weslen(ws) - 1] = @;

1@ if ( 'wescmp(ws, =2) )

11 wprintf(&unk B3048B44);

12 else

13 wprintf(&unk B848B24);

14 }

15[ free(s2);

16[}

wchar_t *_ cdecl decrypt(wchar_t *s, wchar_t *a2)
{
size t v2; // eax
signed int v4; // [esp+lCh] [ebp-1Ch]
signed int i; // [esp+28h] [ebp-18h]
signed int ve; // [esp+24h] [ebp-14h]
signed int v7; // [esp+28h] [ebp-1@h]
wchar_t *dest; // [esp+2Ch] [ebp-Ch]
vE = wecslen(s);
v7 = weslen(a2);
v2 = wecslen(s);
dest = (wchar_t *)malloc{v2 + 1);
wescpy(dest, s);
while ( w4 < w6 )
{
for (1 =8; 1 < v7 && v4 € vE; ++i )
dest[va4++] -= a2[i];
return dest;
b



s=10["':, "6, '7,
5, "\x80', 'z',
'q', 'x', 'c',

.-F.J .S.J 'g')

'b', 'e', 's',

.\.J .k.l 'q')

.X.J .j.) 'S')

'p', 'd', 'x',

.n.l .p.l .p'l

.d.l .p.) .d.)

.n.l .{.) .V.)

.X.J .j.) .S.)

{', "\x80"']

a2 = [1, 2, 3, 4, 5]

slength = len(s)

a2length = len(a2)

dest = s

i=090

j=20

while j < slength:

i=090

while i < a2length and j < slength:
dest[j] = chr(ord(dest[j]) - a2[i])
j+=1
i+=1

dest = .join(dest)

print(dest)

. 1 =
B T R
9 0n', ', o,

0

Ul

o e

4xB80° ]

14 a2 = [1, 2, 3, 4, 5]
15 slength = len(s)
16 aZlength = len(aZ)

17 dest = =

181i=0

19 3=0

20 while 7 < slength:

21 i=0

22 while 1 < aZlength and j < =length:

23 dezt[1] = chr(ordide=t[3]) — a2[i])
24 j+=1

25 i+=1

26 dest = 77, joinidest)

27 print(dest)

B 3Fflag

10. getit
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| szit: |=3dd9674429f4ce 1a25c08ea799fc027

TR

wHRE |
EEREER | :
Tl ]

Diagnose:

MeE8 - ﬁEEJJ?ET H=EE

BEAD: bomoso (ool < ADBB AL [

F .'|-_ A
| -> Compiler : GCC: (Ubuntu 5.4, 1-2ubur tu i~14.0<) 5 4.1 20160504
T e e

6441
Pyt IDA
1|int _ cdecl main(int argc, const char **argv, const char **envp)
2
3| char w3; // al
4 _ inte4 v5; // [rsp+Bh] [rbp-48h]
5| int i; // [rsp+gh] [rbp-3Ch]
6| FILE *stream; // [rsp+8h] [rbp-38h]
7| char filename[8]; // [rsp+l8h] [rbp-38h]
3| unsigned _ inte4 v9; // [rsp+28h] [rbp-18h]
9
@18 v9 = _ readfsqword(@x28u);
® 11| LODWORD(vS) = @;
® 12 while ( (signed int)vs < strlen(s) )
13
® 14 if (v &1)
® 15 Vi o= 13
16 else
® 17 v o= -1;
® 138 *(&t + (signed int)vs + 1@) = s[(signed int)vs] + v3;
® 19 LODWORD(v5) = v5 + 13
28
® 21| strcpy(filename, "/tmp/flag.txt™);
® 22 stream = fopen(filename, "w");
® 23 fprintf(stream, "%s\n", u, v5);
@ 24 for (i =8@; 1 < strlen(&t); ++1i )
25
® 26 fseek(stream, p[i], @);
e 27 fputc(* (&t + p[i]), stream);
® 28 fseek(stream, BLL, @);
® 29 fprintf(stream, "%s\n", u);
38
® 31| fclose(stream);
® 32 remove(filename);
® 33| return 8;
R HiflagHF B A RIS R
{Hflag 3L TEtMp
B AHfileXremove T
it AR A Bl flag ST A4
BB AR
{55 ] B 5 g R AR i flag PO 2B Bl 72
RI L

H I T EHE A BTN
BREXT



; DATA XREF: main+25to
; main+3Ftr

; DATA XREF: main+&5Tw
; main+C9to ...

db e R LSRR R B Lt Rt 2 Rt ot =]
¥

; DATA XREF: main+AS5to
; main+13Fto

;. DATS ¥XREF: main+Eltr
; main+ledtr

SharifCTF{b70c59275fcfa8aebf2d5911223c6589})

.data:@000000000601040 ; char s[]
¥ |.data:0eRE00REB0EB10L8 S db 'celbe8366edeb7bdce3chB828314b7498" ,0
.data: eeaa0000006010A8
.data:00000000006810A0
* |.data:poeeneeEREEE1ACL align 28h
.data: #3000000006010E0 public t
.data:eea00000006010E0 ; char t
* |.data:eeee00RERRRB1RER t db 53h
.data: eeaa0000006010E0
* |.data:ePee00REB05810EL aHarifctf
* |.data:peeeneeEREEE116C align 28h
.data:e0008000006011208 public u
* |.data:eeccnPeERREE1128 U
.data:#3080000006081120
.data: eeaa000000681126
* |.data:0oeeR0RERREE114C align 2eh
.data:000000000601168 public p
.data:0000800000601160 ; int p[43]
* |.data:peecppEERBEE1160 p dd 1Eh
_ .data:03000000006081160
FERsHIt
RERREHAT
s = 'c61b68366edeb7bdce3c6820314b7498"
v5 = 0
flag = "'
while v5 < len(s):
if v5 & 1:
v3 =1
else:
v3 = -1
flag += chr(ord(s[v5]) + v3)
v5 +=1
print('SharifCTF{"' + flag + '}')
1 s =" cO1b6B3EGedeb Thdoe 3c6B20314b 74587
2w =0
3 flag =77
4 while vA < len(s):
il if w5 & L:
& wi=1
T elze:
i3 w3 = -
El flag += chr (ordi(=[+5]) + +3)
10 v 4= 1
11 print(’ SharifCTF{" + flag + "1}
B %flag
11. csaw2013reversing2
TTFR—"exe
BT HAE
Flag
BERY R BB RS
FRLE(A) I EH(R) SBEE()

PE#E R
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| szit: 0453d2129757432199d8a7de 7517952, exe

: wr i3
READ: 000307 | foo) | <| MY §
SRS [ooo00707 |

EEEES (o0 | :
iAo [ooooazooh | </ w| B

Image is 32bit executable

2B TFE

Pt IDA
L ]
]
L ]
]
]
L ]
]
]
L ]
]
L ]
]

R sub_401000

HSWARAEF 2B

¥330D

e I Y T

11
12
13
14
15
16
17
18
19
28

}

int _ cdecl _ noreturn main(int argc, const char **argv, const char **envp)

{

int v3; // ecx
CHAR *1pMem; // [esp+8h] [ebp-Ch]
HANDLE hHeap; // [esp+1@h] [ebp-4h]

hHeap = HeapCreate(@x40080u, @, @);

lpMem = (CHAR *)Heapalloc(hHeap, 8u, MaxCount + 1);
memcpy_s(lpMem, MaxCount, Zunk_ 489818, MaxCount);
if ( sub_4@8182a() || IsDebuggerPresent() )

__debugbreak();
sub_4@leaa(vs + 4, lpMem);
ExitProcess (@xFFFFFFFF);
1
MessageBoxA(@, lpMem + 1, "Flag", 2u);
HeapFree(hHeap, @, lpMem);
HeapDestroy(hHeap);
ExitProcess(@);

llunsigned int _ fastcall sub 4B1@@@(int al, int a2)
2lg
3| int w2; /S esi
4| unsigned int w3; // eax
5| unsigned int w4; // ecx
6| unsigned int result; // eax
7
@ 8| w2 = dword_4@9B38;
® 9| v3 = a2+ 1+ strlen{(const char *)(a2 + 1}) + 1;
® 18| w4 = a;
@ 11| result = ((v3 - (32 + 2)) »» 2) + 1;
® 12| if { result )
13
14 do
® 15 *( DWORD *)(a2 + 4 * vatt) *= v2;
® 16 while ( w4 < result };
17 }
® 18| return result;
® 19}
call 401000

8 int3 B4 nop(ex9e) ,FHBBkE| loc_de10B9 BEATHIH



yle HE_ABODRTRETRY IGHORE |
3.808CA7E20
du d ptr [ebp-& = HULL
hlwner = HULL

FF1% Eh6

RCAIRBY| .. EB 1h short 9.00CA10CD - o :
BCA1BE9 Style = HE_ABORTRETRY IGHORE | y 0018 °

;i[ebp-BxC]
2adInitThunk
aeae M

LastErr
[ebp- i Fiag

[ .
flag{reversing_is

BECA169h
kernel3d2

A7ER | 4E [0 ntdll . 773
(G
G402
ARAAAARG
ARAAAAAA

paaa
bywdnoan_ 44

5 3flag

T TFR—ATRECH

FiEwinhex

TF 45 4C 46 02 01 01 00 OO 0O OO 0O OO0 00 00 00 IELF

02 00 3E 00 01 00 00 00 50 05 40 00 00 00 00 0O > rea
40 00 00 00 00 00 00 00 08 12 00 00 00 00 00 00 @
00 00 00 00 40 00 38 00 09 00 40 00 1D 00 1C 00 ge @
06 00 00 00 05 00 00 00 40 00 00 00 00 00 00 00 8
~NELF
PE&E
MM Exeinfo PE - ver.0.04.1 by AS.L- 902+35sign 20151201 — *
i |bdh?J:D15bDfd4f?4bc4c3e536e5‘!!::cf4 . i Pu ~
#EEMO: [o0400550 < ADEEEE:
LY
3 RS | MWASETS: [7F.45.4C.46.02
« EEEEEL | FERge W |
WAl [ooooisash <| | n| EbREERS T |
- g
; Diagnose: e o ® B
[NOT Win EXE - .0 - ELF executable [ 64bit obj. Exe fle -CPU: AMD x&(| | = | 00 =1
HHEEE - HEHET - B=ER ; :
[ -> Compiler : GCC: (Ubuntu 5.4.0-6ubur i 1~16,0 4) 5,40 2016060 &9 e
6441

PiEEIDA



1| inte4 _ fastcall main(__int64 al, char **a2, char **a3)
ot
3| const char *v3; // rsi
4| signed __int64 w4 // rbx
5| signed int w5; // eax
6| char w63 // bp
7| char v7; M/ al
3| const char *v8; // rdi
9| _ inte4 vi1@; // [rsp+Bh] [rbp-28h]
1a
® 11| vie = eLL;
@ 12 puts("Input flag:")};
@ 13 scanf("%s", &sl1, @LL);
© 14| if ( strlen{&sl) != 24 || (v3 = "nctf{", strncmp(&sl, "nctf{", Sull}) || *(&byte_g@1BEF + 24) != 125 )
15
16|LABEL_22:
® 17 puts("Wrong flag!");
® 18 exit(-1);
19 1
® 28| w4 = 5LL;
® 21| if ( strlen(&s1) - 1 > 5 )|
22| {
® 23 while ( 1 )
24 Ty
® 25 U5 = *(&s1 + vi);
® 25 vE = 83
® 27 if (vS > 78)
28 {
® 29 v5 = (unsigned _ int8)vs;
® 3 if ( (unsigned _ int8)vs == 79 )
31 Ty
® 32 v7 = sub_48@658( (char *)&v12 + 4, v3);
® 33 goto LABEL_14;
34
® 35 if ((wS == 111 )
36 {
e 37 v7 = sub_4e@66@( (char *)&v18 + 4, v3);
® 33 goto LABEL_14;
39 3
48 1
41 else
42 {
® 43 v5 = (unsigned _ int8)vs;
® a4 if ( (unsigned _ int8)vS == 46 )
45 Ty
® 45 v7 = sub_480678(&/10, v3);
8 47 goto LABEL_14;
43 1
® a9 if ( vs == 48 )
58 {
® 51 v7 = sub_48@G88(&v10, v3);
52 (LABEL_14:
® 53 vB = v7;
® 54 goto LABEL_15;
55 1
56
57|LABEL_15:
® 58 v3 = (const char *)HIDWORD(v1@};
® 59 if ( !'(unsigned _ int&)sub_488698(asc_681868, HIDWORD(v12), (unsigned int)wvia) )
® 6o goto LABEL_22;
® 61 if ( +Hv4 = strlen(&sl) - 1 )
62
® 63 if ( ve )
® 64 break;
G5 |LABEL_2@:
® 66 vd = "Wrong flag!™;
® 67 goto LABEL_21;
68 3
9 1
78
® 71| if ( asc_e@1868[8 * (signed int)vié + SHIDWORD(v1@}] != 35 )
® 72 goto LABEL_28;
® 73| v = "Congratulations!™;
74|LABEL_21:
® 75| puts(vi);
® 78| return 8LL;
® 77

o TR nctf{ , Hi24

o [UANHIWT, BKERKE, Maze problem


https://ctf-wiki.github.io/ctf-wiki/reverse/maze/maze/

ERERDUNsubBE FH

1lbool _ fastcall sub 48@658(_ DWORD *al)
2

3| int wl; // eax

4

5| vl = (*al)--;

6 return vl > 8;

7

bool _ fastcall sub_4e866e(int *al)

{

int vl; // eax

vl = *a3l + 13
*al = vl;
return vl < Bj

L I

b

bool  fastcall sub 48@678(_DWORD *al)
int vl; // eax

vl = (*al}--;
return vl > @;

L N
e T e
=

b

bool _ fastcall sub_4e8688(int *al)

{

int vl; // eax

vl = *a3l + 13
*al = vl;
return vl < Bj

L I

b

ETFEAXMN.",0,0", 0"

EEA U FA
1| inte4  fastcall sub 488698(_ inted al, int a2, int a3)
2
3| __int64 result; // rax
4
® 5| result = *(unsigned _ int8 *)(al + a2 + BLL * a3);
® 5| LOBYTE(result) = (_DWORD)result == 32 || (_DWORD)result == 35;
® 7| return result;
® 3}
EE A
L .data:mﬁﬁlﬁﬁﬁ asc 6R1BER db I;' ¢ o e ok gk ke * Fkkk ok kEkEdk *  dkdkok *# Fkk kkEk kEk
BET
00111111
10001001
11101011
11001011
1001#001
11011101
11000001
11111111

St V45 i #5h 00000000000000. .00
FREflag: nctf{00000000000000. .00}

G55

*hkkEkEEET g
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