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前言前言

继续ctf的旅程
攻防世界Misc高手进阶区的6分题
本篇是pyHAHA的writeup

发现攻防世界的题目分数是动态的

就仅以做题时的分数为准了

解题过程解题过程

拿到一个pyc

反编译

结果显示反编译不成功

猜测是pyc隐写
报错

扔进winhex

发现有压缩文件

且倒序了
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f = open('PyHaHa2.pyc','wb')
with open('PyHaHa.pyc','rb') as g:
 f.write(g.read()[::-1])
f.close()

正序后

发现少文件头 03F30D0A

补上

在末尾发现

flag1: ec8d57d820ad8c586e4be0122b442c871a3d71cd8036c45083d860caf1793ddc
flag2: c40a0be335babcfbd8c47aa771f6a2ceca2c8638caa5924da58286d2a942697e

foremost分离
得到一个压缩包

里面有一个mp3

解压要密码

看了下

是伪加密

图示部分改为 0008

解压得到mp3

在备注里有key

https://blog.csdn.net/weixin_44604541/article/details/110005372?ops_request_misc=%2525257B%25252522request%2525255Fid%25252522%2525253A%25252522161052072116780277023024%25252522%2525252C%25252522scm%25252522%2525253A%2525252220140713.130102334.pc%2525255Fblog.%25252522%2525257D&request_id=161052072116780277023024&biz_id=0&utm_medium=distribute.pc_search_result.none-task-blog-2~blog~first_rank_v1~rank_blog_v1-2-110005372.pc_v1_rank_blog_v1&utm_term=%25E5%258E%258B%25E7%25BC%25A9%25E5%258E%258B%25E7%25BC%25A9%25E5%258C%2585


163 key(Don't modify):L64FU3W4YxX3ZFTmbZ+8/dx5jBNDPdsKv9gAgXYyj0/Z0Vl4ORaCLH5D0oN9v9nBBv6zxpBucgNeE2qqke4ugZs7dx
riT5lfUpulX5PYMzSg2pqL6APTHQjtIHw16ZCRTMBBkInrUGSTklA2MwPLGkuDTmWfzjHqDWEK5LLRP6oiOXe0JeI9mLHzL2nm6T3/ianaPEzeH7
lpE/ciWDyqFUXoTZWeyK0xTjYxBSj9RJFoaoIxmXk6P8MJq+EvcS7ratByRUvWLaUFhcXhJ1iRK58BKcVPS0hxkzA77WB1UnrUfpkS1U/F5uYmYW
GZ3Cz2fTvJHcsE228LUnnybaoIoDyY6BvZVUitmA+VhhTHoIKsREyCzC3VXq/HuwwuHdCdftzXJpXPoJSNzWAZH0oGnF+WE7m5Fqd36dqp2srL5b
gFjFnyZzIkxdaU+ZW+Rm7aIbrb7nK2Pp9iequOBV6rnKeHZyc3hzG4lVVapoXl/U2cvfVgIqVtnuJE4XM4NuUd

扔进audacity
无果

查了下

有个工具DeEgger Embedder

http://deegger-embedder.findmysoft.com/download/


得到一堆base32

回头看看那个处理好的pyc
反编译得到



#!/usr/bin/env python
# visit http://tool.lu/pyc/ for more information
from os import urandom

def generate(m, k):
    result = 0
    for i in bin(m ^ k)[2:]:
        result = result << 1
        if int(i):
            result = result ^ m ^ k
        if result >> 256:
            result = result ^ P
            continue
    return result

def encrypt(seed):
    key = int(urandom(32).encode('hex'), 16)
    while True:
        yield key
        key = generate(key, seed) + 0x3653C01D55L

def convert(string):
    return int(string.encode('hex'), 16)

P = 0x10000000000000000000000000000000000000000000000000000000000000425L
flag1 = 'ThIs_Fl4g_Is_Ri9ht'
flag2 = 'Hey_Fl4g_Is_Not_HeRe'
key = int(urandom(32).encode('hex'), 16)
data = open('data.txt', 'r').read()
result = encrypt(key)
encrypt1 = bin(int(data, 2) ^ eval('0x' + hex(result.next())[2:-1] * 22))[2:]
encrypt2 = hex(convert(flag1) ^ result.next())[2:-1]
encrypt3 = hex(convert(flag2) ^ result.next())[2:-1]
print 'flag1:', encrypt2
print 'flag2:', encrypt3
f = open('encrypt.txt', 'w')
f.write(encrypt1)
f.close()

encrypt实现的是一个256bit随机数生成器的功能

generate实现的是在有限域GF(2 )下的平方运算：new_key=(old_key+seed)

flag1和flag2的密文在前面的zip注释信息已给出

脚本对三段明文使用了同个Seed做了加密，其中后两段明文和密文还有第一段的密文（在那大段的base32里）已知

考虑OTP加密

先由后两段明文和密文算出 key2 和 key3，再在 GF(2 )下进行开方即可得到 seed，key3 = (key2+seed)

再由第一段密文(即 base32 隐藏的数据)key1 和 seed 解得 key1，Key2= (key1+seed)

最后对第一段密文(即 base32 隐藏的数据)和 22 次叠加的 key1 做异或得到原始二进制数据

那现在的问题就在于搞到base32的密文
再解密就行了

256 2

256 2

2



但是base32这里
直接解码得到的东西不对

猜测隐写

尝试发现base32解码再编码后尾部不同
是有隐写了

import base64

def get_base32_diff_value(stego_line, normal_line):
    base32chars = 'ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789'
    for i in range(len(normal_line)):
        if stego_line[i] != normal_line[i]:
            return abs(base32chars.index(chr(stego_line[i]))-base32chars.index(chr(normal_line[i])))
    return 0

# base32 隐写解密
def base32stego_decode(lines):
    res = ''
    for i in lines:
        stego_line = i.strip()
        normal_line = base64.b32encode(base64.b32decode(i.strip()))
        diff = get_base32_diff_value(stego_line, normal_line)
        if '=' not in str(stego_line):
            continue
        if diff:
            res += bin(diff)[2:]
        else:
            res += '0'
    return res

with open("Dream It Possible - extracted.txt", 'rb') as f:
    file_lines = f.readlines()
en=open("encrypt.txt","w")
en.write(base32stego_decode(file_lines))
en.close()

得到encrypt

最后解密就行了



from os import urandom

def generate(m, k):
    result = 0
    for i in bin(m ^ k)[2:]:
        result = result << 1
        if int(i):
            result = result ^ m ^ k
        if result >> 256:
            result = result ^ P
            continue
    return result

def convert(string):
    return int(string.encode('hex'), 16)

P = 0x10000000000000000000000000000000000000000000000000000000000000425L
flag1 = 'ThIs_Fl4g_Is_Ri9ht'
flag2 = 'Hey_Fl4g_Is_Not_HeRe'
encrypt1 = open('encrypt.txt', 'r').read()
encrypt2 = 0xec8d57d820ad8c586e4be0122b442c871a3d71cd8036c45083d860caf1793ddc
encrypt3 = 0xc40a0be335babcfbd8c47aa771f6a2ceca2c8638caa5924da58286d2a942697e
key3 = encrypt3 ^ convert(flag2)
key2 = encrypt2 ^ convert(flag1)
print('Found key2:',key2)
print('Found key3:',key3)

tmp = key3 - 233333333333L
for i in range(0,255):
    tmp = generate(tmp,0)
seed = tmp ^ key2
print 'Found seed:',seed)
print 'use seed generate key3:',generate(key2,seed)+233333333333L

tmp = key2 - 233333333333L
for i in range(0,255):
    tmp = generate(tmp,0)
key1 = tmp ^ seed
print 'Found key1:',key1
print 'use key1 generate key2:',generate(key1,seed)+233333333333L

result = eval(hex(int(encrypt1,2))[:-1]) ^ eval('0x'+hex(key1)[2:-1]*22)
data = open('data.txt', 'w')
data.write(bin(result)[2:])
data.close()

得到一堆二进制

转ascii
乱码

查了查wp
说是图片

。。。



from PIL import Image

str=open("data.txt","r").read()
length=240
width=30
pic=Image.new("RGB",(length,width))
i=0
for x in range(length):
 for y in range(width):
  if str[i] == '0':
   pic.putpixel([x,y],(0,0,0))
  else:
   pic.putpixel([x,y],(255,255,255))
  i += 1
pic.show()
pic.save("Fl4g.png")

得到flag

结语结语

蛮有意思的一题

最后还是查了wp

知识点

pyc隐写

pyc反编译

zip伪加密

DeEgger Embedder

base32隐写

OTP加密

二值图像

http://deegger-embedder.findmysoft.com/download/
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