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前言前言

继续ctf的旅程
攻防世界Crypto高手进阶区的4分题
本篇是best_rsa的writeup

发现攻防世界的题目分数是动态的

就仅以做题时的分数为准了

解题过程解题过程

给了两个密文和两个密钥
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from Crypto.PublicKey import RSA
import libnum
import gmpy2

c1=libnum.s2n(open('cipher1.txt','rb').read())
c2=libnum.s2n(open('cipher2.txt','rb').read())

pub1=RSA.importKey(open('publickey1.pem').read())
pub2=RSA.importKey(open('publickey2.pem').read())

n1 = pub1.n
e1 = pub1.e
n2 = pub2.n
e2 = pub2.e

print(n1)
print(n2)
print(e1)
print(e2)

得到

n1 = 13060424286033164731705267935214411273739909173486948413518022752305313862238166593214772698793487761875251
0304235169935197142153068086777241046924741992151193877257419060715534378402567862204845828846932861405374925410
9308695300548670454243518852172401325108788735140994618450129522474481962193732246914077124538008166356015013316
2692174498642474588168444167533621259824640599530052827878558481036155222733986179487577693360697390152370901746
1126537583384560834408787260072293078300378086810503029904112386667276082534525736969040831338660937919855651180
32742893247076947480766837941319251901579605233916076425572961
n2 = 13060424286033164731705267935214411273739909173486948413518022752305313862238166593214772698793487761875251
0304235169935197142153068086777241046924741992151193877257419060715534378402567862204845828846932861405374925410
9308695300548670454243518852172401325108788735140994618450129522474481962193732246914077124538008166356015013316
2692174498642474588168444167533621259824640599530052827878558481036155222733986179487577693360697390152370901746
1126537583384560834408787260072293078300378086810503029904112386667276082534525736969040831338660937919855651180
32742893247076947480766837941319251901579605233916076425572961
e1 = 117
e2 = 65537

两个文件的模数相同
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from Crypto.PublicKey import RSA
import libnum
import gmpy2

c1=libnum.s2n(open('cipher1.txt','rb').read())
c2=libnum.s2n(open('cipher2.txt','rb').read())

pub1=RSA.importKey(open('publickey1.pem').read())
pub2=RSA.importKey(open('publickey2.pem').read())
n = pub1.n
e1= pub1.e
e2= pub2.e

s = gmpy2.gcdext(e1,e2)
s1 = s[1]
s2 = s[2]

if s1<0:
 s1 = -s1
 c1 = gmpy2.invert(c1, n)
elif s2<0:
 s2 = -s2
 c2 = gmpy2.invert(c2, n)

m = pow(c1,s1,n)*pow(c2,s2,n) % n
flag = libnum.n2s(m)
print(flag)

得到flag： flag{interesting_rsa}

结语结语
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