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swich1

S1(config)#vlan 2

S1(config-vlan)#name vlan2
S1(config-vlan)#vlan 3
S1(config-vlan)#name vlan3
S1(config-vlan)#int fe/1
S1(config-if)#switchport mode access
S1(config-if)#switchport access vlan 2
S1(config-vlan)#int f1/1
S1(config-if)#switchport mode access
S1(config-if)#switchport access vlan 3
S1l(config-if)#int f2/1
S1(config-if)#switchport mode trunk
S1(config-if)#exit

St Fswitch4 B e Bt — ¢
FEHLIPHLIE:

EHA IPHh
PC1 192.168.1.1
PC2 192.168.2.1

PC3 192.168.3.1



PC4 192.168.4.1
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R1(config-if)#int f@/e.1 //M fae/0 HHFH—1 0.1 X
R1(config-subif)#encapsulation dot1Q 2 //EEE VLAN2 M4k
il

R1(config-subif)#ip add 192.168.1.254 255.255.255.0
R1(config-if)#int f@/0.2 //M fae/0 HHFH—1 0.1 4%
R1(config-subif)#encapsulation dot1Q 3 //EEE VLAN2 K4k
il

R1(config-subif)#ip add 192.168.2.254 255.255.255.0
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Physical Config Desktop Custom Interface

IP Configuration g
IP Configuration

O DHCP @® Static

IP Address 1192.168.1.1

Subnet Mask 255.255.255.0

Default Gateway ‘192.168.1.254

DNS Server |

IPv6 Configuration
(O DHCP O Auto Config @® Static

IPv6 Address | /I
Link Local Address ‘FESU::230:F2FF:FE99:4880
IPvG Gateway ‘
IPv6 DNS Server |
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R1(config)#access-1list 100 deny ip host 192.168.1.1 host 192.168.2.1
R1(config)#access-1list 100 permit ip any any

R1(config)#access-1list 101 deny ip host 192.168.2.1 host 192.168.1.1
R1(config)#taccess-1list 101 permit ip any any

R1(config)#int f0/0.1

R1(config-if)#ip access-group 100 in

R1(config)#int f0/0.2

R1(config-if)#ip access-group 101 in

FEXE -2 EZA 040 BHC(EENEFR=1R), permitlP anyanylfidr&—EE®&fE, FRASH KB, EFE
i O S F st (P 5 A ERE , REERFPRATHRA : showacc BF
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Physical Config CLI

IOS Command Line Interface

Press RETURN to get started.

R1>
Rlren
Rl#show access
Extended IP access listc 100
10 deny ip host 192.168.1.1 host 152.168.
20 permit ip any any
Extended IP access list 101
10 deny ip host 152.168.2.1 host 192.168.1.1
20 permit ip any any
R1z w
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IOS Command Line Interface

R4 (config-subif) fexit ~
R4 (config-subif) fexit

R4 (config) #end

R4#%

$3YS-5-CONFIG I: Configured from conscle by console

R4#show acc

R4#conf t

Enter configuration commands, one per line. End with CNTL/Z.

R4 (config) #

B4 (config)#int £0/0.1

R4 (config-subif)#access-1list 100 deny ip host 192.168.3.1 host
192.168.4.1

R4 (config) #access-1list 100 deny ip host 192.168.3.1 host 192.168.4.1
R4 (config) #access-1ist 100 deny ip host 192.168.3.1 host 192.168.2.1
R4 (config) #access-1list 100 permit ip any any

R4 (config) #int £0/0.1

R4 (config-subif) $#ip access-group 100 in

R4 (config-subif) fexit

R4 (config) #access-1ist 101 deny ip host 192.168.4.1 host 192.168.3.1
R4 (config) #access-1ist 101 deny ip host 192.168.4.1 host 192.168.1.1
R4 (config) #access-1list 101 permit ip any any

R4 (config) #int £0,/0.2

R4 (config-subif) $#ip access-group 101 in

R4 (config-subif) $ A4
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Physical Config CLI

IOS Command Line Interface

Press RETUEN to get started.

E2>en

RZ#show access

Extended IP access list 100
10 deny ip host 19%92.168.1.1 host 1
20 deny ip host 192.168.2.1 host 1
30 permit ip any any (274 match(es

R2#11] v
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host unreac
host

Reply from 185

Reply from 19

% loss),
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Command Prompt

Pinging 1 £8.4.1 with 32 bytes of data:

1y from
v from
1y from

Eeply from 152.
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