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L_ %Ssiiﬂ code 2 | © con. axample. saccon2015. rock peper_scissors. Meintetivity X | @ con. sxsmple. seccon2015, rock_paper_scissors.Buildlonfic 3 | © con. exsaple. seccon20i5. rock vaper_scissors.R
- H} android support package com.example.seccon2@15.rock_paper_scissors; ~
= H} com. example seccon2015 rock_paper_seissq

£-© Buildtonfig import android.app.Activity;
-5 \ppLICATION ID - S import android.os.Bundle;
BUILD TYPE import android.os.Handler;
% DERUG : beol import android.view.View;
- FLavoR - s import android.view.View.OnClickListener;
¥ vERSION CODE import android.widget.Butten;
-% vERsToN 1AME import android.widget.TextView;
LChiisinkctivits) import java.util.Random;
ap
4 public class MainActivity extends Activity implements OnClickListener {
a Button P;
8 flam Button S;
§ handler int ent = 8;
- int flag;
. private final Handler handler = new Handler();
& r 0 Butten int m;
- & shovMessageTask int n;
¥ . Button rj
-d private final Runnable showvessageTask = new Runnable() {
@ 28 public void run() {
@ void 29 TextView tv3 = (TextView) MainActivity.this.findViewByTd(R.id. textView:
a-®@r MainActivity mainActivitys;
@ anin 3@ if (MainActivity.this.n - MainActivity.this.m == 1) {
-G ater 31 mainActivity = MainActivity.this;
@ baol mainActivity.cnt++;
color as tv3.setText("WIN! +" + String.valueof(MainActivity.this.cnt)
@ dinen 33 } else if (MainActivity.this.m - MainActivity.this.n == 1) {
@ drasable 34 MainActivity.this.cnt = o
HCET] 35 tv3.setText("LOSE +8");
@ integer 36 } else if (MainActivity.this.m == MainActivity.this.n) {
-® layont 37 tv3.setText("DRAW +" + String.valueof(MainActivity.this.cnt));
mipmap 39 } else if (MainActiwity.this.m < MainActivity.this.n) {
-@ string 20 MainActivity.this.cnt - @
style a1 tv3.setText("LOSE +8
@ styleable } else {
(2 Resomrces a3 mainActivity = MainActivity.this;
5| AndroidMenifest. xnl mainActivity.cnt+;
res a1 tv3.setText("WIN! +" + String.valueof(MainActivity.this.cnt)
resources. arsc )
118 classes. dex as if (1068 == MainActivity.this.cnt) {
[ERER sa tv3.setText("SECCON{" + String.valueOf((MainActivity.this.cnt + MainActivity.this.cale()) * 187) + "}");
: armeahi }
armeshi—~Ta 53 MainActivity.this.flag = 8;
nips v )
< > I v

TEMainActivity#: 2|OnCreate() 515, AT LAE B R 2 #5175 B T buttond& 44 LA K Xt B2 M5 W 2%
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C:\Users\root>python2

Python 2.7.11 (v2.7.11:6d1b6a68f775, Dec 5 2015, 20:32:19) [MSC v.1500 32 bit (Intel)] on win32
Type “help”, “copyright”, “"credits” or “license” for more information.

>>> import frida

>>> help(frida)

Help on package frida:

NAME
frida - # -x- coding: utf-8 -x-

FILE
c:\users\s == \appdata\roaming\pythony\python2t\site-packages\frida\__init__.py

PACKAGE CONTENTS
application
core
discoverer
kill
lsd
ps
repl
tracer

CLASSES
exceptions.Exception(exceptions.BaseException)

AddressInUseError
ExecutableNotFoundError
ExecutableNotSupportedError
InvalidArgumentError
InvalidOperationError
NotSupportedError
PermissionDeniedError

ETRBREGEE VAT H2FHHE.




B T frida.get_usb_device(), &REIT —4~_get devicel®#{, it get device7i%.

7£_get device™, i@idget device manager()szft.DeviceManager3s, i %+ lenumerate_devices()J5 .

get_device_manager()ftig

DeviceManager+enumerate_devices() J5¥%, I LLE Flenumerate_devices() 77 % 5kx _E R IR Al T — A Device() KK S HI4L 3T 5
List.



kst DeviceZ KR, MKE] T attach() 7%, fEattachTEXRIKEW H, BEFEHEAKEIE.

frida ; [& core.py Jessont-ix| - W0 ¥ B FQ
B Project M @ & | #- I- | @ tracerpy x | @ discoverer.py x | [ core.py x | [@ _init_py x | [ lessont-1.py x | & killpy x
frida 82 return self _impl emmerate pending spavns()
W _init_py 83
& application.py 84 def spawn(sclf, =rgv)
¥ core.py 8 return self. _impl. spawn(argv) N |
W discoverer.py Ea
& killpy 87 def input(self, target, data)
B lsdpy 88 self. _inpl. input(zelf, pid_of (target). data)
& ps.py =
80 def resume(self, target)
i repl.py o1 2elf _impl zesume (self. pid of(target))
i tracer.py 92
iili External Libraries o3 dof kill(self, target):
o4 s1€ _impl. kill (sel% pid of(target))
8 ¥
w  © JETIENERTY I
97 @ return Session(sclf _impl attach(=elf pid of (target)))
23
a9 def injsct library fila(sslf, target, path entrypoint, data)
100 return celf. _impl inject_library file(sc1f pid_of(target), path, entrypoint, data)
101
102 def iniset lihrars hloh(se1f. tarest. hloh i Aatal
Debug ¥, lessoni-1 #- L
Ch | Debugger| El Console +*| k= & M M A ¥
P | Frames ~*| = Variables +| &7 Watches -
E MainThread n r 4 self = {Device] Device(id="192.168.42.101:5555", name="Genymotion Custom Phone - 7.1.0 - API 25 - 768x1280", type="tether’) + — 1+ 4+ 00

_impl = {Device} Device(id="192.168.42.101:5555", name="Genymotion Custom Phone - 7.1.0 - API 25 - 768x1280", type="tether’)
icon = {lcon) Icon(width=16, height=16, rowstride=64, pixels=<1024 bytes=)

d = {unicode) u'192.168.42.101:5555"

unicode} u'Genymation Custom Phone - 7.1.0 - API 25 - 768x1280'

type = (unicode} u'tether’

target = (=

ame

‘com.example.seccan2015.rack_paper_scissors'




BT oRIR ML R e 82 2 BT self._pid_of()& £ £ 32X R FE Spid, SAE¥pid/EilidSessionEyth. b —AMK
BEERELHAT, REABIKLE XM S pidifSessionsL il L%f G process.

¥ 4], KHFEprocess.create_script(scode), T]LAE B'EIR El—AScriptE L pilth, SEAHE.
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frida ) |& core.py

Llessoni-1~| B ¥ ¥ S S

P Project - % | %~ 1 | [@ tracer.py % | [@ discovererpy ¥ | [ corepy x | [@ _init_py % | [@ lessonl-1.py % | & killpy x
frida 296 o def _repr (self):
W _init_.py 297 return repr(sclf _impl)
¥ application.py 208
@ corepy 299 @ def load(s:1£)
& discoverer.py . @ ssl£._impl.load()
& killpy o
302 def unload(self)
@ Isd.py
303 zel£ _impl unlead()
% pspy .
@ replpy 305 def post(s:lf, message, #ikwargs)
i tracer.py 306 ror_message = json. dumps(message)
il External Libraries 307 zcl£ _impl post(ras_meszage, *kkwargs)
308
309 @ def on(self, signal, callback)
a0 @ if signal = “message’
311 @ ¥ zelf _on message_callbacks append(callback)
31z @ else
a1z @ self._impl. on(signal, callback)
14
Debug , lessont-1 -
Ch | Debugger | [l console +*| k=
E Frames ~*| = Variables | &7 Watches
= e Ty
LI Eirezs n + frida = (module] <module *frida’ from 'C\Users\root\AppData\Roaming\Python\Python2N\site-packages\frida_init_.pyc'> + -

on_message = {fu

process = [Sess

) <function on_message at 0x02579A30>

n} =frida.core.Session object at 0x06A626F0=

[ jscode = {str) \nava.perform(function | (\n  var MainActivity = Java.use(\\'com.example.seccon2015.rock_paper_scissors.MainActivipAVJAN\Ma... Vi

script = (Script) «_frida.Script cbject at 0x0257ED58=
=] _cond = {_Condition) <Condition(<_RLock owner=None count=0>, 0)>
£ _impl = <_frida.Script object at 0x0257ED58>
. _next request id = ot 1
* _on_message_callbacks = (ist} [<function on_message at Dx02579A30>]
X “Ten =T 1
? 0 = (function] <function on_message at 0x02579A30>
_pending = { &
exports = (5, orts} sfrida.core.ScriptExports object at 0x06BE2770>
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BB R B IR W calcHIR BB, Mnative iR $E S ANTEE IR BB RintSE A, 2R B3R IRH calc Bk $U) ik 68 2 A#
Ve 8 B ] B FR) 5 925 o

B8 4 3K B calc() R B AR EMEMR, XANEHEMainActivityZi s, B85 Fi%K T Mcalc() ik, Rutok Ty, JFEHEZIXFE, T
WM iE — T JavascriptfUig .

JavaScriptRASHL 2 X FE, WRARMBEM, %3] — TJavaScriptERIEIE, THEE TEMpythonfii4.
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1. JAzhiEd %, {8 FHadb pushis it 424 (i frida-server S pushZ A 1L 2% o
/data/localtmp HFF .

2. adb shell # \/data/localtmp H 3%, Jgzhfrida-server.

3. R A%k
adb forward tcp:27043 tcp:27043
adb forward tcp:27042 tcp:27042

4. BHNAJE, Ea2iTEHATpythonliA .

Bl Ahook ) 2 B ionCreate 5i%, AT pythonfI A AT IR B M A B BB 3, X7 GkattachZZ A, BT DUER IR B 2% 5
MEHFBIINA, XFEEF SHIThookionCreate() 5k, ZRWT.

C:\Users\root>python2 C:\Users\root\Desktop\ctf.py
[%] Hook Start...

[#] Return:T7
[*] Flag:SECCON{107T49}

T et 51000

M BRBIER R, BMNFEERentiE, BEnEEEBERentfYIEEN1000/)E, EHFRFPTRAERHEEE, i
BT SBEO, BT ContERAER1001T, BrelEAEH— T, im K &4 B4, B A% hook) 77 ik ZEonClick
H

MonClick()H BT LL%IIE, #5H5B I 7E & Stthis.n 1 this.mi{E, FREBFENRE.

k& JavaScriptiRig /B4 5B
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CPU: Rock
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4R, R sod Kcalc) R EEAMERI IR, B Hida prosiFradare2 3 HriC IS AR LA . X B4 H Fradare2 )k iC
i SREIRAS . TTLLE R, calc()R Bt B4 iR B T intfE7 .

1

0xE0800400 ©0x0P000408 GLOBAL  FUNC 6 Java_com_example_seccon2815_rock_lpaper_iscissors_MainAct

> Ox00002004 6x00002004 GLOBAL NOTYPE _edata
6 OxB0002004 6x00002084 GLOBAL NOTYPE _ bss_start
7 0xB80002004 6x00002084 GLOBAL NOTYPE _end

08608486 B8xB080088408 GLOBAL FUNC & Java_com_example_seccon2815_rock_1lpaper_1lscissors_MainActiv
5 oxBe6e2064 6x06062864 GLOBAL NOTYPE _edata
6 9x00002004 Ox00082084 GLOBAL NOTYPE __bss_start
7 9x00002004 0x00082084 GLOBAL NOTYPE _end

0x04 = 45

o B4 F|Hfridai 17 javajZ hook
1. R PFapk, A5 #hook & .
2.9m5istS, WHERRITESE .
3. ZEpythonth $UT B FT .
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