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JackxinXu?2100 0 F 2017-12-10 0841:32 kKA o 1128 ﬁ e 2
SREF: BN AR GPAD/Android) T4 PA K i [a] T

16 ﬁiﬁ 0 1TIFEJ
THRER

HTEHOZIMT — R TFIASBAAPKEAY, 7ELB KSR+ REMH T native soit4T — & B B H k4R
¥, BB MBARERER RN FISECREERY R A RENR, B URSMEHE—B R H
BEATINE . T2, AW E BB . 5202 AR B i 3R 22 4 B SR X B B apk i AT — AN 0 B 4R 3 .
E S, HTFFEC, REXXENERFEREET—ANTH, ETRE CRBLIXMNMMERTE. TRIFE
TR ERTFXAHEBFES], REXEMEHRBURERT T —Nad, RIWENLI & EER 7SR A
TdexalFshASmER, K E248E K dexaU &g % F 7 2 7 idexd,  FHEEB TR @ so 1T, HMW
B dex3iE, BH#EfEnative BT — NI MER . XK SLIA TR A

1. ggg‘g#ﬁﬁﬁ%&i&%ﬁ‘l%ﬂﬁ%Zﬁﬁﬁ%%i#E‘]%ﬁlﬁﬂﬂ%ﬁ%ﬁ%ﬁﬁﬁﬁdexﬁﬁ@iﬁ (RFdexty S BRIE LA

2. NAFHIREdex##E, SRR EFE TS

3. TR HapplicationE & RN 2| FE 2 F Kapplicationst £ ;

T HEEBS X LA BT —— 85 5 Z R

RFHEAFE, HELH T RBREERSEY, ERERRERITHFEINIREF, —HEJexHIZhEFME
EmEITH, BT RTdexHynE A EEREY KB4

DexClassLoder (String dexPath, String optimizedDirectory,String libraryPath
,ClassLoader parent) Ak, FTUARVIAEE NdexWBRAETEN, X RibREKBIE, Ul HeemEE
KB EE,

F £ 1Ehttp://blog.csdn.net/androidsecurity/article/details/880954 21 3 B T 58 8k T 5o F2 7 I #dex B 3% i

DexClassLoder-> BaseDexClassLoader->DexPathList->makeDexElements-> loadDexFile-> loadDex-
>DexFile(String fileName)

package com.unshell.test;

import android.app.Application;
import java.io.BufferedInputStream;
import java.io.ByteArrayInputStream;
import java.io.ByteArrayOutputStream;
import java.io.DataInputStream;

00 N O v A W N R

import java.io.File;


https://blog.csdn.net/jackxinxu2100
https://blog.csdn.net/jackxinxu2100/category_646934.html
https://blog.csdn.net/jackxinxu2100/category_588476.html
https://blog.csdn.net/jackxinxu2100/category_646934.html
https://blog.csdn.net/jackxinxu2100/category_588476.html
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import
import
import
import
import
import
import
import
import

import
import
import
import
import
import
import

java.
java.
java.
java.
java.
java.
java.
java.
java.

io.FileInputStream;
io.FileOutputStream;
io.IOException;
lang.ref.WeakReference;
util.Arraylist;
util.HashMap;
util.Iterator;
util.zip.ZipEntry;
util.zip.ZipInputStream;

dalvik.system.DexClassLoader;

android.app.Instrumentation;

android.content.Context;

android.content.pm.ApplicationInfo;

android.content.pm.PackageManager;

android.content.pm.PackageManager.NameNotFoundException;

android.os.Bundle;

public class ProxyApplication extends Application{
private static final String appkey = "APPLICATION_CLASS_NAME";
private String apkFileName;

private String odexPath;

private String libPath;

//XRcontext WRIE
@Override

protected void attachBaseContext(Context base) {

super.attachBaseContext(base);

try

{

//BIEBA XEFpayload_odex, payload lib FA A, 75K HF
File odex = this.getDir("payload_odex", MODE_PRIVATE);

File 1libs = this.getDir("payload_lib", MODE_PRIVATE);
odexPath = odex.getAbsolutePath();

libPath = libs.getAbsolutePath();

apkFileName = odex.getAbsolutePath() + "/payload.apk";

File dexFile = new File(apkFileName);

if (!dexFile.exists())

{
dexFile.createNewFile(); //fEpayload_odex3(f4¥ W, fil#payload.apk
// EEERF classes.dexXff
byte[] dexdata = this.readDexFileFromApk();
// SEHERERMapk U A TaiEmE
this.splitPayLoadFromDex(dexdata);

}

// ESHZ MBI

Object currentActivityThread = RefInvoke.invokeStaticMethod(
"android.app.ActivityThread", "currentActivityThread",
new Class[] {}, new Object[] {});//FWMELIENZR

http://blog.csdn.net/myarrow/article/details/14223493

57
58
59
60
61
62
63
64
65
66

String packageName = this.getPackageName();//flapkifif 4

/ /7T T A e K

HashMap mPackages = (HashMap) RefInvoke.getFieldOjbect(
"android.app.ActivityThread", currentActivityThread,
"mPackages");

WeakReference wr = (WeakReference) mPackages.get(packageName);

/ /BN In5EapkffiDexClassLoaderXf 4 In#Ekapk WHIEFIAHAREY (c/c++RE5)

DexClassLoader dLoader = new DexClasslLoader(apkFileName, odexPath,
libPath, (ClassLoader) RefInvoke.getFieldOjbect(

"android.app.LoadedApk"”, wr.get(), "mClassLoader"));



67 //base.getClassLoader(); AR ZEHRT (ClassLoader) RefInvoke.getFieldOjbect()? HZWIETF//?

68 / /R HET B2 iDexClassLoader BB T #iN5apkfiDexClassLoader ----H fc++F RN E B~y
69 RefInvoke.setFieldOjbect("android.app.LoadedApk", "mClassLoader",
70 wr.get(), dLoader);

71

72

73 } catch (Exception e) {

74 // TODO Auto-generated catch block

75 e.printStackTrace();

76 }

77 }

78

79 @Override

80 public void onCreate() {

81 {

82 // WMFEIEN AR E A Applictiontt R, WEHNIER FHApplicaiton, DMEARENIRRETZE.
83 String appClassName = null;

84 / /3REUxm1 344 BL G B (4 N 5t apk Applicaiton

85 try {

86 ApplicationInfo ai = this.getPackageManager()

87 .getApplicationInfo(this.getPackageName(),

88 PackageManager.GET_META_DATA);

89 Bundle bundle = ai.metaData;

90 if (bundle != null

91 && bundle.containsKey("APPLICATION_CLASS_NAME")) {

92 appClassName = bundle.getString("APPLICATION_CLASS _NAME");//className #&FfcE 7Exml 31
.

93 } else {

94 return;

95 }

96 } catch (NameNotFoundException e) {

97 // TODO Auto-generated catch block

98 e.printStackTrace();

99 }

100 / /B E K FZApplicaiton

101 Object currentActivityThread = RefInvoke.invokeStaticMethod(

102 "android.app.ActivityThread", "currentActivityThread",

103 new Class[] {}, new Object[] {});

104 Object mBoundApplication = RefInvoke.getFieldOjbect(

105 "android.app.ActivityThread", currentActivityThread,

106 "mBoundApplication");

107 Object loadedApkInfo = RefInvoke.getFieldOjbect(

108 "android.app.ActivityThread$AppBindData",

109 mBoundApplication, "info");

110 / /3BT AR mApplication B Tnull

111 RefInvoke.setFieldOjbect("android.app.LoadedApk", "mApplication”,
112 loadedApkInfo, null);

113 Object oldApplication = RefInvoke.getFieldOjbect(

114 "android.app.ActivityThread", currentActivityThread,

115 "mInitialApplication™);

117 ArrayList<Application> mAllApplications = (ArraylList<Application>) RefInvoke
118 .getFieldOjbect("android.app.ActivityThread",

119 currentActivityThread, "mAllApplications");

120 mAllApplications.remove(oldApplication);//MkoldApplication

121

122 ApplicationInfo appinfo_In_LoadedApk = (ApplicationInfo) RefInvoke
123 .getFieldOjbect("android.app.LoadedApk", loadedApkInfo,
124 "mApplicationInfo");

125 ApplicationInfo appinfo_In_AppBindData = (ApplicationInfo) RefInvoke

126 .getFieldOibect("android.aonpn.ActivitvThread$ApbnBindData".
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mBoundApplication, "appInfo");

appinfo_In_LoadedApk.className = appClassName;
appinfo_In_AppBindData.className = appClassName;
Application app = (Application) RefInvoke.invokeMethod(

"android.app.LoadedApk", "makeApplication", loadedApkInfo,

new Class[] { boolean.class, Instrumentation.class },

new Object[] { false, null });//#4T makeApplication (false,null)
RefInvoke.setFieldOjbect("android.app.ActivityThread",

"mInitialApplication", currentActivityThread, app);

HashMap mProviderMap = (HashMap) RefInvoke.getFieldOjbect(
"android.app.ActivityThread", currentActivityThread,
"mProviderMap");

Iterator it = mProviderMap.values().iterator();

while (it.hasNext()) {

Object providerClientRecord = it.next();

Object localProvider = RefInvoke.getFieldOjbect(
"android.app.ActivityThread$ProviderClientRecord",
providerClientRecord, "mLocalProvider");

RefInvoke.setFieldOjbect("android.content.ContentProvider"”,
"mContext", localProvider, app);

}
app.onCreate();

/**
* BT K apk XX, sod
* @param data
* @throws IOException
*/
private void splitPaylLoadFromDex(byte[] data) throws IOException {

int ablen = apkdata.length;
[ /B MRapk KE X EMCEERUE, X RN 5 A K R A TR E AR T LS 4L
byte[] dexlen = new byte[4];
System.arraycopy(apkdata, ablen - 4, dexlen, 0, 4);
ByteArrayInputStream bais = new ByteArrayInputStream(dexlen);
DataInputStream in = new DatalInputStream(bais);
int readInt = in.readInt();
System.out.println(Integer.toHexString(readInt));
byte[] newdex = new byte[readInt];
/ /I FEapk & ¥ T ElnewdexH
System.arraycopy(apkdata, ablen - 4 - readInt, newdex, 0, readInt);
/ /X BRAZAN_EX T apk R B, 258 =0 % A B K1
//?byte[] apkdata = decrypt(newdex); //fE5fEFHdexIFEBME, BT EMBE
/15 Napk3C
File file = new File(apkFileName);
try {
FileOutputStream localFileOutputStream = new FileOutputStream(file);
localFileOutputStream.write(newdex);
localFileOutputStream.close();

} catch (IOException localIOException) {
throw new RuntimeException(localIOException);



186 /15 N5 i apk U4

187 ZipInputStream localZipInputStream = new ZipInputStream(

188 new BufferedInputStream(new FileInputStream(file)));
189 while (true) {

190 ZipEntry localZipEntry = localZipInputStream.getNextEntry();// A TEXAREGWEGFHZ, BT
B2 1% 2 3 [ Fr)

191 if (localZipEntry == null) {

192 localzZipInputStream.close();

193 break;

194 }

195 / /BN apk B so 4, #F| libPath¥ (data/data/f4%/payload_lib)
196 String name = localZipEntry.getName();

197 if (name.startsWith("1lib/") && name.endsWith(".so")) {

198 File storeFile = new File(libPath + "/"

199 + name.substring(name.lastIndex0f('/"')));

200 storeFile.createNewFile();

201 FileOutputStream fos = new FileOutputStream(storeFile);
202 byte[] arrayOfByte = new byte[1024];

203 while (true) {

204 int i = localZipInputStream.read(arrayOfByte);

205 if (i == -1)

206 break;

207 fos.write(arrayOfByte, 0, i);

208 }

209 fos.flush();

210 fos.close();

211 }

212 localZipInputStream.closeEntry();

213 }

214 localZipInputStream.close();

215

216

217 }

218

219 /¥

220 * Mapk s BRI dexLHERZE (byte)

221 * @return

222 * @throws IOException

223 */

224 private byte[] readDexFileFromApk() throws IOException {

225 ByteArrayOutputStream dexByteArrayOutputStream = new ByteArrayOutputStream();
226 ZipInputStream localZipInputStream = new ZipInputStream(

227 new BufferedInputStream(new FileInputStream(

228 this.getApplicationInfo().sourceDir)));

229 while (true) {

230 ZipEntry localZipEntry = localZipInputStream.getNextEntry();
231 if (localzZipEntry == null) {

232 localZipInputStream.close();

233 break;

234 }

235 if (localzZipEntry.getName().equals("classes.dex")) {

236 byte[] arrayOfByte = new byte[1024];

237 while (true) {

238 int i = localzZipInputStream.read(arrayOfByte);

239 if (1 == -1)

240 break;

241 dexByteArrayOutputStream.write(arrayOfByte, 0, i);
242 }

243 }

244

1ncal7inTnnntStream rlncaFntrv( ).
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245 }

246 localzipInputStream.close();

247 return dexByteArrayOutputStream.toByteArray();
248 }

249

250

251 [/ /7 EERESEE, $E A UGN A AR T
252 private byte[] decrypt(byte[] data) {
253 return data;

254 }

255 }

EERNTRE R RN dextI SIS MBHE, TRREREETRIZ EHM¥INXIUREE

http://blog.csdn.net/androidsecurity/article/details/9674251
http://www.kanxue.com/bbs/showthread.php?t=195865
SEI T dexH S B

JniKBARMEABERECEZT T, RNBMPOZILEELHFE. BRsofE. AR UREREZ XM

Hjavafl £ A A, B EENEAKES, WTLSERHEE L AT
static native int loadDex(byte[] dex,long dexlen);

A RRIF XS R XX RBP4 AR OAADIE B, FEA RS, 2 RAE R unknown
#, ndkgiFESRSERIRENNRZEEL L/ RIS )L. BT RMERMRENLT .

FAHUA uIiXENavalZ PRI P EENRBMBEALRKE —OR—F T HFERCHIN . WAEE, £
J5RY /dalvik/vm/Common.h KRB TIX BB iR € L, TRBEHSEMN, EiniEFEFT —MyERK
Common.h, #& T —THAEREE XML E, IMXHERERZMETH:

IE!

#ifndef DALVIK_COMMON_H_
#define DALVIK_COMMON_H_

#include <stdbool.h>
#include <stdint.h>
#include <stdio.h>

#include <assert.h>

O 00 N O U1 b W N P

static union { char c[4]; unsigned long mylong; }endian_test = {{ '1", '?', '?', 'b' } };
#tdefine ENDIANNESS ((char)endian_test.mylong)

R R R
N R

//#if ENDIANNESS == "1"
#define HAVE_LITTLE_ENDIAN
//#else

//#define HAVE_BIG_ENDIAN
//#endif

R R R R R R
0 N O U1 D W

#if defined(HAVE_ENDIAN_H)

# include <endian.h>

#else /*not HAVE_ENDIAN_H*/

# define __ BIG_ENDIAN 4321

# define __ LITTLE_ENDIAN 1234

# if defined(HAVE_LITTLE_ENDIAN)

# define _ BYTE_ORDER __ LITTLE_ENDIAN

N NN NN R
A W NN P OO VO



25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83

Aaa

# else

# define _ BYTE_ORDER _ BIG_ENDIAN
# endif

#endif /*not HAVE_ENDIAN_H*/

#if !defined(NDEBUG) && defined(WITH_DALVIK_ASSERT)

# undef assert

# define assert(x) \

((x) ? ((void)@) : (ALOGE("ASSERT FAILED (%s:%d): %s", \

__FILE__, __ LINE_ , #x), *(int*)39=39, (void)®) )
#endif
#define MIN(x,y) (((x) < (y)) ? (x) : (¥))

#define MAX(x,y) (((x) > (y)) ? (x) : (¥))

#tdefine LIKELY(exp) (__builtin_expect((exp) != 0, true))
#tdefine UNLIKELY(exp) (__builtin_expect((exp) != 0, false))

#tdefine ALIGN_UP(x, n) (((size_t)(x) + (n) - 1) & ~((n) - 1))
#tdefine ALIGN_DOWN(x, n) ((size_t)(x) & -(n))

#define ALIGN UP_TO PAGE_SIZE(p) ALIGN UP(p, SYSTEM PAGE_SIZE)
#define ALIGN DOWN_TO PAGE_SIZE(p) ALIGN DOWN(p, SYSTEM PAGE_SIZE)

#tdefine CLZ(x) _ builtin_clz(x)

/*
* If "very verbose" logging is enabled, make it equivalent to ALOGV.
* Otherwise, make it disappear.
%
* Define this above the #include "Dalvik.h" to enable for only a
* single file.
*/
/* #define VERY_VERBOSE_LOG */

#if defined(VERY_VERBOSE_LOG)
# define LOGVV ALOGV

# define IF_LOGVV() IF_ALOGV()
#else

# define LOGW(...) ((void)@)
# define IF_LOGVWV() if (false)
#endif

/*
* These match the definitions in the VM specification.
*/

typedef uint8_t ul;

typedef uintlé_tu2;

typedef uint32_tu4;

typedef uint64_tus;

typedef int8_t s1;

typedef intl6_t s2;

typedef int32_t s4;
typedef int64_t s8;
/*
* Storage for primitive types and object references.
*
* Some parts of the code (notably object field access) assume that values
* are "left aligned", i.e. given "JValue jv", "jv.i" and "*((s4*)&]jv)

[N R N VY U, R [ P A [ O B,
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" yleld Llne sdme resuitt. Inis seems L0 De gudranteea oy gcc on big- dna

*

*/

little-endian systems.

#define OFFSETOF_MEMBER(t, f) \

(

reinterpret_cast<char*>( \

&reinterpret_cast<t*>(16)->f) - \

reinterpret_cast<char*>(16))

#define NELEM(x) ((int) (sizeof(x) / sizeof((x)[@])))

uni

on JValue {

#if defined(HAVE_LITTLE_ENDIAN)

#en

ul z;

sl b;

u2 c;

s2 s,

s4 i

s8 J;
float f;
double d;
void* 1;
dif

#if defined(HAVE_BIG_ENDIAN)

#en

3

/*
*
*
*
*

*

*/

struct {
ul z[3];
ulz;
s
struct {
sl b[3];
slb;
s
struct {
u2_c;
u2c;
s
struct {
S2_s;
s2s;
s
s4 i
s8 J;
float f;
double d;
void* 1;
dif

Array objects have these additional fields.

We don't currently store the size of each element. Usually it's implied
by the instruction. If necessary, the width can be derived from
the first char of obj->clazz->descriptor.

typedef struct {

void*clazz;

u4 lock;

u4 length;
ul* contents;



144 }ArrayObject ;
145
146 #endif // DALVIK_COMMON_H_

__-é
XBEHEEAN KRR, AidhRsew el msee X5, &7 Bt
EEMER— R4 2 & 5 [ ArrayObject, X Iui & XAE¥EAS K /dalvik/vm/oo/Object.h 1, JRA )
5E SR IXFEHY
__-é

1 struct Object {

2 ClassObject*clazz;

3 u4 lock;

4}

5

6 struct ArrayObject : Object {
7 u4 length;

8 u8 contents[1];

9}

EE

R IB S EFE % F— A ClassObject, it javath & OENRIN, WI\ES EEPMETE GRREXE
RAVFHER) , BEBENLEEXT . BRREHCRIBWT:

By
1 #include "com_android_dexunshell NativeTool.h"
2 #include <stdlib.h>
3 #include <dlfcn.h>
4 #include <stdio.h>
5
6 ININativeMethod *dvm_dalvik_system_DexFile;
7 void (*openDexFile)(const u4* args,union 3JValue* pResult);
8
9 int lookup(JININativeMethod *table, const char *name, const char *sig,

10 void (**fnPtrout)(u4 const *, union JValue *))
11 {

12 int i = 9;

13 while (table[i].name != NULL)

14 {

15 LOGI("lookup %d %s" ,i,table[i].name);

16 if ((strcmp(name, table[i].name) == 0)

17 && (strcmp(sig, table[i].signature) == 0))
18 {

19 *fnPtrout = table[i].fnPtr;

20 return 1;

21 }

22 it++;

23 }

24 return 0;

25 }

26

27 /* This function will be call when the library first be load.
28 * You can do some init in the libray. return which version jni it support.
29 */



30 JNLEXPORI jint JNL_OnLoad(JavavVM* vm, void™ reserved)

31 {

32 void *1dvm = (void*) dlopen("libdvm.so", RTLD_LAZY);

33 dvm_dalvik_system_DexFile = (JNINativeMethod*) dlsym(ldvm,
34 "dvm_dalvik_system_DexFile");

35 if(@ == lookup(dvm_dalvik_system DexFile, "openDexFile", "([B)I",
36 &openDexFile))

37 {

38 openDexFile = NULL;

39 LOGE("method does not found ");

40 }else

41 {

42 LOGI("method found ! HAVE_BIG_ENDIAN");

43 }

44 LOGI("ENDIANNESS is %c" ,ENDIANNESS );

45 void *venv;

46 LOGI("dufresne----- >INI_OnLoad!");

47 if ((*vm)->GetEnv(vm, (void**) &venv, INI_VERSION_ 1 4) != JINI_OK)
48 {

49 LOGE("dufresne--->ERROR: GetEnv failed");

50 return -1;

51 }

52 return JNI_VERSION_1_4;

53 }

54

55 JNIEXPORT jint JINICALL Java_com_android_dexunshell NativeTool_loadDex(
56 INIEnv * env, jclass jv, jbyteArray dexArray, jlong dexLen)

57 {

58 // header+dex content

59 ul * olddata = (ul*)(*env)-> GetByteArrayElements(env,dexArray, NULL);
60 char* arr;

61 arr=(char*)malloc(1l6+dexLen);

62 ArrayObject *ao=(ArrayObject*)arr;
63 ao->length=dexLen;

64 memcpy(arr+16,olddata,dexLen);

65 ud args[] = { (u4) ao };

66 union JValue pResult;

67 jint result;

68 LOGI("call openDexFile 33..." );

69 if(openDexFile != NULL)

70 {

71 openDexFile(args,&pResult);

72 }

73 else

74 {

75 result = -1;

76 }

77

78 result = (jint) pResult.l;

79 LOGI("Java_com_android_dexunshell NativeTool loadDex %d" , result);
80 return result;

81 }

Java@



JRERBERT R, Ul CRAEA B RS, T HAIRREILEE B 3 . Iitjavaz
BATAE — 0] DA A ) BAbyte 8 40 0 S By n#kdex #2007 -

static native int loadDex(byte[] dex,long dexlen);

BERERNEX A RITRERB XA TE, LR XIETLEREF MdexBiBE N F R4S, MARUIIRFLE
FEAHTT . USRI TR kR, RINTE—A#DexClassLoader, £E#7E L —BiRBIMERINT T
ZH B & X Application—— ProxyApplication 2§, @it & 41 & %”android.app.LoadedApk” #*mClassLoder)& £
KA & ZiDexClassLoader, Bl 2 /b A8 — Bt B % B IX K -

1 DynamicDexClassLoder dLoader = new DynamicDexClassLoder(base,srcdata,

2 libPath, (ClassLoader) RefInvoke.getFieldOjbect(

3 "android.app.LoadedApk", wr.get(), "mClassLoader"),

4 getPackageResourcePath(),getDir(".dex", MODE_PRIVATE).getAbsolutePath() );
5

6

RefInvoke.setFieldOjbect("android.app.LoadedApk", "mClassLoader"”, wr.get(), dLoader);

%48, DynamicDexClassLoder ‘& HI#iE S $H B 24 £ B IWIRTE T dex3i i, Dlbyteftdl i, XHE. MR
e dex 40 AR 77 9 SO A B AR IS AT LAMIBR , /data/data FhAf 6 B IR BN EFdex U B8 T ;

##DexClassLoader, ZAIEMN T RARAKMBBRANNSTHA, XBHTHA, E——X#ELE, #HE
HET . STHAR? RdexiF k. ZHTHAR? Rdexbyte$i, %EIELLIMniE, BHRELT
— /NI ) dexC %t B cookiefd . B4, XA

Cookie & FBEW e B #IB ? X/ EBFEMPHRER.

RS # 42 libcore/dalvik/src/main/javal/dalvik/system , A RIEE, B DexClassLoadertd % —&F 4

EEILBMRBEARGRAE THE, SFdexsem#im=, DynamicDexClassLoder® ZMi b £ RE —4H, &
HfindClass/ii%, HAPKZITH feis IR BIMMNEBIFREFdex P 12, EFWMELM, NKEEMTUEH, &E
Sehr_ BB FIDexFiledk, 7 LARIA Zljnin#k 2 i cookie, it k&t DexFile (753, SLMBATRI TR, Bikse
P F

I%!

package com.android.dexunshell;

import java.io.IOException;
import java.net.URL;
import java.util.Enumeration;

import com.eebbk.mingming.k7utils.ReflectUtils;

import android.content.Context;
import android.util.log;
import android.view.LlayoutInflater;

import dalvik.system.DexClasslLoader;
import dalvik.system.DexFile;

public class DynamicDexClassLoder extends DexClassLoader {
private static final String TAG = DynamicDexClassLoder.class.getName();
private int cookie;
private Context mContext;

/**
*
* @param dexPath
* @param optimizedDirectory
* @param libraryPath



* @param parent
*/
public DynamicDexClassLoder(String dexPath, String optimizedDirectory,
String libraryPath, ClassLoader parent) {
super(dexPath, optimizedDirectory, libraryPath, parent);

/**

* HEMNRIEINE $HiE
*

* @param dexBytes

* @param libraryPath
* @param parent

* @throws Exception
*/

public DynamicDexClassLoder(Context context, byte[] dexBytes,
String libraryPath, ClassLoader parent, String oriPath,
String fakePath) {
super(oriPath, fakePath, libraryPath, parent);
setContext(context);
setCookie(NativeTool.loadDex(dexBytes, dexBytes.length));

private void setCookie(int kie) {
cookie = kie;

private void setContext(Context context) {
mContext = context;

private String[] getClassNamelList(int cookie) {
return (String[]) ReflectUtils.invokeStaticMethod(DexFile.class,
"getClassNamelList", new Class[] { int.class },
new Object[] { cookie });

private Class defineClass(String name, ClassLoader loader, int cookie) {
return (Class) ReflectUtils.invokeStaticMethod(DexFile.class,
"defineClass", new Class[] { String.class, ClassLoader.class,
int.class }, new Object[] { name, loader, cookie });

@Override

protected Class<?> findClass(String name) throws ClassNotFoundException {
Log.d(TAG, "findClass-" + name);
Class<?> cls = null;

String as[] = getClassNamelList(cookie);
for (int z = @; z < as.length; z++) {
if (as[z].equals(name)) {
cls = defineClass(as[z].replace('.', '/"),
mContext.getClassLoader(), cookie);
} else {
defineClass(as[z].replace('."', '/'), mContext.getClassLoader(),
cookie);



@Override
protected

@Override
protected

@Override
protected

@Override
protected

@Override
protected

@Override
protected

if (null == cls) {
cls = super.findClass(name);

return cls;

URL findResource(String name) {
Log.d(TAG, "findResource-" + name);
return super.findResource(name);

Enumeration<URL> findResources(String name) {
+ name);

Log.d(TAG, "findResources ssss-
return super.findResources(name);

synchronized Package getPackage(String name) {
Log.d(TAG, "getPackage-" + name);
return super.getPackage(name);

Class<?> loadClass(String className, boolean resolve)
throws ClassNotFoundException {

Log.d(TAG, "loadClass-" + className + " resolve " + resolve);
Class<?> clazz = super.loadClass(className, resolve);
if (null == clazz) {
Log.e(TAG, "loadClass fail,maybe get a null-point exception.");
}

return clazz;

Package[] getPackages() {
Log.d(TAG, "getPackages sss-");
return super.getPackages();

Package definePackage(String name, String specTitle,
String specVersion, String specVendor, String implTitle,
String implVersion, String implVendor, URL sealBase)
throws IllegalArgumentException {

Log.d(TAG, "definePackage" + name);

return super.definePackage(name, specTitle, specVersion, specVendor,

implTitle, implVersion, implVendor, sealBase);
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super(oriPath, fakePath, libraryPath, parent);

TFRBA THE— P IREDexClassLoader X — & FERERET, BEMAHRXRRWT:
DexClassLoder-> BaseDexClassLoader->DexPathList->makeDexElements-> loadDexFile-> loadDex->DexFile(String
fileName)
B
5]
1 private static DexFile loadDexFile(File file, File optimizedDirectory)
2 throws IOException {
3 if (optimizedDirectory == null) {
4 return new DexFile(file);
5 } else {
6
7
8
9

String optimizedPath = optimizedPathFor(file, optimizedDirectory);
return DexFile.loadDex(file.getPath(), optimizedPath, 0);

BEBHAT, JFkDexLoaderth LBl T DexFiletfE, {HR2iXEH/E K SLILEIX AN TR R AUN R 2 52 T dex
FI—ANnE, AAMESEILT classHIBE 7 (E L E R ARKRER .
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