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4k s= | |48 57971150970f41609af811c73d8dBaac.zip\ TiS==2 BT - g7/ 11.4 MB

Jas= =) A= 2]
~(FREF) i
=] capturelog 11.4 MB 114 MB =&FsE 2014-03-29 13:.03

log H E 30

hack@hack: ~
MH(F) @hiE(A) 4miB(E) ZEEJ(V) #E(H)
sudo -1
[sudo] o= :
root@hack: binwalk -e /home/hack/# @ /capture.log

DECIMAL HEXADECIMAL DESCRIPTION

4]

root@hack:~#

2R binwalk 2 B 76 B



10000027
J000004e |7A E9 00 00 00 00 00 OO0 50 01 08 00 33 OA 00 00 00 00 OA 01 02 04 F6 CO 6A 3D D5 D3
J0000075 |10 A4 C5 7C 38 00 60 08 AB 61 24 08 00 45 00 00 1C CO OE 00 00 FF 01 7A 15 CO AB 00
J000009c |00 00 F6 CO 6A 3D B3 D3 03 00 3C 00 00 00 3C 00 00 00 OO &0 0B AB 61 24 00 10 A4 C5
J00000c3 |00 35 06 FB D5 CO AB 00 09 CO A8 00 63 CB FA 00 50 8B E8 00 03 F4 11 80 EB 50 10 08
J00000ea |[F6 CO 6A 3D FE D3 03 00 36 00 00 00 36 00 00 00 00 10 A4 C5 7C 38 00 60 08 AB 61 24
J0000111 |06 FA 12 CO A8 00 63 CO AB 00 09 00 50 CB FA F4 11 80 EB 00 00 00 00 50 04 00 00 EC
J0000138 |3C 00 00 0O 3C 00 00 0O 00 60 08 A8 61 24 00 10 A4 C5 7C 38 08B 00 45 00 00 28 A 30
J000015f |AB 00 63 CB E6 CB BC 04 OE 6D A2 00 00 00 00 50 02 08 00 1C D2 00 00 00 00 OA 01 02
J0000186 |00 00 36 00 00 00 00 10 A4 c©5 7c 38 00 &0 08 AB 61 24 08 00 45 00 00 28 00 00 40 00
J00001ad |09 CB BC CB E6 00 00 00 00 04 OE 6D A3 50 14 00 00 24 BF 00 00 00 cl A 3D AO 1B 09
J00001d4 |08 A8 61 24 00 10 A4 Cc5 7C 368 08 00 45 00 00 28 93 92 00 00 35 06 70 81 cO A8 00 09
J00001b£f A2 00 00 00 00 50 02 08 00 79 40 00 00 00 00 OAR Ol 02 04 00 Cl 6A 3D 02 1C 02 00 3¢
10000222 |7Cc 38 00 60 08 A8 61 24 08 00 45 00 00 28 00 00 40 00 FF 06 FA 12 c0O A8 00 63 CO A8
10000248 |0E 6D A3 50 14 00 00 81 2D 00 00 00 Cl 6A 3D BE 1B 09 00 3C 00 00 00 3Cc 00 00 00 00
10000270 |08 00 45 00 00 28 &7 CB 00 00 35 06 9C 48 CO A8 00 09 CO A8 00 63 CB E6 2B AB 04 0E
10000297 |[E3 00 00 00 00 OA 01 02 04 00 c1 6a 3D 0D 1C 09 00 36 00 00 00 36 00 00 00 00 10 A4
J00002ke |45 00 00 28 00 00 40 00 FF 06 FA 12 CO AB 00 63 CO AB 00 09 2B AEB CB E6 00 00 00 00
J00002e5 |00 00 C1 6A 3D D& 1B 09 00 3C 00 00 00 3C 00 00 00 00 &0 0B A8 61 24 00 10 R4 C5 7C
J000030c |35 06 EC AD CO A8 00 09 CO A8 00 63 CB E6 2E 14 04 OE 6D A2 00 00 00 00 50 02 08 00
J0000333|C1 6A 3D 29 1C 09 00 36 00 00 00 36 00 00 0O 00 10 A4 C5 7C 38 00 &0 08 A8 61 24 08
J000035a |FA 12 CO A8 00 63 CO A8 00 09 2E 14 CB E6 00 00 00 00 04 OE 6D A3 50 14 00 00 C2 &7
J0000381 |00 00 00 3C 00 OO0 00 OO 60 08 A8 61 24 00 10 A4 C5 7C 38 08 00 45 00 00 28 EB 09 00
J00003a8 |00 63 CB E6 AC 45 04 OE 6D AZ 00 00 00 00 50 02 08 00 3C 49 00 00 00 00 OA 01 02 04
J00003cf |00 36 00 00 00 00 10 A4 C5 7C 38 00 60 08 AB 61 24 08 00 45 00 00 28 00 00 40 00 FF
J000036f |[AC 45 CB E6 00 00 00 00 04 OE 6D A3 50 14 00 00 44 36 00 00 00 C1 &A 3D 1D 1C 09 00
J000041d (A8 61 24 00 10 A4 C5 7C 38 08 00 45 00 00 28 OF 01 00 00 35 06 F5 12 CO AB 00 09 CO
J0000444 |00 00 00 0O 50 02 08 00 E3 B4 00 00 00 00 QA 01 02 04 00 C1 6A 3D 56 1C 09 00 36 00

BEZ 163 H1 58, SCF kD4 C3 B2 A1AI A pcap 3, H#ilog S E iy 4 J& %% Apcap

Source Destination Protocol Lengtt Info
192.168.0. ICMP 60 Echo (ping) request id=0x7ae9, seq=0/0, ttl=40 (reply in 2)

- 20.000078 o 192.168.0.9 ICMP 42 Echo (ping) reply id=0x7ae9, se /@, ttl=255 (request in 1)
3 0.000044 192.168.0 TCP 60 52218 — 80 [ACK] Seq=2347237379 Ack=4094787819 Win=2048 Len=0
Z 0119 1 [RST]

52198 [ ¢ >k 054435 Win=0 Len=0
4 28494 52198 [ ¢ >k 054435 Win=0 Len=0
4 11179 52198 [ ¢ >k 054435 Win=0 Len=0
52198 $ K 054435 Win=0 Len=0
52198 [ < 54435 Win=0 Len=0

[RST, ACK] 054435 Win=8 Len=0
52198 [ ACK] ] < 54435 Win=0 Len=0

52198 ACK] Se ] 54435 Win=0 Len=0
httpsi//blog.csdn.nethweixin_46661122

fiE Fwiresharki# 17 it & 70 #r, A ICMP R B MK BMTCPREA RS, BB HERR, BERLM T X & Kping A, Erid
JEEET IBICMPEIE & .
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Destination Protocol Lengtt Info

ICMP 60 Echo (ping) request 1id=0x7ae9, seq=0/0, ttl=40 (reply in 2)

42 Echo (ping) reply id=0x7ae9, seq=0/0, ttl=255 (request in 1)
60 Echo (ping) request 1id=0x1e09, seq=0/0, ttl=47 (reply in 148008)
42 Echo (ping) reply id=0x1e09, tt1=255 (request in 148007)

request 1id=0xa373, ttl=53 (reply in 150754)
reply id=0xa373, ttl=255 (request in 150753)

10 id=0xc77b, response found!)
60 Echo (pjng)|request id=0xc77b, response found!)

60 Echo (ping) request 1id=0xc77b, response
60 Echo (ping) id=exc77b, response found!)

g — TR, F4Rping I H I HE B 9 5 /£ 155989, Bliflag Hflag{155989}.

AR SR BUIE



Get-the-key.txt [l sEwriteupsniizst |

B AER:
S

BmABR:

R B

BRI, {5 H A0 23R Ekey. tt

/HEE /forensiclee
i ev 1.0 e 3-7ec9-4b20-8cob-

Disk /home/hack/% M /forensic10@: 2 MiB, 2097152 bytes, 4096 sectors
512 bytes
logical/ph bytes / 512 bytes
e (minimum/optimal): 512 bytes / 512 bytes

AL BGIE (1 55 125 2 W 8 B A O SR 2R 3K 38 R A B £ R B Reext2 AR SR B i fdisk -ITT BB AR IS5 B, KM IR B,
RGBT

mount -0 loop -t X RZ KA HR KA HHAKE

MEE 25 XER, MR ZHAE B H R E, TR ZEN boffset 18 & B EME.
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WEERZE, TEIKENESE

:~$ sudo -i
[sudo] hack B9 55 :
rootohack:~# 1s
1 111 124 137 15 162 94
10 112 125 138 150 163 a5
100 113 126 139 151 164 96
101 114 127 14 152 165 97
162 115 128 1406 153 166 98
103 116 129 141 154 167 99
104 117 13 142 155 168 lost+found
165 118 130 143 156 169
106 119 131 144 157 17
107 12 132 145 158 170
108 120 133 146 159 171
109 121 134 147 16 172
11 122 135 148 160 173
110 123 136 149 161 174
rootahack:~# grep -r key.txt
LRI _#HGIXE 1
rootahack:~# gunzip < 1
SECCON{@INL7n+-s75FrET]vU=72}

rootahack:~# || https://blog.csdn.net/weixin_46661122

i grep -rER BRI EMkey.bxt, ILEC B — 3k X%, #RJEgunzip < X4 B RT18 Zlflag.
SR Tigiis
https://yq.aliyun.com/articles/85909BUE T E. 4
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WAZBEE iT 8 F B ) TR ZVolatility, 4 RATE R — NN HEHEEN B AT ERHE X NN FEGHIERE S HBHX ARG L
Bl R4 @iTimageinfofiy 2 REUVBL B 15 B, 2 5 B & 2 F dr S pslist, 4 B3R B FA CF s & 8 R w5647 00T 8 it dr 4
dumpfileFImemdumpi M X EHE S H

HHZH
SEC e
imageinfo:

AFEERMNEESTHAEHANRERSS . BEREEREVIEHNEREERGIRAS . RS0 LEH L4 (3261564 51).
T H FR G AZIREGZ A R B SR ARG R
HA Ll raw/G R XL B —R AV N FEE . >imageinfo.txt&Z iEimageinfofy 4 B3 K15 B 5 M K F7-fEimageinfo. tt i ST .

kpcrscan:

RATFERAFETHTEXAZEEERZEH X (KPCR) K_KPCREWMAEE, Bk, TUEREMEERKEAEE,
AFEDT (LEEHF) MGDT (&2RBEMRFFR) Mk, UIEITHRBEMTNERE, CPUBE. HliE mAkHEE, CR3%F
AR HFREMIESEE . Zdr 4146 A7 EZEH 2limageinfoBU 45 i profilef5 &

dlllist:

R B M HEEBRNNSHEEENERE, HERFIREEABMBRASNSERE R E AL . S0 R BRSO B 7 B%
o

filescan:

By &K Bs R4 ERIT IR, RS CBCR B R S

handles:

BRFE— AR P T IT R Ab B

modscan:

Hi#_|dr_data_table_entryst RIWEANFE . RN ZINIKNET, QOF CRam/aERER
netscan:

KILTCP | UDPi A ME T 8% XAy 8 Bon — D E SIS ER K FIR

pslist:

A UM RAE T HIBHE, X &4 81 iE i PsActiveProcessHead 18 &1 45 [H] XU A A R 2 LRI W AT IE IR A HEE R, £
BEAE MBI, #EDS. RHEDS. KEHE. AFKE. #HELSIEIDS L BRI AR B KA

pstree:

XA A B Rpslist—RERE R, URBER
connscan:

HE MK ERE

A5«

B CHER, K profile

volatility imageinfo -f win.dmp imageinfo



7 B B A

volatility hivelist -f win.dmp --profile=Win7SP1x86

volatility hivelist -f win.dmp --profile=Win7SP 1x86 pslist

volatility hivelist -f win.dmp --profile=Win7SP1x86 pstree

BENF I EEEMRAE

volatility -f win.dmp --profile=Win7SP1x86 hivelist

volatility -f win.dmp --profile=Win7SP1x86 hivedump -o 0x91fa1648
BEERAPKS

volatility -f win.dmp --profile=Win7SP1x86 printkey -K “SAM\Domains\Account\Users\Names”
RIEEXRKIA P

volatility -f win.dmp --profile=Win7SP1x86 printkey -K "SOF TWARE\Microsoft\Windows NT\CurrentVersion\Winlogon
EEEBITHRERF . BITE20R. &5 — KBTI EE

volatility -f win.dmp --profile=Win7SP1x86 userassist

BERE SR KB N A7

volatility -f win.dmp --profile=Win7SP1x86 pslist

dump BEFE N 77

volatility -f win.dmp --profile=Win7SP 1x86 memdump -p 3684 -D dumpdir/
root@Hitman47:~/dumpdir# hexeditor 3684.dmp
root@Hitman47:~/dumpdir# strings 3684.dmp > 1111.ixt
root@Hitman47:~/dumpdir# strings 3684.dmp | grep password
root@Hitman47:~/dumpdir# strings 3684.dmp | grep /
root@Hitman47:~/dumpdir# strings 3684.dmp | grep @

Lk d

volatility cmdscan -f win.dmp --profile=Win7SP1x86

P 4

volatility netscan -f win.dmp --profile=Win7SP1x86

IE Ji %2

volatility iehistory -f win.dmp --profile=Win7SP 1x86

$&Hhash

volatility -f win.dmp --profile=Win7SP1x86 hivelist

volatility#r 41t B F it :https://github.com/volatilityfoundation/volatility/wiki/Command-Reference
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